
- History of Disk Arbitration 
Vulnerabilities - 

PROLOGUE



“A beginning is a very delicate time. 
Know then, that it is the year 2024.” 



“The known macOS world is ruled by the Padishah 
Emperor Tim Cook the First, our leader” 



“In this time, the most precious substance in the 
universe is the BANANA.” 



“The banana extends life. 
The banana expands consciousness. 
The banana is vital to MSA” 



“The Monkey Tribe and its navigators, who the banana 
has mutated over 4000 years, use the banana seeds, 
which gives them the ability to live 
That is, not dying” 



“Oh, yes, I forgot to tell you.” 



“The banana exists in only one city in the entire 
universe.” 



“A rainy, windy city with vast oceans.” 



“Hidden away within the buildings of the streets are 
a people known as the MacSysAdmins, who have long 
held a prophecy that a new Snow Leopard would come, a 
Final Version, which would lead them to true 
freedom.” 



“The city is Gothenburg, also known as Göteborg.” 
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disk arbitration service



diskarbitrationd - the basics
• system wide service, defined in: 

• /System/Library/LaunchDaemons/com.apple.diskarbitrationd.plist 

• Mach Service: com.apple.DiskArbitration.diskarbitrationd 

• manage disk mounting, unmounting 

• calls mount/unmount executables under the hood



diskarbitrationd - why we like it?
• runs as root 

• unsandboxed 

• ~ full disk access rights 

• Mach service accessible from 
application sandbox 

• opensource



diskarbitrationd - MIG
• MIG service 

• DA framework abstracts the 
MIG service



diskarbitrationd - call flow



basic mount call











CVE-2017-2533 (pwn2own) - 
Mount yourself a root shell



CVE-2017-2533 - credits

• was found by the "phoenhex" team, Niklas Baumstark and Samuel Groß 

• part of the pwnown 2017 exploit chain 

• details: https://phoenhex.re/2017-06-09/pwn2own-diskarbitrationd-
privesc

https://phoenhex.re/2017-06-09/pwn2own-diskarbitrationd-privesc
https://phoenhex.re/2017-06-09/pwn2own-diskarbitrationd-privesc


CVE-2017-2533 - the vulnerability
• disk arbitration service, (DARequest.c) 

• check if mount point exists 

• check if owned by the user (resolves 
path) 

• no further checks 

• TOCTOU (Time Of Check Time Of 
Use)















the fix
• IMO one of the best fixes Apple ever did 

• caller uid == disk owner (+ call mount as the disk owner)

















CVE-2022-32780 - Sandbox 
Escape



CVE-2022-32780

• Apple moved the check into 
DAServer.c - 
"_DAServerSessionQueueRequest" 

• sandbox check by 
"sandbox_check_by_audit_token"



CVE-2022-32780 - old vs new



CVE-2022-32780 - Testing



CVE-2022-32780 - Testing











CVE-2022-32780 - exploitation
• what to mount? 

• EFI won't work 

• custom dmg! 

• how? DA works on /dev, 
diskmanagementd (can map dmg 
into /dev/) is not reachable from 
sandbox 
• 💡use "open" 

• we can unmount, /dev/ remains



CVE-2022-32780 - exploitation
• where to mount? 

• Terminal Preferences 

• ~/Library/Preferences/
com.apple.Terminal.plist 

• "CommandString" executed upon 
launch



CVE-2022-32780 - full exploit
1. Drops a `dmg` file 

2. It will call `open` to open a `dmg` file 

3. Then it will use the diskarbitration service to unmount it --> at this point we have a custom disk device we 
can mount somewhere 

4. It will start a thread to alternate the symlink and the directory 

5. Then it will start a loop to call the mount operation of the DA service - due to the racer it will eventually 
succeed 

•  we also always unmount the local directory, as we don't need that 

6. It will check if we mounted over `Preferences`, and if yes stop 

7. Open Terminal





CVE-2022-32780 - fix

• every mount call has the "-k" option = do not follow symbolic links 

• the kernel will discard any request if there is a symlink in the path



CVE-2023-42838 - Sandbox 
Escape



Where is the problem?

NO QUARANTINE 

FLAG!!!! 



CVE-2023-42838 - the issue
• diskarbitrationd doesn't 

add quarantine flag to the 
quarantined disk image 
when mounted 

• ioreg does show the 
property 

• da should check the 
property



CVE-2023-42838 - what goes on?



CVE-2023-42838 - fix

• the kernel will add quarantine flag to every mount if the device is 
quarantined 

• basically the "IOReg" query went down to kernel and performed on 
every mount



CVE-2024-40855- Sandbox 
Escape & TCC Bypass













CVE-2024-27848 - LPE via 
StorageKit



"SIMPLE" WORKFLOW 

WHAT COULD GO 

WRONG?















CVE-2024-27828 - exploitation
• create new volume which we can write to 

• mount over /etc/cups 

• cups-files.conf: 

• LogFilePerm - file permissions 

• ErrorLog - /etc/sudoers.d/somefile 

• cupsctl to trigger 

• Step 1: perm: 777 

• Step 2: Overwrite /etc/sudoers.d/somefile 

• Step 3: perm 700 (sudo likes this) 

• Step 4: sudo su







conclusion
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