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Bootstrap 
token in 2 
minutes





Explain 2 minutes or less

55 minutes so you can explain it in 2 minutes

Not a session about Kandji

Collection of information from other people

bootstrap token is mostly about secure token



Subhead lorem ipsum











Tools and talk



A brief trip to Australia















One more thing about Slack:

#appleseed channel





Goal: develop a mental model 
of secure token

So you can explain it



Agenda
What else we’ll cover today

What’s a secure token

How they are made

What are they used for

Where do they live

01
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04



What’s a secure token
How are they made
What are they used for
Where do they live













Secure token is kind of like a lockbox



We’ll define it later

Secure token

It’s like a lockbox

Secure token is a feature

A secure token is a thing
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How a secure token is born



It’s really easy


(unless you have a weird workflow)



You log in



With your password



Log in
Subhead lorem ipsum

It’s kind of like setting up a lock box



The following is important



You need the user’s cleartext password in 
order to make that first lockbox



The house key is now in the lockbox



The lockbox is protected by your 
passphrase



There are no unprotected versions of the key



But next user also needs access to the key



Need to unlock the first user’s lockbox in 
order to get the key



Need the cleartext password to unlock the 
first lockbox



The key is copied and placed into the 
second user’s lockbox



The second user’s lockbox is protected by 
the second user’s passcode.



The same key is in two different lockboxes.

Each lockbox is protected by a different 

user’s key.



Passwords aren’t stored on disk.


Instead, macOS uses wrapping.













RFC3304 decrypt 
attempt by 

applying cleartext 
passcode

Two possibilities

Success = a key!


Failure = data that is not a key



What’s really 
inside the lockbox
The analogy of a key inside a lockbox isn’t quite right



Strained Analogy

Secure token = lockbox

Passcode = combo for lockbox

What’s inside = intermediate key



Intermediate Key

That can be used to create multiple 
other keys



It’s a key encryption key (KEK)



So a key encryption key (KEK)

is inside your lockbox





Key Encryption Key

Like an access pass

Or a token that grants access to other specific keys



Since the KEK is a token



And that token is secured



It’s a secured token



Hence the term secure token



Let’s look at the Volume 
encryption key (VEK)

Token involved with unsealing your protected data



Your KEK wraps the VEK



Your KEK also wraps your OIK



Owner identity key 
(OIK)

OIK allows you to

Modify startup security settings 
(LocalPolicy) for your specific install of 
macOS

Authorize updates and upgrades

Authorize EACAS

More
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But first a quick break from tokens



Patrick’s ChatGPT jokes were funny

Greg’s session was super interesting


BUT













What’s a secure token
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Where do they live



What are they used for

• Sometimes just an access token


• Sometimes cryptographic element to sign things



Sometimes just an 
access token

Intel based Mac

Prove you have the ability to change 
settings in recoveryOS

You have to be an admin (which you can 
change if you have root access)

You MUST have secure token



Sometimes 
cryptographical 

element

Mac with Apple silicon

Apple changed the way you can modify 
boot settings



Sometimes 
cryptographical 

element

Differences

Intel based Mac: NVRAM for entire Mac

Mac with Apple silicon: LocalPolicy for each 
install of macOS



LocalPolicy

• Collection of boot settings for each install of macOS


• Cryptographically signed by the OIK



After you change LocalPolicy

• Use your secure token to access the OIK


• Use the OIK to sign the LocaPolicy


• If the LocalPolicy isn’t signed the Mac won’t boot.



Secure tokens are important

• encryption


• data protection



Quick review

• After the first secure token is created, there are no more unprotected copies of 
the Volume encryption key (VEK)


• Making another secure token is like copying a key


• VEK is an example of a specific purpose key that gets wrapped by the KEK


• Your passcode opens only your secure token, to your access token (KEK), to 
access one of the many specific purpose keys like the VEK 



When you shut down your Mac 

• You locked your startup volume



Then these are not accessible

• All the data on the startup volume


• Internal directory info


• External directory info (AD, OD, IdP)


• MDM enrollment



Locked but Mac has network available

• For Mac witih Apple silicon


• Even though you might have heard otherwise


• FileVault login window has a Wi-Fi connection indicator


• But the OS is not running and management is not available


• I wonder what the future holds here



But there is some metadata outside

• Information about accounts that have secure token


• By default Mac displays an icon for every user


• For Mac with Apple silicon you can display fields instead



If a Mac with FileVault starts

• No users available from external directory that don’t already exist on the Mac


• So they can’t log in



Even if you could provide a new login

• That user couldn’t log in 


• Because they don’t have a secure token


• Because making a new secure token is like copying a key



Lifeline for mobile accounts in 10.15

• Bootstrap token



A slight language diversion



https://flickr.com/photos/69184488@N06/













Do you want to talk about labs?



FileVault isn’t recommended when you don’t 
know who is going to log in after restart



Why not be clever

fdesetup authrestart

😭 Undocumented time limit


🫣 Restart script needs plaintext password


😵💫 Breaks after power loss


🤔 Similar to not turning FileVault on
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There in a keybag!



Back to the 
analogy

Magic keybag

On the house

Not in the house

In a location everyone knows








But there’s no Keybag Utility



So how do you deal with them



So how do you deal with them

• Some information in the directory node


• Our old friend Directory Utility


• Or dscl


• Mac directory info is stored as plists files


• /var/db/dslocal/nodes/Default



Our old friend Directory Utility (or dscl)







The info in the 
directory record

It’s just a hint

;SecureToken;

It’s not the token itself

If you delete, parts of OS might have a hard 
time understanding you have secure token



Adding or removing ;SecureToken; to a 
directory record doesn’t mean much



You could erase every single file in the APFS 
Data volume including directory info and 

your secure tokens would still exist



How do I know I have a secure token?



diskutil knows how to read keybag info!







What happens if 
you do silly things

Changed GUID

You still need that user’s passphrase in 
order to unlock their lockbox



What happens if 
you do silly things

Damaged GUID

Yikes!

It’s not clear to OS who owns the secure 
token and which password should be used 
to unlock it.




macOS tries really 
hard to keep you 
from doing bad 

things

Prevention steps

It’s hard to delete the last user that has 
secure token

System Settings won’t allow it

Some CLI tools won’t allow it

But you’re clever



More clever 
together!

Unexpected things

Unrecommended flows in recoveryOS



Really

Don’t do these

❌ Don’t create a throwaway account with 
Setup Assistant then forget the password.


❌ Don’t force the password of the last 
secure token enabled account


❌ Don’t delete all your users




Using PRK to reset password 
in recoveryOS is OK!

For many organization it’s preferred



reset password in 
recoveryOS

PRK and KEK

PRK has access to the KEK so Mac can:


✅ Safely destroy old lockbox protected 
by the forgotten password


✅ Create a new lockbox by wrapping the 
KEK with the cleartext passcode that you 
provide as the new passcode



On a new Mac that automatically creates an 
managed administrator account:


when does that account get a secure token?



Not until someone types it

• The MDM command to create the account contains the hash of the password, 
not the cleartext password.


• The cleartext password is required to create the secure token


• This poses a challenge for a LAPS-type solution for a Mac after restart



Need OIK to change boot settings

• For Mac with Apple silicon


• Need the password of a secure token user


• to get access to the OIK


• to sign any changes to boot settings


• like update or upgrade



If there’s a bootstrap token

• You Mac can ask its MDM solution for the bootstrap token


• to access the OIK


• so your MDM solution can force an update without a user typing password



If you lose all the keys
You have to start over



Bootstrap token before macOS 10.14



Bootstrap token as of macOS 10.14



Here we go



Bootstrap token

• A feature of macOS


• Requires MDM solution that supports it


• Requires Apple School Manager or Apple Business Manager



Bootstrap token allows Mac to:

• Obtain a secure token


• Approve kernel extensions


• Approve software updates without a user entering their password


• Approve Erase All Content and Settings from an MDM Erase command


• Use declarative device management for macOS updates


• Create a new account at a FileVault unlocked login window w/ PSSO



As a feature, secure token is the

• implementation of encryption keys 


• for securing the APFS startup volume


• when they’re generated


• and how they’re stored



As an object, a secure token is a

• wrapped version of a key encryption key 


• protected by a user’s password


• Secure tokens live in a keybag


• a chunk of data written to the internal volume


• accessible even when FileVault is on



A user with a secure token can:

• Create new secure tokens


• Access the VEK for FileVault after a restart


• Access the OIK for updates and such



The first secure token is made by

• wrapping the KEK with the first user’s cleartext password


• which removes the KEK from being unprotected


• Subsequent secure tokens are made by unwrapping another secure token


• to get access to the KEK


• then wraps the KEK with the new user’s password



All new features of MDM 

• Will be declarative device management


• In order to use DDM for software updates, the MDM solution must support 
bootstrap token



Platform SSO is

• an app extension from an app provided by your Identity Provider


• which enables users to sign in once at the login window and then 
automatically sign in to apps and websites


• and absolutely does not handle creating the first local user account



Platform SSO features for Sonoma are:

• User enrollment and registration status in System Settings


• Local account creation by users


• Update group membership of users when they authenticate with their IdP


• Use non-local IdP user accounts at authorization prompts



In order for PSSO to create a new user

• Mac must be:


• enrolled in an MDM solution that supports bootstrap token 


• fully booted with macOS 14


• with setup Assistant completed


• with existing local account created


• with FileVault unlocked



bootstrap token recap

• Helps an MDM solution


• obtain a secure token


• to create new users’ secure tokens and change LocalPolicy


• and the Mac can silently install updates, approve kernel extensions, and EACAS


• and use declarative device management to update macOS


• and allow PlatformSSO to create a new user at the login window



That was bootstrap token



Thank you


