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A macOS client built from code

Why? 



‣ Save time - We want to "set and forget", reduce human error 

‣ Reliability - We want stability

‣ Auditability - We want authoritativeness for change management

build a macOS client from code?

Why

A macOS client built from code



A bit of history in open source device management

‣ Started as open source project 

‣ Promising concept  

‣ Let’s become a MDM vendor!

About Zentral

A macOS client built from code



‣ A self-fulfilling prophecy 

‣ Challenge accepted

How did we think this was a good idea?

A macOS client built from code



A macOS client built from code

Scope 



Setting the stage

‣  Supervised client 
 Organizational device ownership for full control
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Setting the stage

‣  Supervised client 
 Organizational device ownership for full control 

‣  Modern devices & OS  
 AppleSilicon/T2, Sonoma with auto updates 

‣  User / device association 
 One-to-one with IdP authentication 
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Best in class tools

‣  Patch management 
 Nothing beats Munki
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The hardening

‣  FileVault 

‣  Recovery lock / Firmware password 

‣  Selection of mSCP profiles 
?
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The hardening

‣  FileVault 

‣  Recovery lock / Firmware password 

‣  Selection of mSCP profiles 

‣  Compliance checks 
 Inventory or Osquery based
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Out of scope

‣ EDR / 3rd party AntiVirus

‣ BYOD / User enrollment !

A macOS client built from code



  Global Decisions

Supervised client

Modern devices and OS

One-to-one  
user-device association

 Tools

Patch-Management  
Munki

Observability / troubleshooting  
Osquery

Allow / Blocklisting  
Santa

  Hardening

FileVault

Recovery lock/ 
Firmware password

mSCP Profiles
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Scope summary
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How? 



A macOS client built from code

Bootstrap package 



‣ First package distributed via MDM during enrollment

‣ Install Munki

‣Trigger first Munki run using Outset 

Bootstrap package 
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What it is, why? 



‣Configuration file in YAML

Bootstrap package 
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‣Configuration file in YAML

‣Product ID and version
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‣Configuration file in YAML

‣Product ID and version

‣Download URLs for Outset and Munki

Bootstrap package 
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The code



‣ Login privileged once script

‣ Included as flat-pkg in the main bootstrap.pkg

Bootstrap package 
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‣Test if the package already exists on S3 
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‣Test if the package already exists on S3 

‣Download and unpack Outset and Munki

‣Build the outset script flat-pkg
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‣Test if the package already exists on S3 

‣Download and unpack Outset and Munki

‣Build the outset script flat-pkg

‣Build and sign the package with custom distribution file

Bootstrap package 
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‣Test if the package already exists on S3 

‣Download and unpack Outset and Munki

‣Build the outset script flat-pkg

‣Build and sign the package with custom distribution file

‣Upload package to S3 bucket

Bootstrap package 

A macOS client built from code

The code - Build script 



‣Main branch is production branch 

Bootstrap package 
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‣Main branch is production branch 

‣Pull requests with code reviews are mandatory to merge 
into main

Bootstrap package 
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Repository configuration 



‣Main branch is production branch 

‣Pull requests with code reviews are mandatory to merge 
into main

‣GitHub workflow triggered by merge into main

Bootstrap package 
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Repository configuration 



Bootstrap package
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The pipeline 



‣Code checkout

Bootstrap package
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Bootstrap package

A macOS client built from code

The pipeline 



‣Code checkout 

‣Signing identity setup 

‣Python setup 

Bootstrap package

A macOS client built from code

The pipeline 



‣Code checkout 

‣Signing identity setup 

‣Python setup 

‣AWS credentials setup

Bootstrap package

A macOS client built from code

The pipeline 



‣Code checkout 

‣Signing identity setup 

‣Python setup 

‣AWS credentials setup

Bootstrap package

A macOS client built from code

The pipeline 



‣Code checkout 

‣Signing identity setup 

‣Python setup 

‣AWS credentials setup 

‣Build script run

Bootstrap package

A macOS client built from code

The pipeline 



Munki repository



‣Patch management for user facing  
apps can be complex

‣ First: only the required agents and their  
enrollment packages

‣Work in progress

Munki repository

A macOS client built from code

The package selection



‣ Facebook: IT-CPE: autopkg_tools.py

Munki repository
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‣ Facebook: IT-CPE: autopkg_tools.py 

‣Gusto: GitHub Actions 

‣Ben Goodstein/AdaHealth: serverless-munki-project

Munki repository

A macOS client built from code

The inspiration
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Munki repository

A macOS client built from code

AutoPkg

‣Automatically download process and import packages in 
a munki repo

‣Community recipes exist for most of the software

‣To add a package to our repository we make an override

‣Custom recipes for our enrollment packages



Munki repository
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‣Run each recipe individually 

Munki repository
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‣Run each recipe individually 

‣Create a feature branch
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‣Run each recipe individually 

‣Create a feature branch

‣Run AutoPkg for the recipe

‣ If a package was imported,  
commit the branch and make a PR
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‣Run each recipe individually 

‣Create a feature branch

‣Run AutoPkg for the recipe

‣ If a package was imported,  
commit the branch and make a PR

‣Switch back to main branch before next iteration

Munki repository

A macOS client built from code

autopkg_tools.py 
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‣Scheduled to run daily
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‣Scheduled to run daily

‣Munki and AutoPkg are added and configured
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‣Scheduled to run daily

‣Munki and AutoPkg are added and configured

‣The Munki catalogs are reconstructed

‣ autopkg_tools.py is run  

Munki repository

A macOS client built from code
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‣Scheduled on each merge in the main branch  
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‣Scheduled on each merge in the main branch  

‣Same steps install and configure the required tools

‣AWS CLI, Munki are installed

‣Catalogs are reconstructed 

‣AWS credentials are configured using OIDC

‣S3 sync is triggered
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‣Scheduled on each merge in the main branch  

‣Same steps install and configure the required tools

‣AWS CLI, Munki are installed

‣Catalogs are reconstructed 

‣AWS credentials are configured using OIDC

‣S3 sync is triggered

‣Zentral is notified  

Munki repository

A macOS client built from code

The CI/CD pipeline - S3 sync 



‣ It does the job

‣But it is highly ineicient

‣The AutoPkg cache is not used 

‣Needs both Git LFS and Amazon S3 

Munki repository

A macOS client built from code

Are we happy with this setup?

"
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‣Oicial Zentral Terraform provider 

‣Resources described as Terraform HCL files

‣Standard configuration profiles in separate sub folder

The MDM configuration
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‣One TF resource for Zentral Santa configuration
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‣One TF resource for Zentral Santa configuration
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‣One TF resource for Zentral Santa configuration

‣One TF resource for the Santa enrollment

‣One to one mapping with the Zentral server resources 

The MDM configuration
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The code - Santa / Zentral configuration



‣One TF resource for the MDM artifact
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‣One TF resource for the MDM artifact

‣One TF resource for the .mobileconfig version
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‣One TF resource for the MDM artifact

‣One TF resource for the .mobileconfig version

‣ Enrollment secret passed as template variable

The MDM configuration

A macOS client built from code

The code - Santa / Agent configuration



‣One TF resource for the MDM artifact

‣ Installed during setup assistant with 
required .mobileconfig

The MDM configuration
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‣One TF resource for the MDM artifact

‣ Installed during setup assistant with 
required .mobileconfig

‣One TF resource for the Enterprise Application version

‣Package from S3 with checksum

The MDM configuration

A macOS client built from code

The code - Bootstrap package



‣One TF resource for the Blueprint
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‣One TF resource for the Blueprint

‣With one FileVault configuration 

‣With one recovery password configuration

‣One TF resource to aach the Bootstrap package artifact  

The MDM configuration

A macOS client built from code

The code - MDM Blueprint 



‣One TF resource  for the Osquery query

‣Compliance check for the screensaver hardening 
seings

The MDM configuration

A macOS client built from code

The code - Osquery compliance checks



‣  No need for custom deployment scripts

‣  Terraform plan / Terraform apply

‣  Standard GitHub / Terraform Cloud integration

The MDM configuration

A macOS client built from code

Pipeline - Overview



‣  Add the Terraform resources:
‣  MDM artifact, MDM profile, MDM Blueprint artifact 

The MDM configuration

A macOS client built from code

Pipeline example: Silence the backround task notifications
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‣  Add the Terraform resources: 
‣  MDM artifact, MDM profile, MDM Blueprint artifact 
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‣  Mandatory code review 
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Result 



‣  Zentral MDM MVP 

‣  New era for Apple device mangement 

‣  GitOps  & DDM “buzz”

The Journey



The Journey
‣  Unforseen challenges 

‣  We did it! 

‣  But it was a nail-biter



The Journey
‣  Everything connects

‣  Zentral has evolved

‣  What do you think ?



Preview

‣  Santa voting system

‣  SCIM server 

‣  Leverage DDM as much as possible



www.zentral.com

Thank you!


