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Jag är en häxa!



–Gehring, Verna (2004). The Internet in Public Life.

“Hackers enjoy the intellectual 
challenge of creatively 

overcoming limitations of 
software systems to achieve 
novel and clever outcomes.” 



https://tinyurl.com/
duo-research

https://tinyurl.com/duo-research
https://tinyurl.com/duo-research


?







Who/What is a 
Security Researcher?



Who/What is a Security Researcher?
Take apart malware

Exploration into 
malvertising

Discover/defend against 
network attacks

Finding bugs in software/ 

finding new attack vectors AppSec teams examining 

software source code

OR, HOW ABOUT…



Research into 
Security



Research into Security
Creating new ways to 
secure data, devices, 

services, and end users.
…and breaking stuff



?



Blue Sky 
Research

Applied 
Research



Question/Hypothesis

Research/Experiment

Answer









Derisking





It’s about the journey



Share the why, the how, 
the success and failures



Why have a 
research team?



Advance the state 
of your product



Help the world



Failure…can be 
wonderful





–Dr. Spencer Silver

“Type a quote here.” 

“At that time we wanted to 
develop bigger, stronger, 
tougher adhesives. This 

was none of those.”



Every team should be 
empowered to research



(Security) Research to 
Improve the World
Ed Marczak 
@marczak



Our values



Team Trust



Communication



User-Driven 
Research



What do we do 
well?



Open mindedness



Open mindedness

• Approaches


• Procedure


• Ideas and possibilities


• Nothing is set in stone!



Empathy



Empathy

• Put yourself in the user’s place


• Actual interaction with/feedback from customers


• Make yourself customer zero


• Ensure solutions are useful and usable



Unconstrained 
Thinking



Unconstrained 
Thinking

• Look for the best possible solution, without bounds


• Don’t discard ideas that seem impossible


• Architect solutions that can be built on



Openly sharing our 
findings



Openly sharing our 
findings

• Internal: Journal


• External: Duo Security blog, Duo Labs blog and “Tech Notes”





Journal: Open Source

https://github.com/duo-labs/journal

https://github.com/duo-labs/journal


Openly sharing our 
findings

• Internal: Journal


• External: Duo Security blog, Duo Labs blog and “Tech Notes”





Time-boxed Analysis



Turn intangibles 
into a working 
demonstration





What can you do?





You don’t need to 
code!



Reverse 
engineering



Dig in!



















–Arek Dreyer

“Type a quote here.” 

“What can you contribute 
back to your community?”





Shell Namespace
ash
aash
aesh
aish
aosh
aush
bsh
bash
besh
bish
bosh
bush
csh
cash
cesh
cish
cosh
cush

dsh
dash
desh
dish
dosh
dush
esh
eash
eesh
eish
eosh
eush
fsh
fash
fesh
fish
fosh
fush

gsh
gash
gesh
gish
gosh
gush
hsh
hash
hesh
hish
hosh
hush
ish
iash
iesh
iish
iosh
iush

jsh
jash
jesh
jish
josh
jush
ksh
kash
kesh
kish
kosh
kush
lsh
lash
lesh
lish
losh
lush

msh
mash
mesh
mish
mosh
mush
nsh
nash
nesh
nish
nosh
nush
osh
oash
oesh
oish
oosh
oush

psh
pash
pesh
pish
posh
push
qsh
qash
qesh
qish
qosh
qush
rsh
rash
resh
rish
rosh
rush

ssh
sash
sesh
sish
sosh
sush
tsh
tash
tesh
tish
tosh
tush
ush
uash
uesh
uish
uosh
uush

vsh
vash
vesh
vish
vosh
vush
wsh
wash
wesh
wish
wosh
wush
xsh
xash
xesh
xish
xosh
xush

ysh
yash
yesh
yish
yosh
yush
zsh
zash
zesh
zish
zosh
zush

% echo {a..z}{,a,e,i,o,u}sh



Shell Namespace
🍌sh
💣sh
👽sh
👾sh
👍sh
🤔sh
🥾sh
🐚sh
🤷sh

🏝sh
😎sh
🥳sh
🤪sh
🤬sh
😱sh
👿sh
💩sh
👻sh

☠sh
🤖sh
👊sh
🤙sh
✊sh
🎓sh
🎩sh
👑sh
💍sh

🍣sh
🐲sh
🍄sh
💥sh
⛄sh
🌈sh
🔥sh
🌪sh
🍎sh

🥑sh
🥨sh
🍔sh
🍭sh
🍩sh
🍺sh
🥃sh
⚽sh
🏈sh

🚀sh
🚲sh
🚗sh
🛰sh
🏠sh
🔨sh
🦖sh
🦑sh
🐜sh



sh



Ten-shell ?

Ecks-shell ?

Ten-Ess-Aitch ?

Xish ?

Xsh



Find the new thing, 
understand how it’s 

different from the 
existing thing



Apple T2 vs. TPM



Wireguard vs. SSL VPN 
(vs. L2TP vs. PPTP)



2FA: SMS Codes vs. 
TOTP vs. HOTP / 

Software tokens vs. 
Hardware Keys



Hardware research



Track metrics



A/B Testing



Be curious!



–Jordan Wright

“Type a quote here.” 

“If it sucks for you, it 
probably sucks for 

everyone.”



Show your work 
(even if it’s not done.)



Looking för 
inspiration?



Lögs





[ ~ ]$ log show 
--predicate '(eventMessage CONTAINS "Authentication failed")' 
--style syslog 
--last 2d



[ ~ ]$ log show 
--predicate '(subsystem CONTAINS “com.apple.sso")' 
--style syslog



[ ~ ]$ log stream --info --predicate 'sender contains[c] 
"WirelessProximity"' 
Filtering the log data using "sender CONTAINS[c] "WirelessProximity"" 
Timestamp                       Thread     Type        Activity             
PID    TTL   
2019-09-17 13:45:01.042399-0400 0xb76      Default     0x0                  
348    0    sharingd: (WirelessProximity) 
[com.apple.bluetooth:WirelessProximity] Nearby stop scanning: scan request 
of type 16, blob: <>, mask <>, active: 0, duplicates: 0, screen on: No 
Scan, screen off: No Scan, rssi: -90, peers: ( 
) scan mode: 0 
2019-09-17 13:45:01.042882-0400 0xb76      Default     0x0                  
348    0    sharingd: (WirelessProximity) 
[com.apple.bluetooth:WirelessProximity] Nearby start scanning with data: 
scan request of type 16, blob: <>, mask <>, active: 0, duplicates: 0, 
screen on: 300, screen off: 300, rssi: -60, peers: ( 
    "8C19AECF-C845-4A35-8128-D58ACB357133", 
    "51E77167-4738-4674-94F5-252F3FAF52C6", 
    "1F9A2C8C-71B2-4BE4-A566-F1CEB2151E6F", 
    "75504542-C421-4932-9FF9-1585207EA92F", 
    "F56E57EE-3BBC-4D0A-8294-93FC0A97C5B0", 
    "49D04CA0-02C0-47AC-AAC1-88D1607EC480" 
) scan mode: 0 

[ ~ ]$ log stream 
—info 
--predicate 'sender contains[c] "WirelessProximity"'



lldb/Hopper/Radare





åDesïgn





Tålk with your 
end-üsers!



It doesn’t have to 
be original









It doesn’t have to 
be original



It doesn’t have to 
be original

…but it has to be 
your work



En̷̵ j ̶o̵y ̶ ! ̷ ! ̴







S ̷ ̓ ̤h̵̖ ̥̊a ̷ ̈́͠ ͓r ̸ ̹̹͑e ̸͗ ̦ ! ̷ ͓͂



–Ed Marczak

“Why aren’t you 
sharing this?”



(Security) Research to 
Improve the World
Ed Marczak 
@marczak


