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– No user ever

“I love typing my password many times a day. I 
love it even more when I have to change my 

password every 30 days.  

Coming up with unique 12 character passwords 
really adds meaning to my life.” 



Before we start…





SSO Extensions are cool



SSO Extensions need work





Apple Developer Videos





Golden Path





What they aren’t…



SSO Extensions are not…

Directory Services 

A way to sign in to your user 
account 

No relation to Managed Apple 
IDs
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Requirements
What you need first







URL Session

Apple-supplied URL loading system 

Used by Safari and most native applications 

Easy to use in your own code



Things that don’t use URLSession

SMB





MDM Required

User Approved MDM 

Domains and/or endpoint 
configuration 

Extension installed and run - 
not required for Apple’s 
Kerberos extension





Where do you get an SSOE?

Built in Kerberos extension 
from Apple 

Identity Provider 

BYO



App Extension

Needs to be launched at least 
once, unless it’s from Apple 

Runs as the user



Basic Flow
Making the magic happen



SSO Extension Types

Redirect Credential



SSO Extension Types

Modern Auth Kerberos



Kerberos Authentication

Kerberos



Credential Extension

Easiest to set up 

Kerberos is primary use, but 
not only use 

Built in Kerberos Extension on 
iOS 13 and macOS Catalina



Credential Extension

Engages when a 401 occurs 
connecting to a specified 
location 

Extension creates auth header 
which is added to the request



URLSession



401

😢

URLSession



URLSession



URLSession

401



URLSession

401



URLSession

401



URLSession

401



URLSession

Auth Header



URLSession







Live Demo!



Troubleshooting Credential Ext.

app-sso allows you to trigger 
the extension on macOS 

DNS



Redirect Extension

Requires apple-app-site-
association file 

Signature and Associated 
Domains need to match 

Most likely will require your 
IdP to be involved





Redirect Extension

Triggered by connecting to 
explicit endpoints 

Does magic then adds 
headers to the request



URLSession

https://nomad.okta.com/oauth2/
v1/authorize
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Troubleshooting Redirects

swcutil

pluginkit

curl

Authenticated service 

com.apple.AppSSO 
subsystem



swcutil

/System/Library/
PrivateFrameworks/
SharedWebCredentials.fra
mework/Support/swcutil

Used to troubleshoot Shared 
Web Credentials, but also 
covers associated domains 
for this



pluginkit

pluginkit -m -i 
menu.nomad.sso

Used to determine which app 
extension is registered for 
which uses and domains



Live Demo?
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Q+A?



Thanks!


