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Where is it used?
What we can achieve with client certificates?

MDM client side authentication

VPN tunnel solutions

Network access control

Interface services / API’s

Identity attestation

Zero Trust setups 
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Certificates in depth
Explained in excellent detail

Certificates - How Do They Work?  
by Marko Jung (MacSysAdmin 2016)


Raiders of the Lost Certificate  
by Paul Suh (MacSysAdmin 2012)


http://docs.macsysadmin.se/2020/



Overview
Client certificate authentication in brief

TLS - Transport Layer Security

PKI - Public Key Infrastructure 

CA - Certificate Authority   
X.509 - identity, public/private keys  
Identity - DNS Name, Email (RFC822)
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Overview (cont.)
Client certificate authentication in brief

Client certificate - a digital certificate (conforms to the X.509 system)

Authentication - proves the identity in a communication

Certificate extensions - add information to the certificate

TLS Handshake - starts communication session w/ TLS encryption

CA certificates list - acceptable client certificate CA names
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Extended Key Usage
Client authentication

Identifies one ore more purposes, in 
addition to the basic purposes of a 
certificate


• Client authentication OID




Client certificate variations
Assumption
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User client certificate
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Client certificate variations

Username 
Email DNS NameAttributes:
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Certificate extensions
Subject Alternative Name (SAN) 

The Subject Alternative Name (SAN) is an certificate extension that binds 
additional information to the Subject Distinguished Name of a certificate. 

Key information includes:

• DNS Name

• RFC822 Name (email address)


 
Subject Distinguished Name (Subject DN) = the unique identifier



X.509 v3 certificate extension 
Extended Key Usage, Subject Alternative Name (SAN) 



X.509 v3 certificate extension 
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TLS Handshake
Starting communication session



https://megamorf.gitlab.io/2020/03/03/traffic-analysis-of-a-tls-session/
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https://megamorf.gitlab.io/2020/03/03/traffic-analysis-of-a-tls-session/

Server Hallo

Server key exchange
Server Certificate
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Two-way authentication
Server and client authentication
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• Who is the user that will work on the system controlled in this way? 


TLS / mTLS handshake
Side by side comparison

CLIENT TLS X.509TLS X.509



CertificateRequest 

Used when the server requires client  
identity authentication


• Asks client for certificate


• Tells which certificate types acceptable


• Indicates which certificate authorities are trustworthy

Two-way authentication
TL;DL

Client Hallo
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Server key exchange
Server Certificate

Request CERT
Server finished

TLS X.509
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CertificateRequest 

Used when the server requires client  
identity authentication


• asks client for certificate


• tells which certificate types acceptable


• indicates which Certificate Authorities trustworthy

Two-way authentication
TL;DL      rfc5246

• Who is the user that will work on the system controlled in this way? 
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Look at things
Case study + lab setup

5 + 1



Case study #01
Using curl with client certificate
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Case study #02
Browser access with client certificate





Case study #03
Munki access with client certificate





Case study #04
Santa access with client certificate





Case study #5
802.1X EAP-TLS setup  

Certificate-based authentication to WiFi networks





Practical Lab
Development CA for evaluation



Practical Lab
Development CA for evaluation
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Provisioning
Certificate distribution

File system - most simple 
PKCS12 (.p12) - option to embedded in MDM payload data

ADCS Connectors - hand over copy of the key material 

SCEP - de facto standard for certificate provisioning

SCEP proxied - shields SCEP server on the Internet 
EST - Enrollment over Secure Transport protocol 



Conclusion
Why certificates based approach?

Identity - core component of security  
Reliability - effective when used

Dynamic - use certain attributes and features

Secure - hard to impersonate

Future - application will increase
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