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Time Machine
October 2007
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Time Machine
October 2007

e hourly backups via launchd

 FSEvents scan to discover changed files

e exclusion list

* whole changed files copied

e unchanged directories and files use hard links
 backup tree to create illusion

 all stored in a single HFS+ file system



Time Machine: Mac OS X 10.5

launchd system timer
1 hourly interval

FSEvents to determine
what needs to be backed up

© 2019 EHN & DIJ Oakley
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backupd copies
changed folders & files

backupd creates
hard links to unchanged
folders & files

old backup maintenance
and deletion

new backup
on HFS+




Traditional HFS+ Backup

Macintosh HD/Users/myname/Documents/ [backup folder]/Users/myname/Documents/
Source (HFS+) Backup (HFS+)

[~ Folder1 [~ Folder1

 OldDoc [T Folder2 4 OldDoc [ Folder2

> NewDoc [7 OldFolder = NewDoc & OldFolder
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Time Capsule
February 2008




ceocscgpos APPLICATION DAS

@As rescoring of activities)

DAS assessment
DAS CurrentScore > ThresholdScore
DAS DecisionToRun:0

@As rescoring of activities)

'CTS runs activity :
DAS told us to run com.apple.backupd-auto DAS assessment

evaluating activities DAS Curl:eptSoore > ThresholdScore
com.apple.backupd-auto state change 1 -> 2 DAS DecisionToRun:1

Initiating XPC Activity: com.apple.backupd-auto

Ltaking power assertion: com.apple.backupd-auto: 35264,

. Runs backupd-auto
Running

which then runs backupd to perform backup

\

'Activity completes

com.apple.backupd-auto state change 2 ->5
Completed XPC Activity: com.apple.backupd-auto
.Completing DASActivity: 0:com.apple.backupd-auto

v

G\ctivity rescheduled h
Rescheduling XPC Activity: com.apple.backupd-auto

Submitting DASActivity: <_DASActivity: “0:com.apple.backupd-
auto", Utility, 60s, [12/05/2017, 10:01:23 - 12/05/2017,

10:03:23], Plugin Required, Dark-Wake Eligible>

releasing power assertion: 35264 —
(Updated in DAS activities)




High Sierra: APFS

September 2017

 modern file system

e copy on write for reliability

e snapshots; previous Mobile Time Machine was > 10,000 lines of code
* no directory hard links

* clone files

e sparse files



Time Machine

DAS & CTS
timer system

Snapshot delta to determine
what needs to be backed up
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: macOS 10.14 + APFS

old snapshot maintenance
and thinning

backupd copies
changed folders & files

new backup
on HFS+
backupd creates

hard links to unchanged
folders & files

make post-backup
snapshot

old backup maintenance
and deletion

mdworker tasks build
Spotlight index




Mixed APFS & HFS+ Backup

Macintosh HD/Users/myname/Documents/ [backup folder]/Users/myname/Documents/
Source (APFS) Backup (HFS+)

[~ Folder1 [ Folder1

= OldDoc [~ Folder2 & OldDoc [ Folder2

~ " Newboc [~ OldFolder - " NewDoc & OldFolder

g
3

B B B B AR AAA TN
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Time Machine backups from APFS (10.13-10.14)

DAS-CTS scheduling system:
time for a backup

DAS-CTS scheduling system:
schedule next backup

Start auto backup

determine backup destination

Start local snapshot thinning

delete expired snapshots

create stable snapshot and mount local snapshot saved

mount reference snapshot

determine files to be backed up
from snapshot differences
estimate disk space required on
backup destination

If insufficient space available, error

Copy changed items,
link unchanged ones

save clone family cache to backup clone family cache

save back-up-later caches to backup back-up-later caches
unmount snapshots

mark next reference snapshot

completed later snapshot local snapshot saved

Start post-backup thinning

delete expired backups
backup complete

© 2018-19 EHN & DIJ Oakley
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Time Machine: macOS 10.15 + APFS

DAS & CTS
timer system

make pre-backup
snapshots

determine how to
decide which folders &
files to back up

old snapshot maintenance
and thinning

first backup -> copy all
deep scan -> run scan
FSEvents -> use FSEvents
snapshot diff -> make diff

write cache database

backupd copies
changed folders & files

new backup
on HFS+
backupd creates

hard links to unchanged
folders & files

old backup maintenance
and deletion
mdworker tasks build ©2019 EHN & DIJ Oakley
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Time Machine: macOS 10.15.2 + APFS

DAS & CTS
timer system

check backup store,

backup type
and mountpoint
local thinning

old snapshot maintenance
and thinning

if inheriting,
inherit old volume stores

local snapshot management
make pre-backup snapshots
and mount as stable

local snapshot management
mount last snapshots
as reference

event & clone collection
find event marker,
identify possible strategies
select strategy

event collection
first backup -> copy all
deep scan -> scan
FSEvents -> use FSEvents
consistency scan -> scan
snapshot diff -> make diff

event collection
save event cache

sizing
use event cache
to estimate backup size

clone collection copy if inheriting,
make hard links to unchanged : Spotight inhibitor
folders & files  ETE 202 2 (1S inhibit Spotlight where needed

\ e
on HFS+
unmount snapshots,
mark last snapshots as reference

backup thinning
old backup maintenance
and deletion

michworker tasks build ©2019 EHN & DIJ Oakley

Spotlight index https://eclecticlight.co




New APFS Backup

Macintosh HD/Users/myname/Document [backup folder]
Source (APFS) Backup (APFS)

o
e

[~ Folder1 -

* OldDoc [ Folder2 =4-3-3-

/ Snapshot \

= = NewDoc [ OldFolder = NewDoc = OldDoc

ey :
> 5 |

BB R A B B B B By B 11 -3 1.1
Snapshot OldDocs iy e e e OldDocs




Comparison of Backup Disk Structure for Time Machine
TMH
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Time Machine backup to APFS (macOS 11)

DAS-CTS scheduling system: _
time for a backup Start auto backup
confirm destination mountpoint

confirm machine store

start local snapshot thinning
delete expired snapshots

create stable snapshots local snapshots saved
to volumes being backed up

mount stable snapshots

mount reference snapshots

locate volume store

list strategies for determining backup
for each volume to be backed up
select strategy

first backup: deep scan: FSEvents: snapshot diff:
list all list all modified since last event collection calculate delta
save event cache to .eventdb

for each volume to be backed up,

estimate disk space required

estimate total disk space required

on backup destination

If insufficient space available, error
copy from source to

.inprogress folder

compare backup with snapshots

unmount snapshots

mark next reference snapshots
convert files and metadata backup snapshots saved
into snapshot on backup volume to backup volume

: backup complete
DAS-CTS scheduling system: © 2021 EHN & DIJ Oakley

schedule next backup https:/eclecticlight.co




Structure of Time Machine Backups

(Backup Storage)

(backup disk,

Backup Volume
HFS+)

(backup store)
TSA

[ [owner]’s [Mac model]
(machine directory)

[ﬂ Backups.backupdtﬂ

individual backups

(ﬂ 2019-12-30-145806 )

wacintosh HD

[7 Macintosh HD - Data

[ Recovery \

[ 2019-12-30-155806

© 2019 EHN & DIJ Oakley
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Time Machine APFS Backup Structure

[ Spotlight-v100 “» [UUID].eventdb
volume Spotlight indexes

-

[datestamp]

backup shapshot ~* com.appletimemachine.checkpoint

' exclusions.plist

, [ backup contents
(where required) %

© 2021 EHN & DIJ Oakley
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Time Machine local —v— network backup

CI' hunderbolt/USB/etc)

Mac making backuﬂ - External storage
backupd ) HFS+

Time Machine.app, tmutil
Disk Utility, fsck
DiskWarrior, etc.

Unified log (Consolation etc.)
T2M2

© 2019 EHN & DIJ Oakley
https://eclecticlight.co

\Wi-Fi, Ethernet

Mac making backup Network file protocoﬂ - Network file protocol sparsebundle Server file system
backupd SMB3 ) SMB3 virtual HFS+ (¥

Time Machine.app, tmutil
Network packet analysis NAS tools Disk Utility, fsck NAS tools
DiskWarrior, etc.

Unified log (Consolation etc.)
T2M2




Time Machine to APFS

many advantages

 complete compatibility with source file system (clones, sparse files)
* per-block rather than per-file changes copied

 modern copy-on-write file system

 smaller backups copied faster

e |ow maintenance, repair rare



Time Machine

Back Up Automatically

BackupShare1l = Vactook Prolocal

868 GB available
./}

Backing up: 20.65 GB of 25.53 GB
Select Disk... About an hour remaining

Time Machine keeps:

- Local snapshots as space permits

- Hourly backups for the past 24 hours

- Daily backups for the past month

- Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

~ Show Time Machine in menu bar ~Options...




Dl Hietary
CPU History

Core 3 — Efficiency

M1 Mac

Core 5 — Performance Core 6 — Performance
November 2020
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Carbon Copy Cloner

Bombich Software

CCC

® Tasks

Macintosh HD - Data
1 TB PCI-Express Volume

Macintosh HD
1 TB PCI-Express Volume

ThunderBay2
2 TB Thunderbolt Volume

ThunderBay4
2 TB Thunderbolt Volume

ThunderBay3
2 TB Thunderbolt Volume

ThunderBay1
2 TB Thunderbolt Volume

Volumes

External2
2 TB USB Volume

Externall
2 TB USB Volume

e EE

External1

® Used
985.65 GB

B Snapshots

406.1 MB
@ Other Volumes
300 MB

Available

1.01TB
StarTech: .com PM

[Volumes/External

USB 3.1 Not encrypted

49,

2TB

Sidebar

Preferences New Task Restore Task History Tips Help
Snapshots Related Tasks
Snapshot Date Size Kind
© Yesterday, 15:06 Zero KB
@ VYesterday, 14:05 33 KB
@ VYesterday, 13:05 6.3 MB
@ VYesterday, 12:05 78 KB
@ Yesterday, 11:05 70 KB
@ VYesterday, 10:05 10 MB
(@ Yesterday, 04:15 13 MB
(@ 06/09/2021, 04:15 28.6 MB
(@ 05/09/2021, 04:15 21.7 MB
(@ 04/09/2021, 04:15 18.9 MB
(@ 03/09/2021, 04:15 28.2 MB
(@ 02/09/2021, 04:15 73.6 MB

CCC Snapshots: @ ?

CCC will create snapshots according to your backup task schedules. CCC will keep,

at most:

- One snapshot per hour for the past day

- One snapshot per day for the past month

- One weekly snapshot for previous months

- SafetyNet snapshots will be kept for 7 days

CCC will remove the oldest snapshots when free space is less than 30GB.

Customize...




00 T2M2_2021-09-08_08_51_51

Check the last ; hours Check Time Machine [ Check Speed APFS Back up now

Analysis from 2021-09-08 06:43:43 +0100 to 2021-09-08 09:43:43 +0100 for 3 hours:
Backing up 1 volumes to miniBackup2 (/dev/disk7s2,16): /Volumes/miniBackup2
Current free space on backup volumes:
4 /volumes/miniBackup2 = 210.87 GB
Started 3 auto backup cycles, and @ manual backups;
completed 3 volume backups successfully,
last backup completed successfully 28.1 minutes ago,
Times taken for each auto backup were 0.6, 0.5, 0.3 minutes,
intervals between the start of each auto backup were 60.4, 60.6 minutes.
Created 3 new backups, and deleted 3 old backups,
Created 3 new snapshots, and deleted @ old snapshots,
Of @ volume backups:
were full first backups,
were deep scans,
used FSEvents,
used snapshot diffs,
used consistency scans,
used cached events.

macOS 11/12 backup results:
Backup result: {
BackupStrategy = 2;
BlocksToCopy = 35357467;
BytesToCopy = 144824184832;
ClientID = "com.apple.backupd";
DestinationMountPoint = "/Volumes/miniBackup2";
FreeBytes = 537458618368;
PaddedBytesRequired = 166299021312;
Progress = {
Percent = "0.7054045655600273";
" _raw_Percent" = "0.7054045655600273";
"_raw_totalBytes" = 144824184832;
bytes = 727343104;
files = 5790;
sizingFreePreflight = 1;
totalBytes 144824184832,
totalFiles 1952591;
3
Running = 1;
"com.apple.backupd.SnapshotTotalBytesCopied" = 750583808;




Name: HDO3
Available: 98.5 GB of 465.4 GB
Oldest Backup: 7 November 2007
aihange Disk... | Latest Backup: Today, 19:04

. Options.... [EESEackingiip.
44.5 MB of 115.9 MB

Time Machine R

« Hourly backups for the past 24 hours
« Daily backups for the past month

OFE Q:] ON « Weekly backups until your backup disk is full

[f Click the lock to prevent further changes.

Time Machine

Back Up Automatically

BackupShare1l = Vactook Prolocal
868 GB available

Backing up: 20.65 GB of 25.53 GB
Select Disk... About an hour remaining

Time Machine keeps:

- Local snapshots as space permits

- Hourly backups for the past 24 hours

- Daily backups for the past month

- Weekly backups for all previous months

The oldest backups are deleted when your disk becomes full.

~ Show Time Machine in menu bar ~ Options...




