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Certificates
How do they work?



Cryptography
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• Meet in person for secure key exchange 
• Impractical for many people / large groups 
• Often impossible 

• Secure cryptographic key exchange  
over a public channel 
• Extra complexity and overheads 
• Example: Diffie-Helman key exchange

Secure Key Exchange
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BOB ALICE

Public Key Cryptography - Idea

1.Lock: encryption key 
  Key: decryption key

2.Encryption key may be shared in public 
  as it can only perform a one-way function

3.Decryption key performs the inverse 
  (or undo) operation which was applied 
  by the encryption key.



Assumptions
1.The inverse of an additive colour  
  is called complementary colour.

2.Adding the complementary colour to 
  a colour produces white  
  (undoes the effect of the colour)

3.Mixing colours is a one-way function  
  as mixing is fast, but slow to undo.

EASY

HARD



Public Key Cryptography - Encryption

BOB
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MACHINE
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Public Key Cryptography - Encryption

BOB EVE ALICE
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ALICE’S PRIVATE  
+ BOB’S PUBLIC



 Ron Rivest, Adi Shamir, and Leonard Adleman – the inventors of RSA (1977)
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Public Key Cryptography - Signatures

BOB

BOB’S PRIVATE

1. Bob computes the message hash to create   
the message digest.

2. Bob encrypts the message digest with his 
private key to create a digital signature.

DIGITAL SIGNATURE
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Public Key Cryptography - Signatures

3. Alice decrypts the digital signature 
with the Bob’s public key to produce 
the decrypted digest. 

DIGITAL SIGNATURE
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Public Key Cryptography - Signatures

3. Alice decrypts the digital signature 
with the Bob’s public key to produce 
the decrypted digest. 

4.Alice computes the message hash to 
produce the computed digest. DIGITAL SIGNATURE
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BOB’S MESSAGE

DECRYPTED DIGEST

Public Key Cryptography - Signatures

3. Alice decrypts the digital signature 
with the Bob’s public key to produce 
the decrypted digest. 

4.Alice computes the message hash to 
produce the computed digest.

5. If the decrypted digest and the 
computed digest match, the message 
must have been signed by Bob and has 
not been modified.

DIGITAL SIGNATURE

BOB’S PUBLIC

+ =

COMPUTED DIGEST

✔

ALICE



Certificates



What is a Public Key Certificate?

In cryptography, a  
public key certificate  
is an electronic document  
used to prove  
ownership of a public key.



Contents of a Public Key Certificate?
Information about the certificate holder: name, email  
    address, company name, the owner’s public key, etc. 
A digital signature from a certification authority:    
    to ensure that the certificate has not been altered and to 
    indicate the identity of the issuer. 
Validity period: the certificate is not valid before or after 
    this period. 
Structural Information: version, serial number,  
    the message digest algorithm used to create the signature, 
    and so on. 
Certificate extensions — attributes that contain additional 
    information such as allowable uses for this certificate. 

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

d6225b8a5b3f1207a6cb56

Signing CA

Tycho

(public key)















LOGIN: user specific items, typically login password  
/Users/<username>/Library/Keychains/login.keychain 

iCLOUD/LOCAL ITEMS: enabled/disabled cloud synced  
/Users/<username>/Library/Keychains/<UUID> 

SYSTEM: not user specific authentication assets  
Only administrative users can make changes to it.  
/Library/Keychains/System.keychain 

SYSTEM ROOTS: system wide trusted root certificates. 
Only administrative users can change trust settings.  
/System/Library/Keychains/SystemCACertificates.keychain 
See also https://support.apple.com/en-us/HT202858 

So many Keychains



ROOT 
CERTIFICATE 

STORE

OPERATING 
SYSTEM

BROWSER

ALL

Root Certificate Stores

Source: https://certsimple.com/blog/control-the-ssl-cas-your-browser-trusts



https://www.apple.com/certificateauthority/ca_program.html



Public Key Infrastructure
A public key infrastructure typically consists of: 

• A Certificate Authority (CA) that stores, issues and signs the digital certificates. 

• A Registration Authority (RA) which verifies the identity of entities requesting 
their digital certificates to be signed by and stored at the CA. 

• A (third-party) Validation Authority (VA).  

• A Central Directory—i.e., a secure location in which to store and index keys. 

• A Certificate Management System managing things like the access to stored 
certificates or the delivery of the certificates to be issued. 

• A Certificate Policy.



Creating a Root CA

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

d6225b8a5b3f

Root CA

PUBLIC

PRIVATE

PUBLIC

Root CA generates public 
and private keys for itself.

d6225b8a5b3f

Root CA uses private key to encrypt 
message digest.

Root CA assigns certificate attributes for own CA.



Creating an Intermediate CA

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

421c76d77563

Intermediate CA

Intermediate CA 
generates public and 
private key and 
provides its public key 
to the Root CA.

421c76d77563

Root CA assigns 
certificate attributes

PUBLIC

PRIVATE

PUBLIC

PRIVATE

Root CA uses 
private key to 
encrypt message 
digest.

Root CA
Root CA uses own certificate to  
sign intermediate certificate.



Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

d77563421c76

User Cert

Intermediate CA

PUBLIC

Creating an User Certificate

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

d77563421c76

User Cert

End user creates public 
and private key and 
provides its public key 
to the intermediate CA.

d77563421c76

Intermediate CA assigns 
user certificate attributes

PRIVATEIntermediate CA 
uses private key 
to encrypt 
message digest.

Intermediate CA
Intermediate CA uses own certificate 
to sign intermediate certificate.

PUBLIC PUBLIC

PRIVATE



Certificate Chain

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

d6225b8a5b3f

Root CA

PUBLIC

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

421c76d77563

Intermediate CA

PUBLIC

Root CA

Item 1 
Item 2 
… 
Extension 1 
Extension 2 
…

d77563421c76

User Cert

Intermediate CA

PUBLIC



Certificate Revocation Lists
$ openssl crl -in apple-ca-root.crl -inform DER -text 
Certificate Revocation List (CRL): 
        Version 2 (0x1) 
        Signature Algorithm: sha1WithRSAEncryption 
        Issuer: /C=US/O=Apple Inc./OU=Apple Certification Authority/CN=Apple Root CA 
        Last Update: Aug 17 02:42:03 2016 GMT 
        Next Update: Dec 30 02:42:03 2016 GMT 
        CRL extensions: 
            X509v3 Authority Key Identifier:  
                keyid:2B:D0:69:47:94:76:09:FE:F4:6B:8D:2E:40:A6:F7:47:4D:7F:08:5E 

No Revoked Certificates. 
    Signature Algorithm: sha1WithRSAEncryption 
        af:67:57:57:bd:51:3f:b3:69:aa:02:[…]c9:de:9c:c6 
-----BEGIN X509 CRL----- 
MIIB0DCBuQIBATANBgkqhkiG9w0BAQUFADBiMQswCQYDVQQGEwJVUzETMBEGA1UE 
ChMKQXBwbGUgSW5jLjEmMCQGA1UECxMdQXBwbGUgQ2VydGlmaWNhdGlvbiBBdXRo 
[…]/NdyVbvoD94PCz2cvNxlrgc3yowAAfpoULNne/QsDjfJ3pzG 
-----END X509 CRL-----



Certificate Revocation Lists
$ openssl crl -in apple-wwdrca.crl -inform DER -text 
Certificate Revocation List (CRL): 
  Version 2 (0x1) 
  Signature Algorithm: sha1WithRSAEncryption 
  Issuer: /C=US/O=Apple Inc./OU=Apple Worldwide Developer Relations/ 
    CN=Apple Worldwide Developer Relations Certification Authority 
  Last Update: Oct  5 02:21:44 2016 GMT 
  Next Update: Oct 19 02:21:44 2016 GMT 
  CRL extensions: 
    X509v3 Authority Key Identifier: keyid:88:27:17:09:A9:B6:18:60:[…]:47:59:C5:52:54:A3:B7 
    X509v3 CRL Number: 4576 
    X509v3 Issuing Distrubution Point: critical 
      0B.@.>.<http://developer.apple.com/certificationauthority/wwdrca.crl 
Revoked Certificates: 
  Serial Number: 08D53EDF8EE90515 
    Revocation Date: Mar  4 00:45:10 2016 GMT 
      CRL entry extensions: 
      X509v3 CRL Reason Code: Key Compromise 
[…]



Certificate Revocation Lists

$ openssl crl -in apple-wwdrca.crl -inform DER -text | grep "Serial Number:" | wc -l

2.454.163



Certificate Revocation Lists
• A CRL is generated and published periodically, often at a 

defined interval. 

• CRLs usually carry a digital signature associated with the 
CA by which they are published.  

• Part of every good CA Policy 

• Should be part of every signing certificate as certificate 
extension:  
CRL Distribution Points (2.5.29.31) 

• Specified in RFC5280  
https://tools.ietf.org/html/rfc5280

https://tools.ietf.org/html/rfc5280


Online Certificate Status Protocol

• Messages communicated via OCSP are encoded in ASN.1 over HTTP 

• OCSP servers are often also called OCSP responders ("request/response" pattern) 
Signed responses signify that the certificate specified in the request is 'good', 'revoked', or 
'unknown'. 

• More efficient than CRLs (less bandwidth, client library code, and client resource) 

• OCSP discloses to the responder that a particular network host used a particular 
certificate at a particular time. 

• Specified in RFC6960  
https://tools.ietf.org/html/rfc6960

https://tools.ietf.org/html/rfc6960


PKI Implementations

• Microsoft Certification Authority roles

• OpenSSL

• EJBCA

• OpenCA PKI Research Labs

• JAMF Software Server and other MDMs













Certificate Transparency
• Open framework for monitoring and  

auditing of SSL certificates 

• detect SSL certificates that have been mistakenly 
issued by a CA or maliciously acquired from an 
otherwise unimpeachable CA 

• identify CAs that have gone rogue and  
are maliciously issuing certificates 

• See https://www.certificate-transparency.org 

• Specified in RFC6962  
https://tools.ietf.org/html/rfc6962

certificate issuance  
(SSL cert w/ SCT)

TLS handshake  
(SSL cert + SCT)

Monitors watch logs for suspicious certs and verify  
that all logged certs are visible. 
Certificate owners query monitors to verify that nobody  
has logged illegitimate certs for their domain. 
Auditors verify that logs are behaving properly; they  
can also verify a particular cert has been logged. 
Monitors and auditors exchange information about logs  
to help detect forked or branched logs.



$ openssl x509 -in apple.pem -noout -text              
Certificate: 
  Data: 
    Version: 3 (0x2) 
    Serial Number: 
      4c:d7:ab:ff:b5:b3:05:6d:d6:23:f3:0a:11:1b:95:f9 
    Signature Algorithm: sha256WithRSAEncryption 
    Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 EV SSL CA - G3 
    Validity 
      Not Before: Mar 28 00:00:00 2016 GMT 
      Not After : Oct 15 23:59:59 2017 GMT 
    Subject: 1.3.6.1.4.1.311.60.2.1.3=US/1.3.6.1.4.1.311.60.2.1.2=California/businessCategory=Private  
      Organization/serialNumber=C0806592, C=US/postalCode=95014, ST=California, L=Cupertino/  
      street=1 Infinite Loop, O=Apple Inc., OU=Internet Services for Akamai, CN=www.apple.com 
    Subject Public Key Info: 
      Public Key Algorithm: rsaEncryption 
      RSA Public Key: (2048 bit) 
        Modulus (2048 bit): 
          00:e8:8d:83:fe:77:01:0d:8f:e5:28:51:60:c2:02:[…]:3f:2d 
        Exponent: 65537 (0x10001) 
    X509v3 extensions: 
      X509v3 Subject Alternative Name:  
        DNS:www.apple.com 
      X509v3 Key Usage: critical 
        Digital Signature, Key Encipherment 
      X509v3 Extended Key Usage:  
        TLS Web Server Authentication, TLS Web Client Authentication



Email Signatures - S/MIME



Email Signatures - S/MIME



From: Ben Goodstein 
To: Apple App Developers <apple-app-developers@maillist.ox.ac.uk> 
Subject: [aa-dev] FW: Accepting the "Apple Developer Program License Agreement" 
Date: Tue, 4 Oct 2016 13:31:21 +0000 […] 
MIME-Version: 1.0 
--B_3558439839_905099814 
Content-type: text/plain; 
 charset="UTF-8" 
Content-transfer-encoding: 7bit 

On 04/10/2016, 15:29, "Ben Goodstein" <ben.goodstein@it.ox.ac.uk> wrote: 
> I've agreed to the updated terms, Marko will probably need to do the app  
> transfer, we're both away at a conference so I'll bug him about it later. 
>   
>  Ben 
  

[…]    

--B_3558439839_905099814 
Content-Type: application/pkcs7-signature; name="smime.p7s" 
Content-Transfer-Encoding: base64 
Content-Disposition: attachment; filename="smime.p7s" 

MIIQvwYJKoZIhvcNAQcCoIIQsDCCEKwCAQExDzANBglghkgBZQMEAgEFADALBgkqhkiG9w0B 
BwGggg47MIIFSjCCBDKgAwIBAgIRAI7AiGB6QKPklqcDspN3tDcwDQYJKoZIhvcNAQELBQAw 
[…] xLmGVKR02enhIZz81iiHa6xZ0+0sJPp/Hg== 

--B_3558439839_905099814--
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Email Signatures - OpenPGP



From: Aaron Wilson 
To: Marko Jung <marko.jung@it.ox.ac.uk> 
Date: Fri, 19 Feb 2016 11:24:00 +0000 
Subject: BSAC […]  
MIME-Version: 1.0 

--OROCMA9jn6tkzFBc 
Content-Type: text/plain; charset=us-ascii 
Content-Disposition: inline 

Marko 

Your dive packs have arrived; would you like them delivered to Rickty 
press of elsewhere ? 

aaron 

--OROCMA9jn6tkzFBc 
Content-Type: application/pgp-signature; name="signature.asc" 
Content-Description: Digital signature 

-----BEGIN PGP SIGNATURE----- 
Version: GnuPG v1 

iEYEARECAAYFAlbG+1AACgkQeYyiwd4skvNYKQCggwuxTgwalBG/7r/IkxxUnH1j 
hBkAn0GSi/9IjD3QgJOtwDUQZcx+gyF7 
=HQFH 
-----END PGP SIGNATURE----- 

--OROCMA9jn6tkzFBc--

https://gpgtools.org/
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Client Authentication



Client Authentication















Simple Certificate Enrolment Protocol

• Aims to make the issuing of digital certificates as scalable as possible 

• Simplistic request/response format over HTTP (preferably with TLS). 
Responses are returned as standard HTTP content, with a Content-Type, e.g. 
  application/x-x509-ca-cert  
     in response to the GetCACert operation, DER-encoderd X.509 CA cert) 

• Features: 
• Initial Enrolment 
• Renewal (including client key rollover) 
• CA and Client Certificate retrieval 
• CA key and certificate rollover

See also http://www.ietf.org/proceedings/69/slides/pkix-3.pdf



Further Reading

Bruce Schneier: Applied Cryptography,  
John Wiley & Sons; 2nd revised edition (16 Nov. 1995) 

Apple Developer Library: Cryptography Concepts In Depth  
https://developer.apple.com/library/content/documentation/Security/Conceptual/cryptoservices/
CryptographyConcepts/CryptographyConcepts.html 

Apple Technical White Paper: 802.1X Authentication  
http://training.apple.com/pdf/WP_8021X_Authentication.pdf



Thank You!

Marko Jung 
 

https://github.com/mjung/publications

m@mju.ng              @mjung            fb.com/markohjung



http://mju.ng/give

http://mju.ng/give


