Accelerate Your
Enroliment Testing

Macsysecin el




Imaging Is Dead...

Deploy With Magic!

MacSysAdmin 2019




Automatic enrollment (DEP)




Both bring surprise and delight
‘when executed properl
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Proper execution of both requires
dedication and a lot of practice!
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Enrollment Testing Workflows:
Enroll, Test, Reset, Re
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Testing Enrollments on a real Mac

Real hardware = real results

Best method for hardware/accessories

Best method for Wi-Fi




Reset a Real Mac

macOS Recovery Apple Approved 30+ minutes
createinstallmedia Apple Approved 20+ minutes
startosinstall Apple Approved 10+ minutes
Mac Deploy Stick (MDS) Best Mac hack ever? see above
tmutil snapshot Built-in but problematic 2+ minutes
AutoDMG + Target Mode | Mostly fast and reliable 2+ minutes



Accelerate Apple Approved Methods

Apple Content Caching

Purchase fast external storage
createinstallmedia ——downloadassets

MDS helps with scale; not time per unit
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Setup Assistant With tmutil snapshot

" Terminal Shell Edit View Window Help

® @ __ untitled — -bash — 80x24

Last login: Tus Oct 1 63:50:43 on cansole Built-in trick during Setup Assistant

The default i te shell is now zsh.

0 update yo
more de t 1 ;P

to use zsh, please run "chsh -s /bin/zsh’.
visit http ff pport.apple.comfkbeTEBBBSB.

te: 2oias0-e1-02634s your Mac. Control-Option-Command-T to Terminal
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Recovery and Time Machine to restore
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AutoDMG and Restore in Target Disk Mode

Prepare restorable systems in advance

Destination Mac in Target Disk Mode

—rase/Restore via Disk Utility or asr
Restore complete within two minutes

Requires extra hardware

Only reliable on upgraded Mac firmware

Only reliable and faster on a pre-T2 Mac



Testing Enrollments on Virtualized macOS

By far the fastest method to reset

—asily test multiple versions

—asily test failure conditions

Only needs serial numbers in ABM/ASM



Prepare for Virtualization

Aquire Install macOS Mojave.app

installinstallmacos.py

Build restore with AutoDMG

P

e image

<
‘1-« 7 ALY




Prepare macOS Beta

Join an Apple Beta Program

BM/ASM includes access to AppleSeed
https://apps.apple.com/in/app/macos-



https://apps.apple.com/in/app/macos-catalina-beta/id1455661060?mt=12
https://apps.apple.com/in/app/macos-catalina-beta/id1455661060?mt=12

Prepare a "Virtual" Mac

MacBook Pro
V¥ Hardware

ATA
Apple Pay S O B ST O S oy
Audio ¢ Model Identifier: MacBookPro10,1
| h N = PP P PPPPN | PP O DD - P09~ I a0V P PN -, o .
etoo Procescor Speed. A real Serial Number in ABM/ASM

q q Number of Processors: 1
Card Reader Total Number of Cores: 4
Controller L2 Cache (per Core): 256 KB

(3 Cache: With matching Model Identifier

Disc Burning I&yper-Threading Technology: :Ega(?éed
Ethernet Cards emory:

Boot ROM Version: 258.0.0.0.0
Fibre Channel O o S N A O e R S T S I
FireWire ¢ Serial Number
Graphics/Displays RSN S
Memory

https://support.apple.com/en-us/

Parallel SCSI

G S L HT201300

Hardware Overview:

https://checkcoverage.apple.com

KQ4 |

(system): C02HV144D ‘
Misninsa sk SAZBOLARIGA52A4-9EF2-04BC545A7514



https://checkcoverage.apple.com
https://support.apple.com/en-us/HT201300
https://support.apple.com/en-us/HT201300

AutoDMG to VMware with vfuse

https://github.com/chilcote/viuse

Requires VMware Fusion Pro 10 or 11

Frequently updated and reliable

Support for templates andPaCke‘r
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https://github.com/chilcote/vfuse

Prepare a Virtual Mac With vfuse

sudo /usr/local/vfuse/bin/vfuse \
——1nput /Applications/Restorel®.15-19A578c.apfs.dmg \

——output "/Applications/Virtual Machines/"
——name "Test10.15"
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Verify and Renew Automatic Enrollment

Enroliment doesn't need a reset sudo profiles renew —type enrollment

macOS Supervision doesn't need a reset sudo profiles show —-type enrollment

Scripts can help facilitate re-enrollment sudo profiles -e

@) test10.15

® Terminal Shell Edit View Window Help BE [ Wed 2:17 AM
O & = kevin — -zsh — 145x47
Last login: Wed Oct 2 ©82:88:45 on console B

kevini@Kevins-MacBook-Pro ~ % sudo profiles show -type enrollment

Password:

Device Enrollment confliguration:

{
AllowPairing = 8;
AnchorCertificates = {
)i

| J 1 J
; ATz

jfcgnfigufatignURL - mhttps:/fngrﬁhfr.jamﬁloud.cdfnfcluudenrdﬂ"‘; “
{ ConfigurationWebURL = "https://ngmnfr.jamfcloud.com/enrollment-customization-view?prestageld=3&enrollmentCustomizationId=6&prestageType=313"; j

I L Sy ot o
IsMandatory = 1;
IsSupervised = 1;




Thank These People!

f , Greg Neagle (installinstallmacos. py)
4 - Per Olofsson (AutoDMG)

‘ Joseph Chilcote (vfuse)







