
There And Back 
Again

The Journey To Lonely Mountain



Every Chapter Is 
Meant To Tell A Story



Apple Has Been 
Redefining 30+ Years Of 
IT Management Dogma



Or have they?
(No offense to anyone)



Main Points

• Access to the Kernel seemed cool - until it didn’t


• The management philosophy hasn’t changed since 1984 - 
but privacy concerns have


• The pace isn’t that fast for a mobile OS


• The iOS-ification of the Mac is good but the Hacker Ethic 
is strong with some 



True or False:  
Apple Has Been Releasing 
Operating Systems More 

Frequently Than Ever?



Mac OS Versions Over time
• System 1: 1984


• System 2: 1985


• System 3: 1986


• System 4: 1987


• System 5: 1987


• System 6: 1988


• System 7: 1991


• Mac OS 8: 1997


• Mac OS 9: 1999

• Mac OS X 10.0: 2001 


• Mac OS X 10.1: 2001


• Mac OS X 10.2: 2002


• Mac OS X 10.3: 2003


• Mac OS X 10.4 2005


• Mac OS X 10.5: 2007


• Mac OS X 10.6: 2009


• Mac OS X 10.7: 2011


• Mac OS X 10.8: 2012


• Mac OS X 10.9: 2013

• Mac OS X 10.10: 2014 


• Mac OS X 10.11: 2015


• macOS 10.12: 2016


• macOS 10.13: 2017


• macOS 10.14 2018


• macOS 10.15: 2019


25 operating systems in 35 years

1.4/yr 
vs 1.18



The Classic Mac 
Operating System



1984

Margaret Thatcher

The First Mac

Care Bears

Beverly Hills Cop

AIDs first identified

Phil Collins

Gremlins

Rain Man

AT&T Broken Up

Indiana Jones and the Temple of Doom

Magnum, PI

Ghostbusters

CDs

The Cars

The Terminator

Karate Kid

Gandhi Assassinated

Wham!
The A-Team

The A-Team



Season 2:  
Stranger Things



The First Mac
• Began development in 1979


• No Multi-tasking


• AppleTalk


• Macintosh File System (1984) and then HFS in 1985 
(System 2)


• 4 times the number of PC software titles 


• Desk Accessories



Desk Accessories
• Limited device drivers


• Control Panel


• Chooser


• Some semblance of multi-tasking


• Similar to DOS GEMs


• Drivers had no elevated privileges



Steve Jobs Leaves 
Apple in 1985



1988

Crack

The First Stealth Bomber

Beetlejuice

Gloria Estefan

First transatlantic fibre cable

Soviets withdraw from Afghanistan

Transformers

Robert Palmer

The first computer virus

Prozac

Die Hard

A Brief History of Time

Guns N’ Roses

Twins

Ronald Reagan

Helmut Kohl

Gorbachev



System 6

• MultiFinder (System 5, I guess)


• 15 Desk Accessory maximum (including Chooser)


• Scrapbook moved to a Desk Accessory 


• Control Panel


• Trash emptied when the Finder terminated (Joel thinks we 
should bring this back)



The Chooser



Connect to Server & 
Printers Sys Pref Pane



MacroMaker



Automator



Font/DA Mover



1991

The Hubble Telescope Launched

The USSR Ends

C&C Music Factory Releases “Gonna’ Make You Sweat”

Terminator 2

Madonna Releases “Justify My Love”

Michael Jordan and the Bulls Beat LA 4-1

Magic Johnson Retires

Roseanne

Full House

John Grisham’s The Firm

Silence of the Lambs

Home Alone

Dances with Wolves



System 7
• The “Big Bang”: 3 years in the making, lasted for 6 years


• The Blue Meanies


• CDs and File Sharing


• Started the move to 32-bit


• AppleScript and Apple Events


• System Extensions subfolder in System and Extensions 
Manager



Extensions Manager



Early Device 
Management Tools



At Ease for Workgroups

• Client Configurations 


• Restricted Finder Mode


• Home Folder Stored on AppleShare IP


• eMate for Classrooms



Restricted Finder













eMate Classrom Exchange





Apple Schoolwork



1991: The First 
Website



1991: NetOctopus 
launched at Macworld 

Boston



1993: Windows NT 
Released



1996: Thursby 
releases DAVE



1997

The Smashing Pumpkins

Steve Jobs Returns to Apple

Nelson Mandela

Tony Blair

Bill Clinton

The Scots cloned a sheep

Microsoft Worlds Most Valuable Company

Titanic

Radiohead

Microsoft Buys Stake in Apple

Jacques Chirac

Spice Girls

Men in Black

Nintendo 64

Tiger Woods

OJ Simpson

Princess Diana’s Funeral

Hong Kong Returned to China

Playstation



Mac OS 8
• PowerPC


• AFP over IP


• AppleTalk Remote Access


• HFS+


• Bundled with Internet Explorer


• NetBoot



Mac OS 9 (1999)
• Keychains


• iTools/MobileMe


• Printer sharing


• G3, G4, and G5


• Automated software updates


• Multiple users (ish)





AppleShare IP
Web server

File sharing

Print Server

Mail Server

Open relay

FTP Server


TCP and FTP









1998: Apple Buys 
SoundJam, which would 
become iTunes in 2001





From NeXT Came
• Objective-C


• Mach (through Avie Tevanian of Carnegie Mellon)


• Property Lists


• AppWrappers (.app)


• Workspace Manager (which begat the Finder)


• The Dock


• NetInfo



NeXT

Workspace Manager



Bertrand Serlet
Senior VP of Software Engineering



2001

George W Bush

The iPod

The Lord of the Rings

Weezer

Enron

Napster shut down

Windows XP

Titanic

Shrek

Harry Potter and the Philosopher’s Stone

Alicia Keys

King of the Hill

Wikipedia

Vladimir Putin

Mars Odyssey

Malcom in the Middle

September 11th

Sex and the City

Missy Elliott

IRA Disarms

Bratz



Mac OS X
• 10.0: Cheetah


• Darwin  (kinda’ like Unix) with Terminal


• Mail, Address Book, iTunes


• AppleScript survived, AppleTalk didn’t


• Aqua UI, Carbon and Cocoa APIs


• HTTP, SSH, and FTP server/client


• Native PDF Support



Device Management

• NetInfo Scripting


• defaults command for plist manipulation


• asr for device imaging


• NetBoot to a network server


• Software Packages to deploy software



2002 (10.2 Jaguar)
• Apple Remote Desktop


• MPEG-4


• CUPS


• Rendezvous 


• Samba


• Journaled HFS+


• Open Directory



2004 (10.3 Panther)
• Workgroup Manager


• Preview


• Active Directory


• FileVault 1


• Fast User Switching


• Font Book


• PasswordServer





2005 (Tiger 10.4)
• Ready for Prime Time


• NetInfo Deprecated for Open Directory 2


• The Advent of Intel 


• Spotlight


• Otto the Automator


• launchd


• Core Image, Core Data, Core Audio, Core Video





2007
The “Post-PC” era



iPhone



Mac OS X 10.5: Leopard
• Application Signing


• Sandbox


• LSQuarantine


• Application Layer Firewall


• Library Randomization


• Time Machine


• Certified as UNIX-Compliant





2010
The “Post-PC” era



Mac OS X 10.6:  
Snow Leopard

• Gatekeeper


• The Mac App Store


• Built-in Exchange Support


• AppleTalk dropped


• No ZFS (APFS would come)


• Server: Mobile Access Server & Podcast Producer 2





The Rise and Fall of Server

0

7.5

15

22.5

30

1999 2002 2003 2005 2007 2009 2011 2012 2013 2014 2015 2016 2017 2018



2011: OS X 10.7  
Lion

• “Back to the Mac”


• Apps looked iPad-esque


• FileVault goes Full Disk Encryption


• Recovery Partition


• APNs and MDM


• AirDrop, Full Screen Apps, Profile Manager



Bertrand Serlet 
Retires





Xserve Discontinued



Every development team 
gets a security 

researcher 



Dropped in Lion
• WPA Enterprise (802.1x) moved to a profile


• Flash and Java Runtimes


• QuickTime Streaming Server


• iSync removed


• Save As


• Mac OS X Server now an add-on for $49.99



2012: OS X Mountain Lion 
10.8

• Notification Center


• More iOS Apps: Notes, Messages


• Software Update moved to App Store


• Web Sharing and Xgrid Removed


• Server now $19.99: Removed Server Admin, Server 
Preferences, Server Assistant, Server Monitor, System 
Image Utility, Workgroup Manager, Xgrid Admin



Unified Server Interface



My First Server Guide



2013 OS X Mavericks10.9

• TouchID


• iCloud Keychain


• Maps and iBooks


• Random password generation in Safari


• Defaults to smb:// instead of afp://



2014: OS X 10.10 Yosemite

• User Approved MDM (UAMDM)


• Hypervisor framework


• Kexts must be signed


• Flat iOS-esque graphics


• Continuity and Handoff


• iCloud Photo Library



2015 OS X 10.11 El Capitan

• Free upgrades, like iOS


• System Integrity Protection first appears


• First limitations to the root user


• Entitlements


• LibreSSL



2016 macOS 10.12 Sierra

• SIP limits write access to some directories 


• Gatekeeper limits apps and forces signing


• Siri on the Mac


• iCloud Drive


• Apple Pay comes to Safari



2017 macOS 10.13 High 
Sierra

• TN2459: User-Approved Kernel Extension Loading


• SIP: More directories unwritable 


• APFS


• 32-bit app warnings


• Remember the blank root user haxie?



2018 macOS 10.14 Mojave

• Automatic conversion to APFS


• Explicit prompts to access camera and mic


• News, Stocks, Voice Memos and Home ported


• Removed Calendar Server, Contacts Server, the Mail 
Server, DNS, DHCP, VPN Server, and Websites from 
server



2019 10.15 Catalina

• New Enrollment types


• NetworkExtension in macOS (threat detection, content 
filter, sockets)


• SSO framework and Enterprise Connect


• More Managed Apple IDs


• Activation Lock



MDM Over the Years
iOS Version macOS Version Year New Capabilities

4 N/A 2010 Volume Purchase Program 
(VPP), Mobile Device 
Management (MDM)

5 10.7 2011 Over the Air OS Updates, Siri 
management, disable iCloud 

backup
6 10.8 2012 APIs for 3rd party developers, 

Managed Open In, Device 
Supervision, MDM for the 

Mac7 10.9 2013 TouchID management, 
Activation Lock bypass, 
Managed App Config

8 10.10 2014 Device Enrollment Program, 
Apple Configuration 

enrollments
9 10.11 2015 Device-based VPP, B2B App 

Store, supervision reminders, 
enable and disable apps, home 

screen control, kiosk mode/10 10.12 2016 Restart device, shut down 
device, Lost Mode, APFS

11 10.13 2017 Classroom 2.0 management, 
Managed FaceID 

management, AirPrint. Add 
devices to DEP, QR code-12 10.14 2018 Apple Business Manager, 

OAuth for managed Exchange 
accounts, managed tvOS app 

installation, password auto-fill 13 10.15 2019 Content Caching 
configuration, Bluetooth 

management, autonomous 
single app mode, OS update 



Main Points
• Access to the Kernel seemed cool - until it didn’t


• The management philosophy hasn’t changed since 1984 - 
but privacy concerns have


• The pace isn’t that fast for a mobile OS


• The iOS-ification of the Mac is good but the Hacker Ethic 
is strong with some 


• What’s next: MDM, Micro services, apps



Thank you


