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4. From the Composer menu at the top of the screen, choose Preferences.
5. Click the checkbox for “Sign with”.
6. Click the menu and choose an appropriate certificate.
For the certificate signed by Jamf Pro, it will have your organization’s name:
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For your Developer ID Installer, it will start with “Developer ID Installer.’
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Reveal in Finder when done

DMG Target Filesystem:  Prompt
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Join MacAdmins on Slack.

http://macad m i nS.Org 256 users online now of 28913 registered.

\
# m acsysad m i n CO nf | I'agree to the Code of Conduct.

GET MY INVITE

or sign in.




My last talk was in 2017.
An OS State of the Union.



Apple Support Articles

What’s new in macOS deployment

* Content caching, TLS updates, tvOS management
| + APFS
o User Approved Kernel Extension Loading
 Changes to FileVault Recovery Key Escrow payload

* Active Directory Certificate payload update

« MDM macOS payloads and restrictions
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¢ ™ |f you want to ensure you can safely automate it, image them at 10.12.6 and upgrade to 10.13 as part of the bootstrap
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A free Keynote update is available.

Visit the Mac App Store to download the latest version
of Keynote.

Not Now

Many of us got this message this morning.



Tom Bridge
sent me some pictures in July from
XWorld in Sydney






Here’s Ben Greiner @ AUC XWorld 2019:

https://voutu.be/G_ovxwHXiFw?t=33


https://youtu.be/G_ovxwHXiFw?t=33

Was | a curse?

https://voutu.be/G_ovxwHXiFw?t=523


https://youtu.be/G_ovxwHXiFw?t=523

| liked this bit from the Q&A:

https://voutu.be/G_ovxwHXiFw?t=2382


https://youtu.be/G_ovxwHXiFw?t=2382

One of Ben’s slides was about
asking questions.
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Some guestions every Apple
admin should ask themselves



Should you worry about the
move to zsh?

See Armin’s talk later today



Is imaging really dead?

Yes, but not for reinstalling macOS of the exact same version



Reprovision vs Image

« \When someone returns a Mac with macOS 10.14.4, don’t restore 10.14.5.
« macOS Recovery over the Internet:
e start with Option-36-R

o Upgrade to the latest macOS that is compatible with your Mac



Should | file a bug?

Yes, please, If you can




http://mikeboylan.com/2014/03/26/macit-2014-resources/

< ] Not Secure — mikeboylan.com/wp-content/uploads/2014/03/BoylanMacIT894ApplesBu. & O

Should | tile a bug...

For “trivial” issues? Yes!
For an issue that only happened once? Maybe!
For something that seems obvious? Yes!

For something that someone else filed? Yes!



Should you disable
System Integrity Protection?

No. Did you hear about Google Chrome removing /var symlink??



Which iIs a better text editor,
vim or emacs?

Just kidding.




A few words about vim

It’s always available even in macOS Recovery and single-user mode

Single-user mode for Mac with T2 available only if you use Startup Security
Utility to set Secure Boot setting to “No Security”

| hardly ever “fix” things in single-user mode anymore

pico Is a fine text editor with directions at the bottom of the window



Should you manage
by device or by user

Whatever you choose, be consistent.



What are you trying to
accomplish?

Ask your question with the least amount of friction for the answerers.



Q "|\Nhat are you trying to accomplish”

Messages Files Channels People NEwW

348 results Most relevant v

#mdm - Apr 17th

n dan_kuehling 10:08 Pm
“B @pzb And the eternal question- "What Are You Trying To Accomplish?"

# jamfnation - Jul 29th

ﬁ\a arekdreyer 11:22 PM
& @Brooks Travis Wait wait what are you trying to accomplish?

# macos - Sep 26th

§ scriptingosx #/ 11:14 AM
| guess | am missing something... what are you trying to accomplish?

# osx-server - Apr 23rd View in channel

ﬂ dan_kuehling 3:56 PM
<8 Or, as the immortal words go - “What Are You Trying To Accomplish?“TM

# windows - Apr 4th

n dan_kuehling 5:45 pm
<8 This might be time for another episode of “What Are You Trying To Accomplish? TM”

# hardware - Jun 18th

ﬂ dan_kuehling 5:12 PMm
“8 @Shadi Need to ask the "What Are You Trying To Accomplish" question

# airwatch - Apr 5th
g elios 6:34 PM
What are you trying to accomplish?

() 15 replies




# munki - Mar 18th

P elios 4:29 PMm

Sometimes the answer to “What are you trying to accomplish?" prompts, "OK, but why are you trying to accomplish that?"
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The XY Problem
00 Alo: | Asing Smart Questons |

What is it?

The XY problem is asking about your attempted solution rather than your
actual problem. This leads to enormous amounts of wasted time and energy,
both on the part of people asking for help, and on the part of those providing
help.

e User wants to do X.

e User doesn't know how to do X, but thinks they can fumble their way to
a solution if they can just manage to do Y.

e User doesn't know how to do Y either.

e User asks for help with .

e Others try to help user with Y, but are confused because Y seems like a
strange problem to want to solve.

o After much interaction and wasted time, it finally becomes clear that the
user really wants help with X, and that Y wasn't even a suitable solution
for X.

The problem occurs when peobple aet stuck on what thev believe is the



When will VMs cost you more
time than they save you?

When you least expect It.




Careful with VMs for testing

* Reprovisioning

o FileVault, Secure Token, Bootstrap Token

 macOS Recovery



Where i1s the MDM PDF now?

It’s no longer distributed as a PDF!



https://developer.apple.com/documentation/devicemanagement

EN & developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol/services © O [ﬁ ol b

Documentation > > PrivacyPreferencesPolic... > Services Language: Swift ¥  APIChanges: None

Reminders Specifies the policies for reminders information managed by the Reminders
[Privacy app.
PreferencesPolicy
Control.Services
.Identity]

ScreenCapture Allows the application to capture (read) the contents of the system display.
[Privacy Access to the contents cannot be given in a profile; it can only be denied.
PreferencesPolicy
Control.Services
.Identity]

SpeechRecognition Allows the application to use the system Speech Recognition facility and to
[Privacy send speech datato Apple.
PreferencesPolicy
Control.Services
.Identity]

SystemPolicyAll Allows the application access to all protected files, including system
Files administration files.
[Privacy
PreferencesPolicy
Control.Services
.Identity]

SystemPolicy Allows the application to access files in the user's Desktop folder.




What do you need to think
about for security?



What do you need to think about for security?

e Ask Kim, Patrick , and Ed tomorrow.
 And Jesse on Thursday.
 And two sponsored sessions regarding Data Loss Prevention.

 Tomorrow Filip, and Thursday Jorgen, each at 9am.



Should you be automating
this?

Ask Henry later this afternoon.
And Sal, Greg, and Kevin on Thursday.



Will your clever solution paint
your organization into a corner?

And Graham and Duncan on Friday.



Should you take administrator
privileges away from users?




| keep asking at MacSysAdmin.



| used to Insist:
run day to day as nonadmin.



But does it really matter now?



These require admin

Adding printers (there’s a workaround)
sudo

Change Time Zone, Date & Time

Turn on Location Services

Turn on FileVault

Enable new user for FileVault



These require admin on Catalina

o Update macOS (SoftwareUpdateNotificationManager)

 Enable Find My

o Install Apps from the Mac App Store

 Access macOS Recovery if either are enabled:
 FileVault

+ Find My



These don’t require admin

Automatically:
Check for updates

e |nstall dppsS from Mac App Store on &2 Download new upndates when available
Mojave Ins

Automatically:
Ins

Check for updates
» Click “Update Available” notification M ins 4 Download new updates when available

to turn on Automatic updates £ Install macOS updates
£2 Install app updates from the App Store

£ Install system data files and security updates

oK




Even with admin you can’t really do these:

 Modify the read-only volume in macOS Catalina
e (OK yes you could turn off SIP but come on)

 Modify SIP-protected files



What if you don’t want to use
an MDM?




At least 3 free MDM solutions

e MicroMDM

e /entral

e Commandment

* (A few words about Profile Manager)



Stop resisting MDM

e If you have more than a handful of Apple devices
e User Approved MDM

* Privacy Preferences Policy Control payload to grant user consent for data
access

o Whitelist kernel extensions (but System Extensions will replace those)

 Can clear Activation Lock for Mac for macOS Catalina



What happens when you leave?

* The next person might rip out everything you carefully put into place
 How are they going to renew your organization’s certificates

 Please use a solution to share your passwords with your team



Are you doing too much for your users?

* Ask Andrina this afternoon

* Dock

* Finder window sidebar

 You can’t answer Allow for Camera, Microphone

 For macOS Catalina ScreenCapture is another Deny-only

* Preserve user experience



Who should be source of users’ identities?

* Probably not Open Directory

« Maybe JumpCloud

 Maybe on-premise Active Directory
 How about a cloud ldentity Provider?

e Ask Joel In his session tomorrow



]
il

docs.jamf.com/jamf-connect/1.8.0/administrator-guide/Additional_Resources .html & 0 [ﬁ ! L

1l
Jo

For additional information from cloud identity providers (IdPs) supported in Jamf Connect, see
the following resources:

e Microsoft Azure AD
https://docs.microsoft.com/azure/

o« Google Cloud Identity
https://cloud.google.com/identity/docs/

e IBM Cloud Identity
https://www.ibm.com/support/knowledgecenter/en/SSCT62/com.ibm.iamservice.doc/concepts/c

o Okta
https://help.okta.com/en/prod/Content/Topics/ReleaseNotes/okta-relnotes.htm

« OnelLogin
https://onelogin.service-now.com/support?id=csm_index

e Ping ldentity
https://docs.pingidentity.com




Should | bind to Active Directory?

 You can’t bind iOS and iPadOS devices to AD
e You get a computer object in AD
 And use that to get a computer certificate

 You can access shares with complex DFS namespace



Purpose and Growth

How can you bring the most value to your organization?
How can you put the users first?

What can you contribute back to your community?

How can you continue to grow?

How can you protect your time and attention?

How can you improve how you communicate with users, peers, bosses?



HoOw can you Increase Iinclusion
and diversity in your field?



How can you increase inclusion and diversity?

 Expand who you spend time with

 Be explicitly inclusive

 Don’t wait for someone else to say something
e Listen to diverse voices

 Amplify diverse voices



www.instagram.com/p/BLJLipyAA-Z/

arekdreyer e
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arekdreyer At #macsysadmin
@marczak is talking about security,
but this applies to so many things.
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13 likes




Those were some things to
think about.




Keep these In the back of your
mind throughout the week.



Thank You Tycho!




