Getting Started With

Amazon Web Services
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Before we get started, there’s two things I'd like to mention. The first is that, all of the sides, speakers’ notes and the
demos are available for download and I'll be providing a link at the end of the talk. | tend to be one of those folks who
can’t keep up with the speaker and take notes at the same time, so for those folks in the same situation, no need to
take notes. Everything I'm covering is going to be available for download.

The second is to please hold all questions until the end. If you’ve got questions, make a note of them and hit me at the
end of the talk. With luck, I'll be able to answer most of your questions during the talk itself.
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| want to start with doing some expectations management. Amazon has many services available and I’m not going to be talking
about a lot of them.



Compute Storage

Amazon Amazon
Lightsail S3

Instead, we’re going to focus on two Amazon services which are easy to get started with: Lightsail and S3. To simplify
them, S3 is a file storage service and Lightsail is a virtual machine hosting service for Windows and Linux.



Security, Identity & Compliance

Identity & Access
Management

However, before we get into those, we need to discuss another service: Identity and Access Management; otherwise
known as IAM. The reason is that setting things up properly in IAM is fundamental before you’ll be able to work
securely with Amazon Web Services.



Security, Identity & Compliance

Three Rules of Thumb

In working with IAM, I’'ve picked up some best practices.



Security, Identity & Compliance

1. Don't log in as root*

*Unless you really need to.

Just like on Unix-based OSs, you have the choice of logging into your AWS account as root or as a hon-root user. Just
like with a Unix-based OS, you can get into a lot of trouble if you run as root all the time.
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That said, there are certain tasks that require root login. AWS provides documentation of when those circumstances
apply.



Security, ldentity & Compliance

A. Set a complex password for your
root account.

B. Enable multi-factor authentication
(MFA) for your root account.

C. Only log into your root account if
there is no other option available

So what do you do otherwise with your root account? Protect it by setting a complex password and enabling multi-
factor authentication, then log into it as seldom as possible.
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Creating IAM users
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Instead, create IAM users and use those to log into your AWS account. The advantage with using IAM user accounts is
that you can make them as privileged or unprivileged as you need to.



IAM Account Types

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and

other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

There’s two general IAM account types, programmatic access and AWS management console.



IAM Account Types

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and
other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

The first is programmatic access. These accounts have a username, but don’t have a password because they’re not
meant to log into the AWS web console. Instead, they get an access key ID and secret access key. These keys are used
for authentication for the AWS APl and other AWS command line and development tools.



IAM Account Types

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and

other development tools.

AWS Management Console access
Enables a password that allows users to sign-in to the AWS Management Console.

The next kind are AWS Management console access accounts. These accounts have a username and a password
because they can log into the AWS web console. These accounts can also get an access key ID and secret access key,

but that leads to my second rule.



Security, Identity & Compliance

2. Do not give access

keys to accounts you
use to log into the web

console.

In general | would not recommend adding keys to an AWS management console account.



IAM Account Types

® AWS Console accounts
® User accounts

® Programmatic accounts
® Service accounts

The reason | don’t recommend adding access keys is that, in my opinion, you should be treating access key-enabled
accounts like you would a service account and give them only the permissions they need to do a specific job.

Meanwhile, treat your AWS Console accounts like user accounts which only have rights in the admin console and don’t
have rights for the AWS API or other command line tools.

In the event that you find that you need to do work with AWS API or other AWS developer tools, set up a separate
programmatic account and assign it just the rights which are needed.

Having account separation like this may help keep you out of trouble. For example, you may need administrator
permissions in the AWS web console but on the command line you may only need something like read only access to
S3. By having two separate accounts, one for console access and one for APl work, you can easily accommodate both
needs while still following the principle of only having the privileges you need to get your work done.
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Delete your root access keys
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Create individual IAM users
Use groups to assign permissions

Apply an IAM password policy
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1. Create administrator management console account
2. Create s3_read_write_access programmatic access account
3. Create s3_read_only_access programmatic access account
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‘Showing 3 results

Dashboard Q
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User name + Groups Access key age Password age Last activity MFA
Users

Administrator None None Today None Not enabled
Roles

read_onl

poicies $3_read_only_access None © Today None None Not enabled
Identity providers $3_read_write_access None © Today None None Not enabled

Account settings

Credential report

Encryption keys
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So now I’ve got three accounts created, but | skipped right past giving them any permissions. They’re powerless.
Why?



Security, Identity & Compliance

3. Use groups to assign
permissions

Last rule, use groups to assign your IAM permissions. The reason why is straightforward: It makes it very simple to
manage permissions. Want your new hire to have read-write access to S3? Easy, create their account, add them to a
group with the necessary permissions and their account will inherit those permissions. New hire went power mad and
trashed the CFQO’s files? Pull the new hire’s account from the group and now they’ve got just enough permissions to
change their password and nothing else.



® Feedvack @ English (US)

1. Create Account_administrators group
2. Create s3_read_only_access group
3. Create s3_read_write_access group
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Did | come up with these three rules of thumb on my own? Nope, Amazon’s pretty up front with most of them. As you
can see, | still need to apply a couple more recommended security settings to my account.
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Another good idea is to enable multi-factor authentication for your console accounts, which I'll be referring to as MFA

elsewhere in this talk. This will help a lot with securing your accounts, especially those accounts with a lot of
administrative rights.



Manage MFA Device

Select the type of MFA device to activate:
© A virtual MFA device
A hardware MFA device

For more information about supported MFA devices, see AWS Multi-Factor Authentication

L

As part of setting up MFA, you’ll need to decide to use either a hardware MFA device or a virtual MFA device.



MFA device types
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Hardware MFA device Virtual MFA device

A hardware MFA device usually is a physical device that displays a series of codes. A virtual MFA device does the
same, but displays the codes in an app instead.



Google
Authenticator Authy

https://authy.com/download/

https://support.google.com/accounts/answer/1066447

Two iOS apps which can be used with Amazon’s MFA are Google Authenticator and Authy. | prefer Authy, so I'll be
setting up MFA using that.
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Meanwhile, in Authy, this is what it looks like when | scan the QR code and my AWS account is registered.
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Once my account was set up, Authy began displaying the MFA codes. Codes are good for about thirty seconds each,
then they expire and a new code appears.



@ safari File Edit View History Bookmarks Window Help
] us-east-1signin.aws amszon com

AWS Root Login _ AWS 1AM Login

aws

Account D or alias

217692106373

1AM user name

Password

TR Debug & deploy your

serverless applications
from the AWS Cloud9 IDE!

Learn more »

Sign-in using root account credentials

egin [

T of s rvacy ol © 1996 201, Ao Wab ervces, o, st

L0euED [ heselDooa

=]

Q=




@ Fowcbeck @ Engien 81 = - ey

https:/tinyurl.com/msa2018-iampasswordpolicy

The last security measure on Amazon’s recommended list is setting a password policy for your IAM users. It’s pretty
straightforward for anyone who’s had to manage passwords before, but for those folks who want more information
about how to set it, please see the link on the screen.



Amazon
S3

Now that we’ve discussed IAM, let’s take a look at S3 and some interesting things you can do with it to support your
Macs.
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Before you can upload data to Amazon 53, you must create a bucket in one of the AWS Regions to store your
data in. After . you can upload

of data ob

Buckets have configuration properties, including their geographical region, who has access to the objects in
the bucket, and other metadata.

To create an §3 bucket

1. Sign In to the AWS Management Console and open the Amazon S3 console at

hitpsi/cansole.aws.amazon.com/s3.

2. Choose Create bucket.

+ Create bucket

Bucket name

3. On the Name and region page, type a name for your bucket and choose the AWS Region where you
‘want the bucket o reside. Complete the flelds on this page as follows:

a. For Bucket name, type a unique DNS-compliant name for your new bucket. Folow these naming.
guidelines:

« The name must be unique across all existing bucket names In Amazon S3.

« The name must not contain uppercase characters.

« The name must start with a lowercase letter or number.

+ The name must be between 3 and 63 characters long.

 After you create the bucket you cannot change the narme, 50 choose wisely.

« Chooseab. objects In the b name s
viible In the URL that points to the objects that youire going to putin your bucket.

For nformation about naming buckets, see Rules for Bucket Naming in the Amazon Simple Storage
Service Developer Guide.

b. For Region, choose the AWS

the bucket to reside. Ct closeto

Have s queston? TryheFerums. D s pagenapyou? | Yes || No | 2 Feedbacc

https://tinyurl.com/msa2018-creates3bucket

To start from the very beginning, let’s create an S3 bucket.
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Amazon Simple Storage
Service

Console User Guide

Documentation - This Guide

O Welcome to the Amazon 53
Console User Guide

& Creating and Configuring a Bucket

8 Uploading, Downloading. and
Managing Objects
0 Uploading 3 Objects

O Downloading 53 Objects

O Deleting Objects

O Undeleting Objects

O Restoring Archived §3 Objects

O Viewing an Overview of an
Object

O Viewing Object Versions.
Viewing Object Properties
O Adding Encryption to an Object

O Adding Metadata to an Object
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Downloading, and Managing

Obiects » How Do | Upload Fles and Folders to an §3 Bucket?

How Do | Upload Files and Folders to an S3 Bucket?

This topic explains how to use the AWS Management Console to upload one or more files or
entire folders to an Amazon 53 bucket. Before you can upload files and folders to an
Amazon 53 bucket, you need write permissions for the bucket. For more information about
access permissions, see Setting Bucket and Object Access Permissions. For information
about uploading files programmatically, see Uploading Objects in the Amazon Simple
Storage Service Developer Guide.

When you upload a file to Amazon $3, it is stored as an 53 object. Objects consist of the file
data and metadata that describes the object. You can have an unlimited number of objects
in a bucket.

You can upload any file type—images, backups, data, movies, etc.—into an 53 bucket. The
maximum size of a file that you can upload by using the Amazon $3 console is 78 GB.

You can upload files by dragging and dropping or by pointing and clicking. To upload folders,
you must drag and drop them. Drag and drop functionality is supported only for the Chrome
and Firefox browsers. For information about which Chrome and Firefox browser versions
are supported, see Which Browsers are Supported for Use with the AWS Management
Console?.

When you upload a folder, Amazon 53 uploads all of the files and subfolders from the
specified folder to your bucket. It then assigns an object key name that is a combination of
the uploaded file name and the folder name. For example, if you upload a folder called
/images that contains two files, sample1.jpg and sample2. jpg, Amazon S3 uploads the
files and then assigns the corresponding key names, images /samplel . jpg and
images/sample2. jpg. The key names include the folder name as a prefix. The Amazon S3

th

|

On this page:

Uploading Files and
Folders by Using Drag
and Drop

Uploading Files by
Pointing and Clicking

More Info

https://tinyurl.com/msa2018-uploadtos3

Now that we have our bucket, we should put some stuff in it.
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https://cyberduck.io

https://panic.com/transmit/

If you don't want to use the web console to upload files, there are also a number of S3-compatible file transfer
applications available. My usual choice is Cyberduck, a free open-source GUI tool that supports a number of cloud
services including S3. Looking at non-free options, Transmit from Panic can work with S3 and there are other
shareware options available.
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Sign nto the Console

Hosting a Static Website on Amazon S3

You can hosta stat Amazon On a static website,indlvidual
‘webpages include static content. They might also contain client-side scripts. By contrast, a dynamic website

" b a5 PHP, ISP, or ASPNET. A
support server-side scripting. v To
learn more about website hosting on AWS, go to Websites and Website Hosting

Topics

« Website Endpoints
« Configuringa Bucket for Website Hosting
 Example Walkthroughs - Hosting Websites on Amazon 53

To host a static website, you configure an Amazon S3 bucket for website hosting, and then upload your

the bucket, This bucket must h lic read acs ° he
world will have read access to this bucket, The website Is then available at the AWS Reglon-speclfic website
endpoint of the bucket, which Is In one of the following formats:

For a st of AWS Region-specific website endpoints for Amazon S3, see Website Endpoints. For example,

suppose you create a bucket called examplebucket in the US West (Oregon) Region, and configure itas a

‘website. The following example URLS provide access to your website content:

 This URL returns a default index document that you configured for the website.

neeps

« This URL requests the photo.jpg object, which i stored at the root level i the bucket,

Beep:

 This URL requests the docs/doc . el object in your bucket.

Have s queston? TryheFerums. D s pagenapyou? | Yes || No | 2 Feedbacc

https://tinyurl.com/msa2018-hostwebsiteons3

What else? One thing you can do with S3 is host a website. One limitation to be aware
hosting static HTML code, so we’re mostly looking at Web 1.0 technology.

of here is that S3 only supports
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However, that capability may be enough to convey the information you want to provide.
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Let’s take a look at how this works, starting with setting up a new S3 bucket.



Static website hosting X

Now that I’ve got my files uploaded, | need to do two more things. The first is to set the S3 bucket’s properties to
allow it to host a static website.
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The second is that | need to set a bucket policy.



"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadGetObject",
"Effect": "Allow",

"Principal: "x",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::s3_bucket_name_goes_here/x"

S3 bucket policies are JSON documents which tell the specified S3 bucket how to behave in certain situations. You will
find these kinds of policies used extensively with AWS’s various services, with the main differences being which
resources are referenced, what permissions are specified and what the actions are.



"Version": "2012-10-17",
"Statement": [

{

"Sid": "PublicReadGetObject",

"Effect": "Allow",

"Principal: "x",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::s3_bucket_name_goes_here/x"
}

In this case, I’'m telling the S3 bucket that | want it to allow anyone to be able to read the objects stored in the S3
bucket. This allows anonymous access via the web.



"Version": "2012-10-17",
"Statement": [

{

"Sid": "PublicReadGetObject",

"Effect": "Allow",

"Principal: "x",

"Action": "s3:GetObject",

["Resource": "arn:aws:s3:::s3_bucket_name_goes_here/x"|
}

The next part is specifying the S3 bucket in question.



"Version": "2012-10-17",
"Statement": [

"Sid": "PublicReadGetObject",

"Effect": "Allow",

"Principal™: "x",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::msa2018.isnetbootdead.coml/*"

This policy is included with AWS’s documentation and designed to be generic, so the only thing you should need to
change is putting your own S3 bucket’s name in the policy.
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Name Last modified Storage class

Aug 30, 2018 10:41:59

[@ errorhtmi AM GMT-0400

Standard
Aug 30, 2018 10:42:00

[@ index.html AM GMT-0400

Standard

Viewing 1t0 2,




http://msa2018.isnetbootdead.com

Point a custom DNS CNAME record at your S3 bucket’s address and now you have a website for your domain which is
backed by AWS’s high availability services.

One drawback to hosting a website this way is that the S3 website hosting only uses HTTP and can’t by default use
HTTPS. There are ways to use AWS’s CloudFront service to address this, but I’'m not going to cover that as that’s
getting beyond the scope of an introduction to AWS.
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So, big deal right? | can store files on S3 and | can set up a website using HTTP. But what about supporting Macs
using S37?
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toridge / munki-in-a-cloud ©umatche 5 ks o | YRk 2

GCode  Dlssues 0 Pullrequests 0 Projects o Wik Insights

A bash script designed to setup a Munki repository, download items, and then prepare and sync an Amazon S3 +
CloudFront distribution method.

®26 commits 2 branches 1 release 123 contrbutors
Brancn: master~ New pullrequest

crestenewtie | Uplosaties  rinarie ([TEREET

Latest commit 3041798 18 hours ago

[ES toridge makes Aws ©

dontil Wrtes Mare Polte

) ReAOMEma Docs changes 21hours
8 miscsh Makes AWS Credental Wrtes Mors Polte 18 howrs
5 README.md

munki-in-a-cloud

‘The goal of this script s to setup a basic munki repo with a simple script based on a set of common variables. | have placed
defaults in these variables, but they are easily overridden and you should decide what they are.

“This script is based upon Munki-in-a-Box, the Demonstration Setup Guide for Munki, AutoPKG, and other sources. My
sincerest thanks to The Mac y for being supportive and

Pre-Requisites:

1. AMac running 10.12 or later.
2. Anactive AWS Account and appropriate credentials
3. Alight understanding of CloudFront and S3.

https://github.com/tbridge/munki-in-a-cloud

How about using S3 as a Munki repo? My colleague Tom Bridge has a solution for that called Munki in a cloud.
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A Quick Setup and Fill Repository for Munki with AutoPKG
@93 comits ¥ 6 branches 25 releases

126 contrbutors

Sranch: master~ | Newpullrequest L TR T TR TR Cione or downiosd

Fetching ltest commit

README.md

munkinabox.sh Fixes to htpasswd generatior

@ REAOME.md
munki-in-a-box
Post Munki Install Simple Deployment Script

‘The goal of this script s to deploy a basic munki repo in a simple script based on a set of common variables. | have placed
defaults in , but they are easily s

you should decide where they go.

“This script is based upon the Demonstration Setup Guide for Munki, AutoPKG, and other sources. My sincerest thanks to
Greg Neagle, Tim Sutton, Allister Banks, Rich Trouton, Charles Edge, Pepijn Bruienne, the Linde Group, Mike Lynn and
numerous others who have helped me assemble this script. The Mac Admins Community is supportive and awesorme.
#ittPre-Requisites:

1. 10.10/Server 4, 10.11/Server 5

2. Web services enabled

###Directions for Use:

1. Download Script

https://github.com/tbridge/munki-in-a-box

Munki in a cloud grew out of an earlier solution called Munki in a box. Munki in a box was designed to create a basic
Munki repo on macOS along with installing AutoPkg, AutoPkgr, MunkiAdmin, and MunkiReport PHP.



However, Munki in a box has Server.app as a pre-requisite. It uses Server’s web services to set up the Munki repo.



As Apple began removing capabilities from Server, including web services, Tom looked around for an alternative and
made the decision to use S3.



Pre-requisites

1. A Mac or VM running macOS 10.12.x or later
2. An active AWS account.
3. A programmatic IAM account with:
¢ Active access key ID and secret access key
¢ Read and write access to S3

So let’s take a look at running Munki in a Cloud. Before we get going, here’s the things we’ll need.



. Install git if needed.

. Install the Python pip installer tool if needed.

. Install the PyOpen SSL module if needed.

. Install AutoPkg if needed.

. Install Munki if needed.

. Install the awscli tool if needed.

. Set up a Munki repo and set the logged-in user as the owner.
. Add specified AutoPkg repos.

. Run specified AutoPkg recipes to populate the Munki repo.
10. Install AutoPkgr.

11. Install Munki Admin.

12. Configure AutoPkgr's recipe list.

13. Set up default manifest using the packages added to the Munki repo.
14. Set up new bucket in S3 service.

15. Synchronize Munki repo with S3 bucket.

OO ~NOOOTAWN =

Once we have the prerequisites handled, here’s what Munki in a cloud will do.



cont: Products  More ~

English ~ My Account ~ Sign In to the Console

AWS Command Line Intef

Documentation
Tools

Release Notes

Manage Your Resources

Sign in to the Console

AWS Command Line Interface

The AWS Command Line Interface (CLI) is 2 unified tool to manage
your AWS services. With just one tool to download and configure, you
can control multiple AWS services from the command line and
automate them through scripts.

The AWS CLI introduces  new set of simple file commands for
efficient file transfers to and from Amazon S3.

Getting CliReference ~ GitHub Project  Community
Started » » » Forum »

aws-shell (Developer Preview)

Windows
Download and run the 64-bit or
32-bit Windows installer.

Mac and Linux
Requires Python 2.6.5 or higher.
Install using pip.

pip install awscli

Amazon Linux
‘The AWS CLI comes pre-
installed on Amazon Linux AMI.

Release Notes

Check out the Release Notes for
more information on the latest
version.

aws-shell is a command-line shell program that provides convenience and productivity features to help both
new and advanced users of the AWS Command Line Interface. Key features include the following.

« Fuzzy auto-completion for
© Commands (eg. ec2, describe-instances, sas create-queue)

https://aws.amazon.com/cli/

One of the jobs is installing the aws command line tool. This is a Python utility to allow management of AWS services
via the command line.



< Applications

) Desktop

5 Documents

© Downloads
Remote Disc

() Macintosh HD

shared

D Al

Applications.
Library

path
System
Users

standalone

bin
aws. B

bin » include
munki » it
share »

1 of 40 selected, 17.98 GB available

activate
activate_this.py
activate.csh

activate fish

aws_bash_completer

B aws_completer
aws_zsh_completer.sh
aws.emd

W casy install

easy install-2.7

oy

pip

pip2

pip2.7

pyrsa-decrypt

pyrsa-decrypt-bigfile

pyrsa-encrypt

pyrsa-encrypt-bigfile

972118, 1:32PM
972118, 1:32PM

In our case, it’s going to be installed to usr local aws bin.




xxxxx

As part of the installation, a symlink will be set up in usr local bin so that the default path environment will pick it up.
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% username — -bash — 90x28
computername:~ username$
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53.console.aws.amazon.com
Services v Resource Groups v % L} Administrator @ 2176-9210-63.. v Global v  Support v

Click here to learn how to store and access objects in S3 via NFS Click here » Documentation

+ Create bucket

4 Buckets 2 3 Regions

Bucket name Access € Region Date created

" Sep 2, 2018 1:32:28
§ d69d8ads-9f18-4238-bfc6-ebf3afd713d0-miac Not public US East (N. Virginia) e o400

Aug 15, 2018 6:42:28
PM GMT-0400

& isnetbootdead.com US West (Oregon)

_ Aug 30, 2018 10:41:29
§ msa2018.isnetbootdead.com US East (Ohio) AM GMT-0400

5 Aug 289, 2018 4:57:59
& msa2018testbucket Not public US East (Ohio) IGO0

Olnprogress 4 Success




[J ) username — -bash — 108x5
computername:~ username$ aws s3 sync /Users/Shared/munki_repo s3://d69d8ad8-9f18-4238-bfcé—ebf3af4713do-miac =
——exclude 'x.git/x' —-exclude '.DS_Store' --delete

aws s3 sync /path/to/munki_repo s3:/S3_BUCKET_NAME_HERE --exclude ".git/*' --exclude '.DS_Store' --delete

Now that I’ve got my repo up in S3, how do | update it? Running the command shown on the screen will tell the aws
command line tool to update my S3 bucket with the current contents of my Munki repo.

It’ll also tell the sync process to ignore certain unwanted files and to delete from the S3 bucket anything that isn’t
currently in my repo.



@ MunkiAdmin File Edit View Window Help

MunkiAdmin - Manifests
» = 9 - 4 3] v 2y

View Open Save Reload Properties Search

All Manifests B site_default site_default

Recently Modified

Includes Only
B includes And Included
ncluded Only

No Includes And Not Inclu.

development

testing

manifests




Well, this is great. I've got my Munki repo set up in S3 and life is good. How do | tell my Mac to use it?



@ Safari File Edit View History Bookmarks Window Help

in] console.aws.amazon.com

Services v  Resource Groups v * [l  Administrator @ 2176-9210-63.. v  Global ~  Support v

> d69d8ad8-9f18-4238-bfc6-ebf3af4713d0-miac

Permissions

Bucket policy editor ARN: am:aws:s:

add a new poli

{
"Version”: "2012-10-17",

"Statement": [
{

": "PublicReadGetObject”,
ct”: "Allow",
"Principal” s
B :GetObject”,
arn:aws:s3: : :d69d8ad8-9F18-4238-bfc6-ebf3af4713d0-miac/*"

RESva~ounawnml

s OMOsCCO00a

One option is to make your Munki repo public using a bucket policy similar to the one used to set up a website in S3.



Public S3-hosted
Munki repo

1. No special authentication needed.

2. Requires S3 bucket be configured to allow
anonymous read-only access.

3. Mac can be configured to access repo without
additional plug-ins or tools required.

4. Address of repo:
* https://s3- ket-name-here.s3.amazonaws.com

If the only things you're putting into your Munki repo are items publicly available elsewhere on the Internet, this may
be a valid option for you. In this case, you're treating S3 like you would any other webserver which allows anonymous

read-only access.
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EBREADME.md

S3-Auth allows munki clients to connect securely, and directly to a munki repo hosted in S3.
Install info in wiki.

hitps:/github.com/waderobson/s3-auth/wiki

https://github.com/waderobson/s3-auth

For those folks with security needs that rule out using a publicly accessible S3 bucket, there are other options. One
option was developed by Wade Robson, who wrote a Munki middleware solution that allows Munki to connect securely
to a S3 bucket which doesn't permit anonymous access.



RIS

Pre-requisites

Munki version 2.7.0 or higher
An active AWS account.
Munki repo stored in an S3 bucket
. A programmatic IAM account with:
-Actlve access key ID and secret access key
*Read-only access to S3 bucket




Overview

Getting Started

https://github.com/waderobson/s3-auth/wiki

Once the pre-requisites are handled, the setup is straightforward. Munki is configured with the address of the S3
bucket along with the appropriate AWS region and the authentication credentials.
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AUTOMATED CLOUDFRONT INVALIDATION RULES

What is CloudFront Middleware?

CloudFront has lower

https://github.com/AaronBurchfield/CloudFront-Middleware
https://blog.eriknicolasgomez.com/2018/01/25/Automated-CloudFront-invalidation-rules/

You can also leverage CloudFront with S3 to get expiring URLs for downloads and also lower your overall costs.
However, this is a more advanced topic and I'm not going into detail on it. For those interested in exploring those
options, | recommend checking out Aaron Burchfield's tools on GitHub and also Erik Gomez's blog post.



https://tinvurl.com/msa2018-create_jamf_clou

For folks using Jamf Pro, you can also use S3. In my own shop, we’re using an S3 cloud distribution point with our
Jamf Pro service.

The process of setting up a cloud distribution point on S3 gets into some more advanced areas, so for those
interested, | recommend checking out the link on the screen as I’ve documented the process. As part of setting up the

cloud DP, you will need to get a particular encryption key pair which is only accessible by the root user of the account.

This is going to be one of the exceptional cases when you need to log in as the root user of the account to get
something done.



Hosting in S3 allowed us to retire a large number of local distribution points in favor of one global distribution point.
Once new software is uploaded to S3, it’s instantly available worldwide.



Amazon
Lightsail

Sometimes you need more than storage. You need a server. This is where AWS services like Lightsail come in.
Lightsail is a simplified interface for AWS's EC2 service.



Why use Lightsail over EC2 if you’re getting started? One reason is user experience. Here’s how EC2 looks if you don’t

have any instances set up.

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Reserved Instances
Dedicated Hosts.

AMis
Bundle Tasks

Volumes.
Snapshots
Lifecycle Manager

Securty Groups
EesticlPs
Placement Groups
Key Pairs

Network Inerfaces.

Load Balancers
Target Groups

Launch Gonfigurations

Auto Scaling Groups.

Resources

us-osst-2.console aus.amazon.com

You are using the folowing Amazon EC2 resources n the US East (Ohio)reglon:

0 Running Instances.
0 Dedicated Hosts
0 Volumes

0 Key Pairs

0 Placement Groups

0 Elastic IPs
0 Snapshots

0 Load Balancers
1 Security Groups

the atest

Invent 201 Videos.

o

Create Instance

To start using Amazon

Note:Yourinstances il launch i the US Esst (Onc) rgion
Service Health

Service Status:

@ US East (Onio):

A

bty Zone Status:
2

Avallabilty zone s operating normaly

‘Avallabilty zone is operating normally

‘Avallabilty zone s operating nomaly

Service Health Dasnboard

Feedback @ English (US)

server EC2 instance.

C Scheduled Events

US East (Ohio):
Noeverts

Account Attributes S
‘Supported Platforms.

vee
Default VPG

Vpo-6488580c
Resource ID length management
Console experiments
Additional Information
Getting Started Guide
Documentation
AIEC2 Resources
Forums.
pricing

Contact Us

AWS Marketplace
Find e software trial products n the AWS
Warkepiace from the EC2 Launch Wazars. O
1y these popula AM:

Barracuda GoudGen Frewal for AWS - PAYG
Providsd by Barracuda Networks, Inc

Rating *aaa

Stating from $0.601 or from 84,5994y (125
Saving)for software + AWS usage foes

View al Infastucture Software

Mation ETL for Amazon Redsnit

Provided oy attion

Ratin

9
Staring from $1.37/h or from $9,950/yr (17%
savings) for software + AWS usage foes




® < o (0] lightssil.aws. amazon.com [:]
@ rmezon Lightsall  Home Doc Q W Aws il
Good afternoon! N

Instances  Networking ~ Storage  Snapshots.

* 9
You have no instances right now. ”
Create an instance and get started with Lightsal

Learn more about instances (3

Here’s what Lightsail looks like. For a beginner to AWS, it’s a much smoother and self-explanatory experience.



P—

Lightsail is designed to get someone quickly set up with a virtual server, using a variety of application templates.



azon Lightsail . oo Q' acontv | EAWS  Biling

@ Create an instance

©

AN

In addition to Linux, Windows Server 2012 and 2016 are supported along with SQL Server.



Use a launch script to configure your Amazon Lightsail
instance when it starts up

https://tinyurl.com/msa2018-lightsail-start-script

One nice feature of Lightsail is that if you’re using Linux, you can add a script to configure the instance when it starts
up for the first time.



https://github.com/wdas/reposado

https://qithub.com/jessepeterson/margarita

We’re going to use that capability to create a Linux instance running Reposado and Margarita. For those not familiar
with these tools, Reposado is an open-source utility that allows you to host and distribute Apple software updates.
Margarita is a complementary open-source tool for managing Reposado using a web interface.



forjtested on Ubuntu 14.04.3/15.10.

Configured to run reposado on port 8080 and margarita on port 8086

Reposado guide:

https://github.com/opragel/reposado_margarita_apache_install

For this task, I’'m going to use a script written by my colleague Owen Pragel as the setup script.



& safari File Edit View History Bookmarks Window Help

Root Login AM Login

Amazon Lightsail Overview  Features  Pricng  Projects  Resources  FAQs

Lightsail is a virtual server that's NEW! Plans now starting at
cost-effective, fast, & reliable with an $3.50/month with larger (16GB &
easy-to-use interface. 32GB) RAM options available.

Look at all the ways you can get started by Find the right plan for your needs, with bundles
going to our documentation. starting as low as $3.50 per month.
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lightsail.aws.amazon.com ©

n .
(1) Createan instance

Instance location

1 Virginia, Zone A (t

Pick your instance image @

i Microsoft
Linux/Unix 1}
e v g Windows N

WordPress LAMP Stack Node.js
W P o

Joomla
A
Magento ‘m MEAN @ Drupal A'A GitLab CE

[ olicy &3 ©

LO®UEBE ([ Eeserl00o8

What if you want to use your own SSH keys with a Lightsail instance?



& console.aws.amazon.com (9 h | o

AWS Root Login _ AWS 1AM Login +

aws

Services v Resource Groups v % [ Administrator @ 2176-9210-63.. ~  Global ~  Support v

Amazon Glacier now offers expedited retrievals, typically in 1-5 minutes. Learn More »

[ S O Discoverthe new console @ Quick tips
Q
+ Create bucket 5 eues 3 Bregons €
Bucket name Access O Region Date created
. Sep 2,2018 1:32:28
& d698ad8-9f18-4238-bfc6-ebf3af4713d0-miac Not public US East (N. Virginia)  pur ovar0a00
Aug 15,2018
'@ isnetbootdead.com US West (Oregon) 6:42:28 PM GMT-
0400
Aug 30, 2018
'@ msa2018.isnetbootdead.com US East (Ohio) 10:41:29 AM GMT-
0400
N Sep 6, 2018 9:25:54
& msa2018jamfproinstaller US East (N. Virginia) e o 2200
Aug 29, 2018
' msa2018testbucket Not public * US East (Ohio) 4:57:59 PM GMT-
0400

Operations Olnprogress  1Success 0 Emor

You can also set up a Jamf Pro server on Lightsail. To help me with this process,

allows public access to its contents.

I’m setting up a new S3 bucket which



e < (] & console.aws.amazon.com ¢

AWS Root Login _ AWS IAM Login

AmazonS3 > msa2018jamfproinstaller

Overview w

Services v Resource Groups v % [ Administrator @ 2176-9210-63... +

Global ~  Support ~

Q

Name Last modified Size

Sep 6, 2018 9:27:02 AM

GMT-0400 Tes8MB

[ tatest jamfpro,installerzip

Operations Olnprogress  1Success O FEror

m Actions US East (N. Virginia) &

Viewing 1o 1

Storage class

Standard

Viewing 110 1

Inside that bucket, I’'m putting a copy of the latest Linux installer for Jamf Pro.
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README.md

aws_lightsail

This repo is for posting and sharing AWS Lightsail setup scripts.

https://github.com/rtrouton/aws lightsail

For those who want a copy of the scripts | used with my Lightsail examples, I've posted them to Github. They’re
available via the link on the screen.



So for folks who were looking at Server’s decline and wondering what’s next, hopefully the information I’ve given you
is helpful in getting you started with the services available from Amazon.



Useful Links

AWS Getting Started Resource Center: https://
aws.amazon.com/getting-started/

AWS [0-Minute Tutorials: https://aws.amazon.com/
getting-started/tutorials/

Getting Started with |IAM: https://aws.amazon.com/iam/
getting-started/

Using AWS S3 to Store Static Assets and File Uploads:
https://devcenter.heroku.com/articles/s3




Useful Links

Getting Started with Lightsail: a Simple VPS Solution
from AWS: h Jinux i
posts/show/topic/12662-getting-started-with-lightsail-a-
simple-vps-solution-from-aws

Getting started with AWS: https://medium.com/tfogo/
getting-started-with-aws-d7c51133fc92

How to serve your website on port 80 or 443 using

AWS Load Balancers: https://medium.com/tfogo/how-

to-serve-your-website-on-port-80-or-443-using-aws-
load-balancers-a3b84781d730




Downloads

PDF available from the following link:

http://tinyur.com/MSA2018AWSPDF

Keynote slides available from the
following link:

http://tinyurl.com/MSA2018AWSKeynote




