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Infrastructure



Integration



What do you like to 
build?





Incremental



MacSysAdmin 2013



➜ AutoDMG cloc .      
      43 text files. 
      42 unique files.                               
      16 files ignored. 

github.com/AlDanial/cloc v 1.78  T=1.03 s (27.2 files/s, 6092.5 lines/s) 
------------------------------------------------------------------------------- 
Language                     files          blank        comment           code 
------------------------------------------------------------------------------- 
Python                          21            900            496           4040 
Bourne Shell                     3             39             33            290 
Objective C                      2             66             78            241 
C/C++ Header                     1             12             29             22 
Markdown                         1             10              0             12 
------------------------------------------------------------------------------- 
SUM:                            28           1027            636           4605 
------------------------------------------------------------------------------- 



github.com/chilcote/vfuse



macOSLAPS - Randomized Local 
Admin Passwords - Joshua D. Miller

https://www.youtube.com/watch?v=U3WgtP5i6JA

https://www.youtube.com/watch?v=U3WgtP5i6JA


NoMAD
April 2009 – Peter Bukowinski announced as project called “AD Password Monitor”

April 2011 – Rusty Myers reaches out to Peter about moving “AD Password Monitor” 
from a dashboard widget to an app. Soon afterwards, Peter announced the first 
release of ADPassMon, taking “AD Password Monitor” & turning it into a app.

April 2014 – I announced my fork of ADPassMon, this added a few additions to 
ADPassMon. Notably keychain stuff along the lines of Joel Rennich’s Keychain Minder. 
This was due to the addition of the local items keychain to macOS 10.9 & Keychain 
Minder not working with this new keychain. At the time Joel was working at Apple, so 
Keychain Minder so it became unmaintained.

December 2014 – Peter Bukowinski announced the release of KerbMinder.

September 2015 – My fork of ADPassMon was merged with Peter’s.

October 2015 – Francois Levaux-Tiffreau works on a release of KerbMinder, that 
removes the requirement for the Mac to be bound to AD.

Around the same time. Peter, Francois & myself start talking on slack with Kyle 
Crawshaw about moving ADPassMon to Python, then creating a module that 
ADPassMon, KerbMinder & Kyle’s ShareMounter was use. In a project called: Gala.

https://macmule.com/2017/04/01/adpassmon-is-dead-long-live-nomad/

November 2015 – Apples Professional Services team, announced Enterprise Connect. 
Within it’s Keynote deck, shown at webinars, ADPassMon is shown as an example of how to 
manage passwords when bound to AD.

December 2015 – Joel Rennich started a new role a TruSource after leaving Apple, & starts 
DM-ing me on Slack about possibly moving ADPassMon to Swift, I didn’t take the bait 

Feb 2016 – Peter took a role at Apple, & I become primary maintainer of ADPassMon.

April 2016 – I joined dataJAR, who have no AD themselves. However some customers do 
use AD. This meant I was no longer dogfooding ADPassMon.

Around the same time, Kyle & Francois took new roles. Or the focus of their roles changed, 
so that KerbMinder & ShareMounter were not such a high focus.

August 2015 – Joel makes first commit to NoMAD.

November 2016 – Tom Nook adds ShareMounter preferences to NoMAD.

December 2016 – NoMAD release candidates start being released.

March 2017 – NoMAD 1.0.3 released.

https://yourmacguy.wordpress.com/2009/04/29/new-tool-ad-password-monitor/
https://yourmacguy.wordpress.com/2011/04/09/announcing-adpassmon/
https://macmule.com/2014/04/01/announcing-adpassmon-v2-fork/
https://macmule.com/2014/03/30/the-local-items-keychain-in-mavericks/
https://yourmacguy.wordpress.com/2014/12/17/announcing-kerbminder/
https://github.com/pmbuko/KerbMinder/releases/tag/v1.3
https://github.com/kylecrawshaw/ShareMounter
http://macadmins.org/
https://yourmacguy.wordpress.com/2016/01/05/back-to-california-or-bust/
https://macmule.com/2016/04/20/because-datajar/
https://newrepublic.com/article/115349/dogfooding-tech-slang-working-out-glitches
https://www.nomad.menu/
https://www.nomad.menu/
https://www.nomad.menu/
https://www.nomad.menu/


What tools?
• Management agents


• Configuration tools


• Onboarding / enrolment / assistants


• Access to resources


• Inventory collection


• Backend integrations



Measure, know, 
assess



Bash, Python



Logging



Abstract the log function
format_log() { 
 msg="$1" 
 level="$2" 
 echo "$(date +%Y-%m-%dT%H:%M:%S%z) - ${level} - ${msg}" 
} 

log_info() { 
 format_log "$1" "INFO" 
} 

log_error() { 
  # log to stderr instead of stdout 
 >&2 format_log "$1" "ERROR" 
} 



Abstract the log function
import logging 
import os 

logging.basicConfig(format="%(asctime)s - %(levelname)s - %(message)s", 
                    level=logging.INFO) 
log = logging.getLogger('myapp') 

def set_up_dirs(): 
    log.info("Doing stuff") 

    try: 
        os.mkdir('/tmp/scratch') 
    except OSError as err: 
        log.error("Oh no! error message: %s", err) 

set_up_dirs() 



{'args': (OSError(17, 'File exists'),), 
 'created': 1538671174.334487, 
 'exc_info': None, 
 'exc_text': None, 
 'filename': 'logs.py', 
 'funcName': 'set_up_dirs', 
 'levelname': 'ERROR', 
 'levelno': 40, 
 'lineno': 17, 
 'message': "Oh no! error message: [Errno 17] File exists: '/tmp/scratch'", 
 'module': 'logs', 
 'msecs': 334.4869613647461, 
 'msg': 'Oh no! error message: %s', 
 'name': 'myapp', 
 'pathname': 'logs.py', 
 'process': 82529, 
 'processName': 'MainProcess', 
 'relativeCreated': 2.8460025787353516, 
 'thread': 140735508587392, 
 'threadName': 'MainThread'} 

Abstract the log function



Log aggregation



User interface / 
Documentation



Resilience



Error handling

>>> import os 

>>> os.mkdir('/tmp/scratch') 
Traceback (most recent call last): 
  File "<stdin>", line 1, in <module> 
OSError: [Errno 17] File exists: '/tmp/scratch' 



➜  / mkdir /tmp/scratch 
mkdir: scratch: File exists 
➜  / 





>>> import os 

>>> if not os.path.exists('/tmp/scratch'): 
...     os.mkdir('/tmp/scratch') 



#!/bin/bash -eu

set -eu

(or)



Trap (bash)
#!/bin/bash -eu 

cleanup() { 
    hdiutil detach -quiet -force "$MNT_ESD" || echo > /dev/null 
    hdiutil detach -quiet -force "$MNT_BASE_SYSTEM" || echo > /dev/null 
    rm -rf "$MNT_ESD" "$MNT_BASE_SYSTEM" "$BASE_SYSTEM_DMG_RW" "$SHADOW_FILE" 
} 

trap cleanup EXIT 

if [ ! -e /tmp/scratch ]; then 
  mkdir /tmp/scratch 
fi 

echo 'doing more things..'



try/except/finally (python)

def divide(x, y): 
    try: 
        result = x / y 
    except ZeroDivisionError: 
        print "division by zero!" 
    else: 
        print "result is", result 
    finally: 
        print "executing finally clause" 

https://docs.python.org/2/tutorial/errors.html#defining-clean-up-actions

In real world applications, the finally clause is useful for releasing external resources (such as 
files or network connections), regardless of whether the use of the resource was successful.



Validate user input, 
fail early



Linters





Open Source



Opportunities



sys admin/eng/cpe/etc 2018
• HTTP(S)


• REST


• Encryption, hardware and software


• Certificates


• Cloud-based, subscription 
licensing for software and services


• MFA

• Identity Providers


• Cloud web services.- AWS, Gcloud, 
DigitalOcean


• Swift, Golang, node.js, Ruby, Python


• Docker, Kubernetes


• Mobile / LTE


• Everything, everything connecting to 
Slack



Value



Go and do the thing



Sysadmins rule



Imposter Syndrome
...in which an individual doubts their accomplishments and has a 

persistent internalized fear of being exposed as a “fraud”

https://en.wikipedia.org/wiki/Impostor_syndrome





https://macops.ca/new-wave

Tack!

https://macops.ca/new-wave



