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Ponder this!

» \What access does a "standard user"
have In your organization?

\What access do you have as a
sysadmin?
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Ponder this!

» \What access does a "standard user"
have In your organization?

\What access do you have as a
sysadmin?



Access is key

»  How could an attacker use the
access of a Mac sysadmin to
achieve success?

» Attackers target those with
privileged access - that's you!



Access is key

»  Sysadmins have especially usetul
access, useful to amplity or zone In
attacks.

Nobody Is going to be perfectly
safe, but thinking securrty for the
long term s key.



Access is key

» An attacker with unlimiteo
resources can certainly achieve
goals, but reality imposes limits.

- Make 1t so expensive In time or
effort that attackers don't win.






Never have | ever...

Connected to an RDP/VNC session
from another user's computer.



Never have | ever...

Connected to an RDP/VNC session
from another user's computer... and
left the credentials saved.



Never have | ever...

Used my own credentials for an

application such as a JSS or printer’s
| DAP lookups.



Never have | ever...

Used the same password for multiple
applications.



Never have | ever...

Submitted my password directly to an
application.



All of these actions lead to the loss o
control of one’s credentials.
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public key
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- Decrypt‘ ° '

Alice’'s
private key



Passwords

»  Usually memorable

- Commonly short (64-128 bits)

- Password itself Is the secret

»  Submit the secret to the requestor

- Easily phishable

- Crackable

- No abllity to verify single possession

- Can be Intercepted by services

Keys

- Not memorable
- Long (at least 1024 bits)
Private key Is the secret

+  Submit proof of private key control to

requestor

- Hard or impossible to phish
- Effectively not crackable if strong (2048 bit+)
» Can be secured easlily to keep non-stealable

- Can't be intercepted by services™









® O = samuel — sh — 80x24

'sh-3.2% ssh-keygen ]
Generating public/private rsa key pair.

Enter file in which to save the key (/Users/samuel/.ssh/id_rsa): /Users/samuel/.
ssh/mynewkey

'Enter passphrase (empty for no passphrase): ]
'Enter same passphrase again: ]
Your identification has been saved in /Users/samuel/.ssh/mynewkey.

Your public key has been saved in /Users/samuel/.ssh/mynewkey.pub.

The key fingerprint is:

SHA256:4dpk1INSI2/612qyK5UjyFgbv+5BnsOwbsg92YN3yeG4 samuel@Deli-Board.local

The key's randomart image 1is:

+———[RSA 2048]-————+

0.0 . .S
o HH+ =,
+=B+00...0
=@Po=0E.
+=0==+40
+————[SHA256 ] ————- +
sh-3.2% [




®@ O “ samuel — sh — 80x24

'sh-3.2% cat /Users/samuel/.ssh/mynewkey.pub ]
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC80U8mMkPYC5nC+Qy33BOmc2JghdpdeiPxd7Fvu2vRS
cfqy9D4RIJULVMDHARVNZGXAN4NEJtBAsSNZCJIhSddGL1ybXv7SkXTS4Z5ERXGk8MKwxgyBnPMHBeg+CBY
u2U5IcrSsGjeT6JRkNSFml12kcucyYKs47Kg2f1IMuWOHxzPJQhPcFJ659JFXY4gXW3]fPme/4qyejxI1Y
uoWoSB+byKNemmDJzUPr+tnRntt@alm@iY/DmS/1gFToJ9G5/TWZFIUO4ei11l/8Aqbmd7MsdzU4/qZBmK

B+07wbsaNv/zakPvQzNylcPv9K7PHoMyzhSeABJm6FMddJZNs+YdTYtWiNEJ samuel@Deli-Board.1l
ocal

sh-3.2% |
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Security Keys







How many types actionscanyou
take alone, without review or checks




It takes two keys to launch a missile.

What would a missile look like to your *
organization? w










458 JSS Login - JSS v9.99.0-1149 X

Username

Password

L




o U5 JSS REST API Resource Docu: X %

¢ C asecure| hitpsy/casper [ N ¢« - =

JSS REST API Resource Documentation

Use of the JSS REST API is subject to the terms and conditions of the API license agreement.




=5 https:/Jacple.com X

& C & Apple Inc. [US] | https:// apple.com

Web Application Disabled

Your web application has been disabled.
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U5l JSS REST API Resource Docur X

C' @& AppleInc. [US] | https://-apple.com/api/

JSS REST API Resource Documentation

Use of the JSS REST API is subject to the terms and conditions of the API license agreement.
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Restrict web-facing APl - you've probably opened i1t up for I0S
MDM.

»  Configure SAML based SSO using a secure provider with MFA.

e Onelogin

Jamf Pro e Duo
e Okta

e Google Cloud Identity

 Consider programmatically making changes over API| instead of
GUI, based on code level changes and a testing server, while
having no direct changes on the real JSS.
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» These tools can be controlled solely through text files, making
version control through git easy.

- This allows code review, but further can be used to enforce
code review.

Munki & Friends

- Used In conjunction with a product like GitHub or Phabricator,
oe sure that changes require at least two to act.

- Ensure that master pushes are blocked - merges must happen
online.










