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Getting it up and 
running
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MDM+DEP

Under the hood

What it means for Macs



Part I: MDM+DEP

Protocol, Spec, etc.



Why? What does MDM on Macs do for me?



Why? What does MDM on Macs do for me?
... or: what can’t I do with other, better tools?



DEP bootstrapping
Remote Wipe*

VPP app distribution



DEP bootstrapping
Remote Wipe*

VPP app distribution
SKEL (UAKEL)



Device Enrollment Program





Device Enrollment Program

deploy.apple.com

DEP API:
● Most HTTP bodies are JSON
● Authenticated with OAuth tokens (with a PKI exchange to get them)
● MDM server periodically syncs devices from the DEP service

○ How MDM learns about devices to send DEP profile to

DEP API Profile Fetch (Device)



MDM Protocol & Specification 



● Just an HTTPS server

● Prolific XML Plist passing: most HTTPS bodies are plists

● Sometimes responses are wrapped in encrypted or signed CMS 

(PKCS#7) messages or have detached signatures

● APNs or APNs HTTP/2 (but not yet new JWT APNs auth)

● SCEP protocol also HTTP but is largely CMS/PKCS#7 messages being 

passed

MDM: Bits on the wire



Enrollment
/enroll
/scep
/ota/enroll

https://mdm.myorg.com



Checkin
/checkin



Command Queue
/mdm/connect



Commands: InstallApplication



DEP bootstrap process



:00 :05 :07

Power-on

DEP profile fetched from Apple



:10 :16:12 :14

DEP enrollment presented

DEP MDM enrollment

Can set to skip in DEP profile

Await 
DeviceConfigured 

state



:20 :35:25 :30

User account 
creation
(can skip/can 
auto-create admin 
user)

Can’t disable.
Probably don’t 
want to.

Per-user MDM token update DEP enrollment 
done



github.com/erikng/
installapplications

gitlab.com/Mactroll/
DEPNotify

DEPNotifyInstallApplications



Virtualize your DEP testing!

https://goo.gl/XuLWYB
https://www.rderewianko.com/how-to-create-a-vm-thatll-work-with-dep-on-vmware-fusion/

Thanks @rderewianko!



The bigger picture: DEP + MDM





MDM: The Bad Parts

● APNs & DEP network requirement

● APNs & DEP availability, reliability, scalability

● Lack of adequate desired state inspection

● Complexity & restrictions of setting up an MDM

● MDM spec itself is terrible & vague in many areas

● MDM spec/features are glacial



MDM: The Bugs

● mdmclient terribly documented & buggy

● storedownloadd extremely fragile

● ever-evolving DEP InstallApplication context

● ScheduleOSUpdate & friends utterly unreliable



Part II: MicroMDM

Philosophy, getting up and running, etc.



Why Open Source MDM?

● Curiosity

● Commercial MDM ain’t cutting it

● Extensibility/expandability/API/hooks

● Source is.. Open!

● Community support

● Not just a GUI/WEB UI

● Cost



The DevOps way

vs.





MicroMDM

https://micromdm.io



https://micromdm.io



The DevOps way

vs.



Getting up and running with MicroMDM:
Things you’ll need first

Read micromdm.io/blog for full write-up...



Vendor Certificate



Vendor Certificate  (other options)

https://mdmcert.download

Export from Server App



Push Certificate

identity.apple.com



Signing up for DEP

Read micromdm.io/blog for full write-up...



Video Demo



github.com/erikng/
installapplications

gitlab.com/Mactroll/
DEPNotify

DEPNotifyInstallApplications



Thank you & QA!

And happy MDMing!
Join us in #micromdm on Slack

Jesse Peterson             @jessecpeterson     @jessepeterson


