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e "Vikings and sagas’




Halldor Guojonsson
a.k.a. Halldor KiljJan Laxness

« Has been called
«A scathing poet>»
and «A poet’s poet»

e \Won the Nobel Prize In literature In

- 1955 for the book “Indep

.-

- A . » - - -



Helmsl|Os

e Setin lceland in the late 1800s

* Published in four parts between 1937 and 1940
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I'he poem had to

* not contain any obscenity, upon the  mention that Jonas is the righttul

penalty of death head of the household
be easy to understand e talk badly about Just, generally and
specifically
* rhyme

* include the fact that Lineik is a
e include her name A bloody mare, always b|t|ng and
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Vly customer story

e the user account should NOT have admin access to the machine

e the Macs to be encrypted (FileVault)
e the user had to be able to unlock the volume on startup

* a separate admin account on the machme kadmln had 10 be
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lools are not all the same

* There is no "best tool” for Mac management




How tO choose a tool

e Feature set o Complexity

e Price e [t
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Computer
File SyStem. &n Ofﬁce 365
Application
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Vlac management 101

* “"Do everything* with an MDM profile”

e This has limitations, including some technical limitations
(depending on the vendor being used)

* Do it manually on each machine
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Using MDM profiles

MDM payloads are much less approachable than scripts

* A script is pretty straightforward; if you can get a script to work on a test
machine it should work the same when delivered via a management tool

* .mobileconfig files are ‘ditterent’

« MDM proflles cannot do everythmg (cant install MS Offlce Adobe Creatlve
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http://bit.ly/2tW8TTa

Do It manually
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Use a script

* This will give you 100% control*
o Steeper learning curve

* Fewer bugs™

- ’ e ’ v - . - ~d Al <> &d . }

AV ‘? - - .--.’ . -‘ B2 CNRC Y R - p— > - - = - ~— 4 - - AL T p ’ o~ :- - -';-' - = < — 4 - . - y
. - » — - [ » = ot . - s ghe - — L] . —— S . r - » ] . 'y - T [ER 8 > - ®
kg S .;“( y “’."“'- =2 e & — [ - N e ‘I & l(-i‘---.o- , ’_ - I T :‘,_{-ﬂ ¥ o4 ST W g Sty L '-rf.a ‘," - ‘.: .".1 ’A B N;, & il "!\1 s I ghia s -~ -
“ - A > . A -
_ - o~ » ) - § -

b PSR AT



Use a mangement tool

e ARD e Parallels

* Munki e HEAT LANrev?

AR 10| ST -+ Cortado




ordon's script

* A script that encrypts the hard disk
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fdesetup

e sudo fdesetup enable -inputplist < /path/to/
fv_users.plist -outputplist > /path/to/
- recoverykey.plist
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http://bit.ly/2tOVFUb

Gordon’s script

e (Gets the initiating user’s username

e Defines the admin username and password

e Checks whether FileVault is enabled and exits if it Is

USER=51
LOCALADMIN="INSERT ADMIN SHORTNAME HERE"
LOCALADMINPASSWORD="INSERT ADMIN PASSWORD HERE"

FVACTIVE="sudo fdesetup isactive’
FVUSERACTIVE="fdesetup list | grep SUSER | awk 'BEGIN { FS = "," } ; {print $1}'

if [ "${FVACTIVE}" == "true" ] && [ $1 == "${FVUSERACTIVE}" ]; then
echo "FileVault allready active"
echo "FileVault user active"
exit 0

fi




Gordon’s script
* Disables the Finder

¥ Prevent the Finder from launching
'<?xml version="1.0" encoding="UTF-8"7?>' > /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">"' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<plist version="1.0">' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'edict>' >> JUsers/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>P0OSIXSpawnType</key>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<string>App</string>' >> /Users/$1l/Library/LaunchAgents/com.apple.Finder.plist
'<key>RunAtLoad</key>"' >> /Users/$1l/Library/LaunchAgents/com.apple.Finder.plist
'<false/>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>KeepAlive</key>' >> /Users/$1l/Library/LaunchAgents/com.apple.Finder.plist
'edict>' >> JUsers/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>SuccessfulExit</key>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<false/>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>AfterInitialDemand</key>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<true/>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'</dict>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>Label</key>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<string>com.apple.Finder</string>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>Program</key>"' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<string>/var/root/foobar.sh</string>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<key>Throttlelnterval</key>"' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'<integer>0</integer>' >> /Users/$%$1/Library/LaunchAgents/com.apple.Finder.plist
'</dict>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist
'</plist>' >> /Users/$1/Library/LaunchAgents/com.apple.Finder.plist




Gordon’s script

e Kills the dock

 Runs an AppleScript that prompts the user to enter his password

¥ KilLl the Dock and prevent 1t from launching to mim
sudo chmod -x /System/Library/CoreServices/Dock.app

sudo killall Dock

# Display dialog asking for the

PASSWORDOK="1"

while [ "$PASSWORDOK" '= @ ] ; do
PASSWORD="/usr/bin/osascript << EOT

with timeout of 86400 seconds
tell application "System Events"
activate

set userpassword to (display dialog "Fulldisk encryption is a requirement of this organisation !
Please enter your password to begin.

Your machine will reboot to complete the process." default answer "" buttons {"Continue"} default button 1 with title "Enter Password" with hidden answer)
copy (text returned of the result) to the userpassword
-- set userpassword to "'" & userpassword & "'"

end tell
end timeout

EOT’




Gordon’s script

 Checks whether the password is OK and prompts
the user to re-enter it, If it is not

dscl "/Local/Default"™ authonly $USER $SPASSWORD
PASSWORDOK="echo $7°

if [ "$PASSWORDOK" !'= @ ] ; then

Jusr/bin/osascript << EOT

word !" buttons {"Continue"} default button 1




Gordon’s script

* Creates the fv_users.plist

¥ Create plist file for FileVault activation
'<?xml version="1.0" encoding="UTF-8"7?>' > /tmp/fv_users.plist
'<!DOCTYPE plist PUBLIC "-~//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">"' >> /tmp/fv_users.plist
'eplist version="1.0">' >> /tmp/fv_users.plist
'edict>' >> /tmp/fv_users.plist
'ekey>Username</key>"' >> /tmp/fv_users.plist
"<string>$LOCALADMIN</string>" >> /tmp/fv_users.plist
'ekey>Password</key>"' >> /tmp/fv_users.plist
"<string>$LOCALADMINPASSWORD</string>" >> /tmp/fv_users.plist
'<key>AdditionallUsers</key>' >> /tmp/fv_users.plist
'<array>' >> /tmp/fv_users.plist
'<dict>' >> /tmp/fv_users.plist
'ekey>Username</key>"' >> /tmp/fv_users.plist
"<string>$USER</string>" >> /tmp/fv_users.plist
'<key>Password</key>"' >> /tmp/fv_users.plist
"<string>$PASSWORD</string>" >> /tmp/fv_users.plist
'ekey>Certificate</key>' >> /tmp/fv_users.plist
‘<data>' >> /tmp/fv_users.plist
'INSERT BASE64 ENCODED FILEVAULTMASTER CERTIFICATE HERE' >> /tmp/fv_users.plist
'</data>' >> /tmp/fv_users.plist
'</dict>' >> /tmp/fv_users.plist
‘</array>' >> /tmp/fv_users.plist
'</dict>' >> /tmp/fv_users.plist
'</plist>' >> /tmp/fv_users.plist




Gordon’s script

* Runs fdesetup to enable FileVault

* Displays the personal recovery key to the user

¥ Enable FileVault for users
sudo fdesetup enable -inputplist < /tmp/fv_users.plist -outputplist > /tmp/recoverykey.plist

¥ Display personal recovery Kkey

PERSONALRECOVERYKEY="defaults read /tmp/recoverykey.plist RecoveryKey'

if [[ $PERSONALRECOVERYKEY ]] ; then
/usr/bin/osascript << EOT

tell application "System Events"
activate

display dialog "Here is your personal recovery key: $PERSONALRECOVERYKEY
Take note of it and store it in a safe place !" buttons {"Continue"} default button 1

end tell

EOT

fi



Gordon’s script

Renables the Dock and Finder

Disables the LoginHook

Removes the enablement script and reboots the Mac

¥ Enable the Finder
sudo rm /Users/%$1/Library/LaunchAgents/com.apple.Finder.plist

¥ Enable the Dock
sudo chmod +x /System/Library/CoreServices/Dock.app

# Disable loginhook and reboot

sudo defaults write /Library/Preferences/com.apple. loginwindow LoginHook
sudo srm /Library/FileVault/FileVault_enable.sh

sudo srm /tmp/ hostname -s'-recoverykey.txt

sudo reboot

exit 0



Gordon’s script

To deploy the script | needed to

* (Generate an admin user using CreateUserPkg

 Put the admin account into the script




V2.0°

e Since the customer needed both to encrypt the disk and change the user to
a non-admin-both of which require sudo rights—| wrote a LoginHook that

» checked whether the user logging in was ‘kadmin’ (whether $1=kadmin’)

* if not kadmin, then remove the login user from the admin group using
dseditgroup
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| OgINHOO0KS

* [nstalled by Installing a script and then running a
‘defaults write com.apple.loginwindow LoginHook
/path/to/script”




preparefilevault.sh

e Used the AppleScript part of Gordon’s script to prompt
the user to enter his passworad

* Kept the whole “echo > tv_users.plist’ part, except for
the FileVaultMasterKeychain certificate

' 4 X V‘ > - ] -.. - » - . - ‘- -— - ¥ . 4 - L'-
5 = Dn N ITaYe BB agiayelo WS Na G I = ‘ 3 2o\ 210112) o
3 — y , B ‘ p S == A\ | " 3.4,
' A ‘_.1 = ATy L ﬁ‘.c. -,—1.".':-, ?.-—,.'-‘:"F?'-'J- —1% [ § _-‘“l ‘el o)t — Y B 1 — '/‘ ..,"‘.“,;_ ¥ | = =Yy : _‘:. = B l':_’ | ) T .:-._ & L™
. s ‘ — - o\ N Nl S N S <t L o - e Sy L LA ' — . .

o, = . ™ - -‘ﬂ- ()0 s B =
' 5 o s v’ - .




The worktlow

Installation

LoginHook

Check whether Check whether
FileVault is user logging is
enabled in kadmin

User is NOT
kadmin

Delete the Run the
preparefilevault.sh preparefilevault.sh Do nothing
script script

Remove user from
admin group

Display and
escrow the key




All went well tor a while...
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until...

* [ime passed; the original FileVaultMaster keychain
expired

e OS X 10.11 was released
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cess of being

'es can,
requency in

‘hat large amounts

of extant (and pre :  that have passed

out of favour.”
-www.thefreedictic



http://www.thefreedictionary.com
http://www.etymonline.com
http://en.wiktionary.org

Holy war!



deprecated parts

or “stuff that doesn’'t work anymore’

Apple doesn't document deprecated Terminal
commands, only [Cocoa] APIs

* SIrm - secure reimaove
- Not deprecated but removed fro
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| 0OgINHOOK

 Have been deprecated since OS X 10.4

* From https://developer.apple.com/library/content/documentation/
MacOSX/Conceptual/BPSystemStartup/Chapters/Customlogin.html:

GO g Ie "mac" "loginhook" "best" Q.

All Images Videos Shopping Maps More Settings Tools

Jan 1, 2017 — Sep 20, 2017 ~ Sorted by relevance v All results Clear

Best practices for automating Office 2016 updates? - Jamf Nation
https://www.jamf.com/jamf.../best-practices-for-automating-office-2016-updates ~

Jan 27, 2017 - Software Distribution, Office for Mac 2016 ... what would be the best way to go about
forcing automatic download and installation of updates. ...... Policy within / Library/Application
Support/JAMF/ManagementFrameworkScripts/loginhook.sh ?

“But all the cool kids are doing it!”


https://developer.apple.com/library/content/documentation/MacOSX/Conceptual/BPSystemStartup/Chapters/CustomLogin.html:
https://developer.apple.com/library/content/documentation/MacOSX/Conceptual/BPSystemStartup/Chapters/CustomLogin.html:

e "Future proof” script — a.k.a. rewrite the script with
my angrily new-found knowledge
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To accomplish this

 Replace "srm” with “rm” In the script

e The “Ki‘U tth"e__iFﬁinde'r

and hide the Doc
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. aunchAgents and Daemons

to the rescue!

LaunchAgents

e for user tasks; for launching an application at login

e run In the user context; not as root




. aunchAgents and Daemons

to the rescue!

LaunchDaemons
e are for background processes
e Can run as root

- * have no idea about the user, because they don't run in the
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7~/ N
English Norwegian Danish  Swedish

\

v / N
Run English Run Norwegian Run Danish Run Swedish
with the user’s password as the AppleScript AppleScript AppleScript AppleScript
EW VWuUirnTil
VVWUI NIV
password

Watch
/Library/FileVaultWOadmin/run/

Write the username to "/Library/
FileVaultWOadmin/runfusername}"

Run the
runfilevault.sh
script

Check the System language

Pt / \ S
English Norwegian Danish Swedish
7 / \ S
Display the
recovery key, recovery key,
with Norwegian [l ecovery key, with Swedish
with Danish text
text text

Display the Display the

recovery key,
with Danish text

Display the

Escrow the recovery key

Reboot







The moral of the story

 [he environment has a lot to say about what you can and
cannot do

e The tool is not the scope; the OS is

e All tools have drawbacks
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The moral of the story

Don't think of solutions only in terms of the tools you know/like. Also
think about the platform, what it is and where it's going

e Google only knows what other people know

e [he better you understand your™ scripts, the more you know
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'l know a girl who tar outshines all others,
A lively filly in a herd of mothers;

With lovely eyes and legs so neat,

She neighs and bites and kicks her feet,
Oh, maiden sweet!

Sweet buds of Christian love will flower
Around her bower.

They've all been trying hard, | know, to win her,
But none has managed, yet | think, to pin her;
Until she found a man to keep,

A boat-owner who handles sheep,

Both wise and deep
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