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OS State of the Union

• Community continues to grow


• Use the community and Apple resources


• Share your knowledge and experience


• Apple continues to innovate


• You need to continue to learn



My perspective 
shaped by my experience















Our community is growing



Welcome first-timers



And welcome back



And we wish you were here



Share your knowledge



blogs













User groups





Conferences











twitter













IRC



macadmins.org





Podcasts



-Pepijn Bruienne 
MacAdmins Podcast

“This is a fertile time for open source projects.”





90,000 Mac computers!



Build or buy?

















What if I have 19, not 90K?





















Looking for a new home







Free but not open source





It’s OK to sell software too











Here’s what I’m seeing in the 
field



No Ethernet



No Servers



No Directory



DEP, MDM, VPP



DEP to enroll in MDM



MDM to manage



VPP to distribute apps & books



DEP, MDM, VPP



Pre-release information







WWDC 2017 Keynote Wrap-up

iOS 11 60 words

iPad 42 words

Mac 31 words

HomePod 18 words

watchOS 18 words

macOS High Sierra 14 words



Apple Support Articles

HT207828 Prepare your institution for iOS 11, macOS High Sierra, or 
macOS Server 5.4

HT208018 Prepare for APFS in macOS High Sierra

HT208019 Prepare for changes to kernel extensions in macOS High Sierra

HT208020 Upgrade macOS on a Mac at your institution

HT208025 Prepare for changes to Content Caching in macOS High Sierra





Documentation Updates



Deployment References

• https://help.apple.com/deployment/ios/


• https://help.apple.com/deployment/macos/



Deployment References

• Safari


• iBooks











What’s new in iOS 11 deployment
• Content caching


• Tethered caching


• Classroom 2.1


• Manual Device Enrollment


• Additional Apple Configurator 2 enhancements


• More secure ways to configure Mail in iOS


• OAuth support for Exchange Active Sync accounts


• TLS Updates


• tvOS management


• MDM payloads and restrictions for tvOS 11


• MDM payloads and restrictions for iOS 11



“macOS High Sierra 
great refinements in technology  

that will push the macOS experience forward.”









What’s new in macOS deployment
• Content caching


• TLS updates


• APFS


• User Approved Kernel Extension Loading


• Changes to FileVault Recovery Key Escrow payload


• Active Directory Certificate payload update


• MDM macOS payloads and restrictions,  tvOS management



Content Caching



Server 5.0: 
no checkbox for iCloud data



(Server 5.1)



10.13: Sharing preferences









TLS 1.2



Hooray for APFS



APFS

• Flash


• Extensibility


• Security


• Data integrity


• iOS, tvOS, and watchOS









Use supported workflows



For a Mac that never ran 10.13:

Always use the Installer



1st: Restore 10.12 dmg

2nd: Run 10.13 Installer



What about AutoDMG?

















“Valid system”

• Preboot


• Recovery


• macOS System


• (also VM)















If you target the volume 
traditionally







If you target the container





User Approved Kernel 
Extension Loading

(was SKEL)









MDM macOS payloads and 
restrictions

















More 
Documentation Updates



Apps Documentation

• https://help.apple.com/configurator/mac/


• https://help.apple.com/classroom/ipad/


• https://help.apple.com/profilemanager/mac/


• https://help.apple.com/serverapp/mac/







Manually add to DEP or ASM

• Non-DEP iOS devices


• 30 day provisional status


• Mandatory supervision and enrollment


• iOS 11, tvOS 11


• Apple Configurator 2.5









Profile Manager 
…without Open Directory











And More 
Documentation Updates



Services Documentation

• https://help.apple.com/deployment/business/


• https://help.apple.com/schoolmanager/







support.apple.com/guide/[APPNAME]





support.apple.com/guide/system-image-utility





support.apple.com/guide/keychain-access





If login pw ≠ keychain pw





support.apple.com/guide/directory-utility











support.apple.com/guide/[APPNAME]







What can you manage on one 
platform but not the other?



Management features from  
iOS I’d like for macOS



SecureBoot



Supervision



Activation Lock



Managed Open In



Finally a burning question



Should people use an 
ADMINISTRATOR 

account for everyday use?



Home user probably fine



What about in a company?



Admin vs Standard

• Anyone can agree to a kernel extension now


• SIP prevents even root from modifying some things


• Administrator required to enroll in and remove MDM


• Administrator required to print and change date & time



If your users use standard 
accounts, you should too



Because in the end, 
it’s all about the users.



OS State of the Union

• Community continues to grow


• Use the community and Apple resources


• Share your knowledge and experience


• Apple continues to innovate


• You need to continue to learn



Thank you!
arek@arekdreyer.com


