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GD Parallels Desktop for Mac Business Edition

Allows IT admins to deliver corporate applications remotely to any device. Publish applications and deliver both VDI and RDSH to any

IIl ‘ device anywhere in the world.
~—\
P> | Parallels® Mac Management SCCM
5 II Extends your existing SCCM infrastructure to control and manage Mac computers.

Parallels® Remote Application Server

I I Deliver Windows and Windows applications, to employees with Macs - also enables [T admins to centrally deploy and control windows
| VM images on a Mac.

Global Leader in Cross-Platform Solutions

Empowering IT to support Cross-Platform solutions
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Before we pegin
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Discovery & Inventory Compliance & Reporting Software &
—nroliment Settings OS Deployment

¢ = € E

Manage Macs in SCCM with Parallels Mac Management

Unified PC & Mac Management
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Admin Console

Extensions

* Parallels Proxy

enables communication of Macs with
SCCM

f_> SMS Provider
> Parallels Proxy

Bl B B B Bl B B g
5y |

e Parallels Mac Client

performs management operations on Macs

— * Admin Console Extensions

adds Ul to enable Mac management

 NetBoot Server

Primary Site

enables macOS image deployment

~arallels Mac Management Deployment

Parallels Mac Management
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1§ Selected Object Folder Tools System Center Configuration Manager (Connected to T12 - Test site) -l & x|
- Home All Mac OS X Systems Collection Close -~ ©
& Q + lﬁ A 7= I Q V. .Q:' ») ?Manage Out of Band ~ Endpoint Protection X Delete ﬁ ‘
: i d — " i) Clear Required PXE Deployments & Edit Primary Users -~ o
All Mac OS X Saved Parallels Add Remove from Install Reassign Client Start Approve Block Unblock . o ._. Refresh  Properties
Systems + | Searches= | ManagementTools* | Selected tems =  Collection  Client  Site’  Settings = = w Client Notification ~ ¥ Change Ownership
Search my-test-mac Device Properties
(- v | &¥ \ » Assetsand Compliance » Overview » Devices » All Mac OS X Systems v 2 |
Assets and Compliance < All Mac OS X Systems 1 items
4 B Overview Search Search Add Criteria v
L Users lcon Name Client Type Client Site Code Client Activity
4 & Devices L my-test-mac Computer Yes T12 Active
& All Mac OS X Systems
-test-mac Properties -
# User Collections D my pe
& Device Collections [ General I Deployments I Variables | FileVault 2
User State Migrati
3? ser State Migration This Mac is managed with Parallels Mac Management.
¥ ] Asset Intelligence _}
(=l Software Metering FileVault 2 details: -
» __| Compliance Settings ! e
e 2 Hardware ID 55534750-F408-5A42-B583-085D9A3194. .
* __ Endpoint Protection Serial Number CO2HT35SF57)
» | All Corporate-owned Devices Personal key
Institutional key
4 || Parallels Mac Management LVGUUID
{©) FileVault 2 Encryption Information LVuuID
PVUUID
Encryption Status Encryption not enabled
my-test-mac v
# Assets and Compliance .
_ General Information Related Objects A
rﬁ Software Library ' -
Name: my-test-mac Primary User
. Monitoring Client Type: Computer
B Client Check Result: No Results
fT{f Administration Remediation:
Active Directory Site: Default-First-Si oK - v

Ready

" Summary | Client Check Detail | Malware Detail
o L

Seamless Integration with SCCM
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Parallels Network Discovery properties for site T12 -

General | Accounts | Boundaries

Subnets | Schedule

' !i, Parallels Network Discovery

[v] Enable network discovery

Configure settings to discover Mac computers on the

Nmap scan settings

Specify the TCP ports to scan:

Nmap timing policy:

225485500

Use a comma, space

Polite (T2)

Active Directory System Discovery Properties

General | Polling Schedule | Active Directory Attributes | Options

&, Active Directory System Discovery

Configure the settings to find computers in Active Directory Domain Services.

[ ] Enable Active Directory System Discovery

Active Directory containers:

Fiter...

Distinguished Name Recursive Group
There are no items to show in this view.

Account

OK Cancel

® O w Install Parallels Mac Management for Microsoft SCCM

The installation was completed successfully.

© Introduction

+ License

>
~Installation The installation was successful.

~ Summary The software was installed.

|| Parallels

—nrollment Option of Choice
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General

© Wy

CDs & DVDs  Displays

#
./v.
(/7 Ae
>

Ink

Internet
Accounts

iCloud

n

Users & Parental
Groups Controls
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Parallels Mac

Management

Desktop & Dock
Screen Saver

Energy
Saver

s ©@ u-

Extensions

&» @

App Store

System Preferences

E_

o v

Mission
Control

111111111111

11111111111

xxxxxxxxxx

111111111

K

Network

]

eyboar

L]

Dictation
& Speech

O]

Language Security
& Region & Privacy
Mouse Trackpad

-

Sharing
3k I
A
18
Date & Time Startup
Disk

Q|

X

-

Spotlight

-

Printers &
Scanners

®

Time
Machine

Notifications

Sound

Accessibility

-

® <
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SCCM

Property

Certificate expiration date

Certificate subject name

Connected to SCCM Proxy

Policies received
SCCM Proxy URL
Site code

Unique identifier
Version

Connect

Parallels Mac Management for Micros Q

View the client properties for Parallels Mac Management for Microsoft

General
Value

September 14, 2026 at 4:37:18 PM GMT+3
d0c35447-f251-6249-96¢c4-07658%adcc3f

September 16, 2016 at 4:37:39 PM GMT+3
September 16, 2016 at 4:37:20 PM GMT+3
https://win2012r2-001.pmm12.dom:8760/isvproxy/rpc
Ti12

d0c35447-f251-6249-96¢c4-07658%adcc3f

5.0.0.41

Send Problem Report...

——

Parallels Mac-Client Widget
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CF System Center Configuration Manager - Resource Explorer -
E].

;S mydest-mac Filter...
.. Hard
E] @ aroware Name Full Name Home Directory Logon Server Number Of Logons

" g Apple Wamanty Info I I I |
. [, my+est-mac\pma-demo pma-demo (PR ciems W ] ’ S t f
- g CDROM Drive yS e I n O

: L, my4est-mac'\root System Administrator /var/root \\* 0
----- =3 Disk Drives L, my+test-mac\admin admin /Users/admin W\ 0
. 0

... FileVautt 2 Disk Encryption L, my4est-mac'\user user /Users/user AW

- Installed apps

) Network Adapter

1. Network Login Profile:
----- ﬁ Operating System
-4 PCBIOS

... Printer Device

- FilleVault 2 status

+-»@ USB Controller
-4 Video Controller
- L% Workstation Status
;—% Hardware History
#- 4 Software

- User logon data

Nnventory Information Reportin
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B Create Setting

Mac OS X Configuration Profile

noncompliant value to the script as a parameter.

Edit Script... Script status:

Specify the script to remediate noncompliant setting values found on client devices. Configuratiq

Shell Script is created

OK

General | Compliance Rules
]
Specify details about this setting that represents a business or technical condition to assess for {
devices.
Name: Compliance detection and remediation 5= C?hﬁ??ranon item
Description:
“n | General
Setting type: Script v 26) Passcode
Data type: Boolean v 1 payload configured
Discovery script ‘ E/g EXChange
Ot conniguredq
Specify the script to find and retum the value to be assessed for compliance on client devices. - .
retum the script value to Configuration Manager.
& Dock
Not confiqured
Edit Script... Script status: Snhell Script is created .
% . Contacts
Remediation script (optional) ) Not configurec

fe) oendar
@ Network

b

L — .___:_M.::-.“i
aw. Certificate
[ onfigure

/4 Security & Privacy
O =T

~ 41

onnigurec

Passcode payload

[ ] Allow simple value
Require alphanumeric value
Minimum passcode length

12|~

Minimum number of complex characters

2 |v

Maximum passcode age

80

Maximum Auto-Lock

)& e3 = e W e Y ac elanse

5 minutes v

Passcode history (iOS only)

Maximum grace period for device lock (iOS only)

o e e =) = = = romie ) r NASS e (

Never v

Maximum number of failed attempts

10(~

.

FileVault 2 Configuration Item

3-| Configuration ltem

OK Cancel

Help

Compliance Enforcement

|| Parallels’

FileVault 2 Configuration Item

Name: FileVault Configuration ltem
Description:
Key type: @ Personal

() Institutional

Enter path to FileVault 2 public key file:

Browse..

OK Cancel

Help




Parallels Mac Client Package (T12) Properties 3 Google Chrome.app Properties

General | Data Source | Data Access | Distribution Settings | Reporting | Content Locations | Security Security
Name: Parallels Mac Client Package (T12) General Information | Application Catalog | References | Distribution Settings | Deployment Types | Content Locations | Supersedence
Version: 4532 Name: Google Chrome.app
Marufacturer. s Administrator comments: A
Language: English v
Comment: This package is automatically created and distributed so that Parallels Mac Client can | A Publisher: Google Software version: 38.0.1
uparade itself from a closest DP.
Optional reference:
Administrative categories: A Select...
v
[ ] Date published: 8/12/2016 B

[ ] Allow this application to be installed from the Install Application task sequence action without being deployed

Specify the administrative users who are responsible for this application.

Owners: administrator Browse...
Support contacts: administrator Browse...
Created date: 8/12/2016 4:.06 PM Revision: 2

Created by: PMM12\administrator Status: Active

Modified date: 8/12/2016 4:12 PM Superseded: No

Modified by: PMM12\administrator

Packages Applications

Software Deployment

Packages and Applications
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00 &)l Parallels Application Portal

F v Installed Applications (Q )

|
Featured Applicatons
CATEGORIES
Featured Parallels Desktop for Mac Install
e s Publisher: Parallels Published on: 10/23/15 3:18 PM
Productivity Hide details a
Virtualization Category: Virtualization, Productivity
Web Browser Size: 287 MB
Documentation: Getting Started with Parallels Desktop
PUBLISHERS Run Windows 10 and OS X® E| Capitan with ease. Use Microsoft Cortana®, your virtual assistant, on your Mac.
All
Google JINErFAPPIICAations
Microsoft Firef
. retox Remove
oz Version: 38.0.1
Parallels Publisher: Mozilla @ |nstalled on: 10/23/15 3:23 PM
Show details v
Google Chrome Install
Version: 28.0.1500.71
Publisher: Google Published on: 10/23/15 3:08 PM
Show details v
. Skype Install
| - Version: 7.10
P L Published on: 10/23/15 3:23 PM
Show details v

Software Deployment

Parallels Application Portal

|| Parallels’




Ly Folder Tools System Center 2012 R2 Configuration Manager (Connected to T12 - Test site stand-alone) -l 8| x|

- Home Folder - @

| - — : r .1 . - r
3 [ ii 3 ;"'I ‘ 7? m / Enable {2 Copy C" #f p" ) a —
' - LV{' > ' - : . Disable () Refresh - S & ' — l—
Deploy Distribute Create Prestaged Move

“y

Create Task Create Task  Create Task  Import Task Saved Edit Task Edit Set Security Properties
Sequence for Macs Sequence Sequence Media Sequence Searches ~ Sequence for Macs # Export X Delete Content Content File Scopes
Task Sequences Create Search Deploy OS X 10.11 El Capitan Task Sequence Deployment Move Classify Properties
&~ 7 v 'E] \ » Softwarelibrary » Overview » Operating Systems » Task Sequences Deploy OS X 10.11 El Capitan - Task Sequence Editor for Macs - vz ) ‘ l l S't O m N e‘t B O O't S e rve r'
Software Library < Task Sequences 2 items Add~ | Remove | 29 B Properties ' Options
4 ﬁ Overview Search o Apply OS X 10.11 Image Type: Tols Domai Add Criteria ¥
» | Application Management lcon Name Descriptig 0 Retrieve Mac Serial Number Name: Join Domain ] ]
» ] Software Updates ) Deploy OS X 10.10.2 Yosemite Deploys 0 Set Hostname Description: I I I -te rat e d W I -t ‘ I W D S
4 (] Operating Systems Bl DeployOSX1011EiCapitan  This task
& Drivers
Bs Driver Packages Domain:
&S Operating System Images [pmm12.dom Browse...
- Custom macOS boot
& Boot Images [ Browse...
EJ Task Sequences Account with permissions to join the domain:
s Virtual Hard Disks [pmm‘lZ.dOm\Administra!or Set...
|
Password:
e enty 0' I
Allow administration for groups:
Add...
Deploy OS X 10.11 El Capitan s v
| |
Familiar SCCM workflow
Name: Deploy OS X 10.11 EI C4
Description: This task sequence will ¢
Package ID: T1200018
. . Package Type: 4
.’f' Assets and Compliance Boot Image ID:
ﬁ Software Library
[_] Create mobile accounts at login aS e l | e n ( :e S
. Monitoring
- OK Cancel
~ 1( Administration I I ]

Summary | References ] Deployments ]

- GRBDD sanms

MacOsS Image Deployment

®
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Task Sequence Editor for Macs

General | Steps

« Pzkallels OSD Task Sequence Wizard Utilities

B s,

A v %
Fri 5:50 AM

Add v | Remove | °9 (2 Properties | Options

Apply OS X Image
Capture OS X Image
Install Software

Join Domain

Set Hostname

Set Varniables

Group

pe Group
ame: Group
2scription:

0 Apply OS X Image

o Install Software
0 Set Variables
0 Set Hostname
o Join Domain

OK

Cancel

Parallels Task Sequence Wizard

Select a Task Sequence

Deploy OS X 10.11 El Capitan

This task sequence will deploy OS X El Capitan and join this Mac to AD
domain for demo purposes.

Deploy OS X 10.10.3 Yosemite
Deploys only OS X 10.10.3

Jask seguence Steps & Wizard

MacOS Deployment

|| Parallels’
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Apple DEP Integration

Primary Site DMZ Request

for enrollment

©

ConfigMgr Parallels

Console PMM Proxy DEP Senvice MDM Service
@ : Get ass.i gned
Secondary Apple DEP Web Service : profile
Site |
\\ !
PMM Proxy VirtualMDM | | o - L _ _ _ _ _ _ _ _ _ |

Service

|| Parallels’




SCCM Hirachy mapping to Apple DEP

ypical SCCM Hierarchy Mapping to Apple DEP

Central Administration Site Central Administration Site
Primary Site Primary Site Primary Site Primary Site
ConfigMgr ConfigMgr Parallels e Parallels
Console il Py - Console ShibA AR DEP Service DEP Service
J J A A
( a
Secondary Secondary Secondary Secondary Apple DEP Web Service
Site #1 Site #2 Site #1 Site #2 A 4 v
Virtual MDM Virtual MDM
PMM Proxy PMM Proxy PMM Proxy PMM Proxy Service Service

|| Parallels’




How many drops for you is this, lieutenant? Thirty-eight. Simulated.
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How many combat drops? Uh, two. Including this one.

|| Parallels A



Ity System Center Configuration Manager (Connected to T12 - Test site) - 8] x|

R o ~ @
Q !? x + ('} Refresh D

Saved Assign Un-assign Assign Properties
Searches ~ Enroliment Profile Enrcliment Profile devices to site

Search Dep Properties
? v | & \ » Administration » Overview » Parallels Mac Management » Device Enroliment Program » Devices v 2 ‘
Administration < Devices 100 items
4 Ef} Overview Search Search = Add Criteria ¥
* |l Hierarchy Configuration Serial number SCCM.site EnrolmentStatus  Model Description Asset tag Profile status
» [ Cloud Services 6DBDOE7DSF14447D50 MacBook Air 13.3 - inch MacBook Air 13.3 - inch 5961981 empty
» (] Site Configuration 8CB31ECIBDE6352A96 Mac Mini Mac Mini 1225880 empty
& Client Settings E72E0D5964F05C8835 MacBook Air 13.1 - inch MacBook Air 13.1 - inch 5762901 empty -
» & Security 3012AE3ADGF4489868 MacBook Air 13.1 - inch MacBook Air 13.1 - inch 4175584 empty
e ) E29C30CE9ELSE12268 MacBook Pro 13.3 - inch MacBook Pro 13.3 - inch 1182402 empty
& Distribution Points
— 9553A489AD0030C805 MacBook Pro 15 - inch MacBook Pro 15 - inch 5888362 empty
& Distribution Point Groups : ;
7ABA301880B135EE9A MacBook Pro 15 - inch MacBook Pro 15 - inch 1719479 empty
* (i Migration 438BECEA20CCAFDFOF iMac 20 - inch iMac 20 - inch 5056224 empty
4 Il Parallels Mac Management 993E540F4C2517F902 MacBook Pro 154 - inch MacBook Pro 154 - inch 3904326 empty
& Discovery Methods F8937028ADE637E0D3 iMac 17 - inch iMac 17 - inch 4681483 empty
& Mac Client Enroliment E212482E1D9A88D592 MacBook 17 - inch MacBook 17 - inch 2972249 empty
4 || Device Enroliment Program 3807C29CD17F42FC13 iMac iMac 4071744 empty
A DEP Instances 95298BAS82AE2D7B59 iMac 17 - inch iMac 17 - inch 2770080 empty
A Enroliment Profiles COB1FEOB4AB0AA001E iMac 24 - inch iMac 24 - inch 3189632 empty
;‘,' oo DE21169472216CAEES MacBook Air MacBook Air 1824887 empty
AT3DC3487F24AE968F MacBook 17 - inch MacBook 17 - inch 5304833 empty
C5B434F0700875464C MacBook Pro 15 - inch MacBook Pro 15 - inch 2634419 empty
ABOEB1F2D3EF692588 MacBook Air 13 - inch MacBook Air 13 - inch 4563326 empty
F3326F76A1D6143143 iMac 21.5 - inch iMac 21.5 - inch 1974005 empty
g*' e e DFF5379C1224998B48 iMac 21.5 - inch iMac 21.5 - inch 4003683 empty
' 92412188C584E741F2 iMac iMac 1721597 empty
ﬁ Software Library AF34DBEOED32E0C2FD iMac 5 - inch iMac 5 - inch 5169674 empty
.‘ Monitoring 09A158B420B6429FE3 iMac 17 - inch iMac 17 - inch 3472925 empty
: 2808DC2552C4E4E7CE MacBook Pro 13 - inch MacBook Pro 13 - inch 3334895 empty
], Administration 23BFBSDSFCBOS0DI6F MacBook Pro 2.5 - inch MacBook Pro 2.5 - inch 3984289 empty
» (A4TEO46TABOAZS95E MacBook 13.3 - inch MacBook 13.3 - inch 5352968 empty
= AFABAADAADARAN AT PR - tancara .
-+~ - — ——— vy
JEla w68 < - CBDE e

SCCM Console with Apple DEP Integration

®
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Software Update Mana
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g Folder Tools Search Tools System Center Configuration Manager (Connected to T12 - Test site) - ol x|
n Home ‘ Folder Search ~ @
c» 7 0o
Synchronize Run Schedule Saved
Software Updates Summarization Summarization Searches ~
All Software Updates Reports Search
| (— v l c@ \ » Software Library » Overview » Software Updates » All Software Updates v z

Software Library

B

_ Software Updates

|af Approval Requests

(%] Global Conditions

#4 App-V Virtual Environments

Y& Windows Sideloading Keys

=] Application Management Policies

.c@' All Software Updates
&1 Software Update Groups
Deployment Packages

= Automatic Deployment Rules

_ Operating Systems

»

gc; Assets and Compliance

ﬁ Software Library

_.| Monitoring

o

A

f- Administration

< All Software Updates Search Results - 11 items shown

apple

lcon Title

AirPort Utility

=1

iTunes

ITunes

OS X El Capitan Update
0OS X Update Combined
Remote Desktop Clien...

Safan

Safan

Security Update 2015-...
Security Update 2016-...
Security Update 2016-...

I 4

1 =1 21 21 21 21 21 21 21 21

Bulletin ID
081-7170

zzzz031-45...
zzzz031-31...

031-48300
031-30888
031-21283
031-45942
031-28342

zzz031-27...
zzz031-46...

031-40039

Required

0
0
0
0
0
0
0
0
0
0
0

Installed  Percent Compliant

0

o O O O O O O o o o

0

o O O O O O O o o o

Downloaded

No
No
No
No
No
No
No
No
No
No
No

A

4/ Search

Add Criteria

Deployed
No
No
No
No
No
No
No
No
No
No
No

Ready

gement




{1y System Center Configuration Manager (Connected to T12 - Test site) -1 o] x|

. X
il p ¥ 2 £ 1NE

(==

Import User Import Computer Saved Parallels Device| Properties
Device Affinity  Information Searches ~ Management Tools ~ .
Create Search Connect via VNC
| (- v (& \ » Assets and Compliance | et v z
=] Machine Policy Retrieval and Evaluation Cycle
e ‘ Request Inventory Update
4 ¥ Overview . Execute Script ~ >earch | Add Criteria ~
3) T Install Parallels Mac Client lGade Client Activity
& Devices Send Problem Report 2 Inactive
# User Collections = = my-test-mac Yes T12 Inactive
é Device Collections |1,L..' WIN2012R2-001 No
&9 User State Migration 1 x64 Unknown Computer... No T12
. _ N x86 Unknown Computer... No T12
» || Asset Intelligence
@ Software Metering
» [ | Compliance Settinas N
g'; Assets and Compliance
admin’s Mac mini v
@ Software Library
Bl Monitoring General Information Client Activity Related Objects (3
& . , Name: admin’s Policy Request: 8/19/201 Primary User
ri LS Mac mini 6 5:26 PM
Client Type; Comouyter Heartbeat DDR; 01 -
Summary | Client Check Detail | Malware Detail | Antimalware Policies | Client Settings

Ready

Remote Management [00Is
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Parallels SCCM Parallels SCCM

Discovery and Enroliment Software and Patch Deployment

AD system, network discovery and automatic ® Deploy software via SCCM Package Deployment ®
enrollment

Manual enroliment O O Deploy software via SCCM Application Deployment O O
Inventory Self-Service Application Portal for Macs O
Hardware and software inventory O ) OS X Patch Management O
Collect AppleCare warranty status O OS X Image Deployment

Compliance Deploy OS X images via SCCM O
Deploy Mac OS X Configuration Profiles O Support for SCCM Task Sequences and Task Sequence steps O
Easy to use OS X Configuration Profile editor O Remote Assistance

Push scripts as SCCM Configuration ltems O O Remote Assistance via VNC and SSH O
Enable FileVault 2 encryption O Configuration

Escrow and retrieve FileVault 2 personal keys O Works without PKI infrastructure O

Parallels Mac Management vs. Native SCCM 16710

Standardized PC & Mac Management under single pane of glass

|| Parallels’




“SCCM is designed for extensibility, and the
Parallels Mac Management plug-in was built to
help expand and enhance System Center’s
management of Macs Iin enterprise
environments. A single team with one set of
tools can use the Parallels plug-in and help
decrease redundancies and reduce OPEX
costs.”

Andrew Conway
SrDirector Product Marketing
Microsoft






Take the Survey:
Get Parallels Mac Management Lab-License

Get Parallels Desktop Business License

Chance to Win Angelbird SSD

\| Parallels

success.parallels.com/macsysadmin2016.html

Ve Need Your Help!

Share your experience and win
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