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73,700 
Employees

25,000 
Engineering Staff

6.3 
Billion 

R&D

As reported on Cisco Systems, Inc. Annual 10-K Report filed with the United States Securities and Exchange Commission For the fiscal year ended July 30, 2016.
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The ‘90s
Prehistoric 68k & PowerPC Era





1998
EoL Announcement



April 15, 1998 

May 1, 1998 

June 1, 1998 

June 30, 1998 

July 31, 1998

Decommissioned AppleTalk PAP Printing 

Decommissioned AppleShare IP 6.X Servers 

Removed Macintosh offerings from standard catalog 

Disabled SFM on Windows NT Servers 

Stopped support and repair of Macintosh computers





One Decade Later
Challenge: There are still thousands of Macs!
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Critical Mass
Community and Help Desk
Support Added

Limited Device 
Management with Altiris

Managed
Introduced Casper Suite

Cisco Hot Swap added in 
EMEA

Trusted
93% Trusted Device 
Compliance with Casper

AppleCare Enterprise

Cisco Hot Swap added to 
US

Flexible
Pervasive use of 
ACE

Just in Time Ordering

Device Plus Specs

2008 - 2010
5,000 Macs (4%)

~90 days OS TTC

Image + OS Costs

All Engineers

VM Usage High / Required

~$800 more than PC

2011 - 2012
15,000 Macs (12%)

~60 days OS TTC

Image + OS Costs

Engineering and Sales

VM Usage High

~$500 more than PC

2013 - 2014
25,000 Macs (24%)

~45 days OS TTC

Image Costs, OS Free

Everyone, No Contractors

Moderate VM Usage

~$300 more than PC

2015
38,000 Macs (35%)

~8 days OS TTC

No Image or OS Costs

Everyone, No Contractors

Moderate VM Usage

~$200 more than PC

The Beginning
Macs offered for first-time

Community only support

Apple Store for HW Support

Apple CSS FAT Image

No Device Management
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2013
Challenges: DM, Non-Bound Macs, & FileVault PRK Escrow



casper.cisco.com
Internal Go-Live





3.0 3.6
Missing UXF Vovici UXF

Key validity based on LVUUID litmus test Key validity based on validation transactions

Does not enforce single-use keys Detects key usage & enforces single-use 
keys

Rekey requires two reboots Requires zero reboots

Rekey takes hours or days to complete Takes seconds to complete

Missing Deferral Tracking 10X Granular Deferral Tracking

*3.5 encryption feature-set only available on OS X 10.9 and higher; all other features available on OS X 10.8.0 through 10.9.X



























Key Validation

Encryption Lifecycle

Password Policy

Key Usage Detection

CTDA Requirements

Deferral Tracking

Key Regeneration

Feedback Facility





On Binding



Binding Benefits

Login Window Authentication 

Single Sign-on 

Password Reset 

Share Mapping 

Group Policy



• ~ 1000 Expired Account Cases per month 

• No password expiry on local accounts 

• No automated password sync with AD 

• No Kerberos SSO



EnterpriseConnect
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44,500

85,000

10,500

+ 2%

+ 0.7%

+ 3%

30%

63%

7%



Challenges 

• Proactive Support


• New Computer Setup Process (New Hire & Refresh Migration)



SmartSupport
Proactive Support Fueled by Metrics
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Vanilla OS Mac External Volume Booter - Wipe & Reload

Authenticated Enrollment into casper.cisco.com

Initial Boot + Start DEP Controlled Apple Setup Assistant

Device secured with casper.cisco.com MobileConfig profiles

Device login enabled; user logs in for first time

Cisco Setup Assistant for Macintosh

FreshPath

estore.cisco.com – apps & services

RefreshPath

Future 
estore + casper 

integration



Cisco Setup Assistant
Simplicity through Automation.

now available for macOS Sierra



Beta



Beta



Beta



Beta



Beta



Beta



Beta
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Lilac (Beta) 
January 2016

Black Diamond (R1) 
March 2016

Rose (R2) 
May 2016

Peridot (R2.1) 
June 2016

Jonquil (R2.2) 
July 2016

Cobalt (R3) 
August 2016

Cobalt Blues
(R3.0.1) 
September 2016



Release Description Date
Lilac (Beta) Beta is born January 2016
Black Diamond (R1) Major Feature Release: First GA March 2016
Rose (R2) Major Feature Release: Second GA May 2016
Peridot (R2.1) Maintenance Release June 2016
Jonquil (R2.2) Maintenance Release July 2016
Cobalt (R3) Major Feature Release: LaunchD & NSAuthorization August 2016
Cobalt Blues (R3.0.1) Maintenance Release: Password, Safari, & VPN Defect Patches September 2016
Cobalt Sunset (R3.1.0) Minor Feature Release: Annual macOS Support Update October 2016
Amethyst (R4) Major Feature Release: OptionsViewController October 2016
Amethyst Dreams (R4.0.1) Maintenance Release: Defect Patches November  2016
Siberian Amethyst (R4.1.0) Minor Feature Release: Enterprise Tools December 2016* 

2018Amethyst Skies (R4.1.1) Maintenance Release: Accessibility & Foundational Resiliency January 2017



Amethyst R4



Smoky Quartz R3.1 Amethyst R4
Unipath Multipath

Manual WebEx Tool Configuration Automatic WebEx Tool Configuration

Lacks New Hire Video (NHV) Auto-Plays NHV with Intelligent Audio

Local Package Manifest Remote Package Manifest

Package Updates Require Recompilation Package Updates On The Fly

No User Options Users Empowered with Choices
Sensible Defaults With Restrictions

Swift 2.2 Swift 3

*3.5 encryption feature-set only available on OS X 10.9 and higher; all other features available on OS X 10.8.0 through 10.9.X











Siberian Amethyst R4.1



Amethyst R4 Siberian Amethyst R4.1
SofToken II with Manual Keying MobilePass with Automatic Keying

Manual Printer Setup Automatic Location Based Printer Setup

Requires Existing Service Accounts Auto-Provisions Service Accounts

Cisco Password App & Policy Apple EnterpriseConnect Tailored by Cisco

No Software Updates Apple, Cisco & 3rd Party Software Updates

No Cisco Spark or Box Integration Cisco Spark & Box Integration

*3.5 encryption feature-set only available on OS X 10.9 and higher; all other features available on OS X 10.8.0 through 10.9.X



FireRuby R5. And Beyond.



Release Description Target
R5.0.0 Migrate from Another Mac March 2017
R5.0.1 Maintenance Release April 2017
R6.0.0 Migrate from CrashPlan* May 2017
R6.0.1 Maintenance Release June 2017
R7.0.0 Migrate from Windows* July 2017
R7.0.1 Maintenance Release August 2017
R7.1.0 macOS 10.13 Support Release September 2017
R8.0.0 Migrate to Windows* February 2018
R8.0.1 Maintenance Release March 2018
R9.0.0 Resiliency & Security Release July 2018
R9.0.1 Maintenance Release August 2018
R9.1.0 macOS 10.14 Support Release September 2018

* Requires joint development with CCPS PCSA team.



Cisco Setup Assistant
for macOS 


