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Troubleshooting Apple Devices

• Stop troubleshooting 

• Provide great service when you do 

• Use appropriate tools 

• Use and build community



Stop troubleshooting



Stop troubleshooting

• Solidify your infrastructure 

• Don’t break production stuff 

• Be systematic 

• Be proactive 

• Gather information



“Fix your Wi-Fi!”





Don’t break production stuff

(you are not facebook)





(RAID is not backup)



Be systematic



“The reason I didn’t like it 

was because


I couldn’t instrument it”





















Be proactive















Logs and verbose output

Gather information



history









Remote monitoring

1. Enable remote connections 

2. Open SSH connection 

3. Watch logs 

4. Attempt loginwindow login







Provide great service when you 
do troubleshoot



For your users

• Walk a mile in their shoes 

• A few words about documentation



Sit in the user’s seat

(three anecdotes)



“It appears I lost 8600 songs from iTunes"

“Any quick and easy fixes 
that you can think of from 

overseas?”



“I think someone at my party 
hacked my laptop camera”







“Lauren can’t log in to the online 
electronic medical assistant”



















Lauren can’t access website

• Must use Firefox  

• Can’t access on her computer 

• Can access on another computer



I remembered Marco’s example





Long Story Short: 
Wrong URL



Long Story Short: 
Wrong URL

Showed how to update 
Bookmarks.



Provide excellent updated 
documentation







Use appropriate tools

• Command line 

• Built-in apps 

• Third party 

• Apple Watch



Command line tools





Preferences Plists Profiles

• defaults 

• plutil 

• profiles 

• xmllint --format original.mobileconfig > modified.mobileconfig





Capturing Traffic

• tcpdump 

• X11 -> Wireshark















Demo: iOS 9 file sharing?





Built-in apps



defaults write com.apple.DiskUtility 
DUDebugMenuEnabled 1









Wireless Diagnostics



hold 
option 
key







Mail Connection Doctor





















System Information









Third party apps



iOS Console



Which Caching service is my 
iOS device using?







Push Diagnostics



Services Test







Apple Watch







A little more fun 
with Apple Watch









Use and build community











And thanks for being here

(you at home too)



Troubleshooting Apple Devices

• Stop troubleshooting 

• Provide great service when you do 

• Use appropriate tools 

• Use and build community



About that iOS and 
OS X thing

One more thing:











Troubleshooting Apple Devices

• Stop troubleshooting 

• Provide great service 

• Use appropriate tools 

• Use and build community



NO 
Q&A



Now for some followup



“Let me tell you 

about 1986.”



















See platohistory.org

http://bitsavers.informatik.uni-stuttgart.de/pdf/cdc/plato/
97405900C_PLATO_Users_Guide_Apr81.pdf




