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“I don’t know how to read 

logs.”

“I’m not a terminal person.”



“I hate text.”





Apr 24 20:51:58 Skara-Brae 1PasswordAgent[173]: [HYBI] socketDidDisconnect: Error 
Domain=GCDAsyncSocketErrorDomain Code=7 "Socket closed by remote peer" UserInfo=0x100356080 
{NSLocalizedDescription=Socket closed by remote peer}
Apr 24 20:54:41 Skara-Brae sandboxd[13664] ([13658]): TextEdit(13658) deny file-read-data /Users/
marczak/Dropbox/Library/FontCollections
Apr 24 20:54:59 Skara-Brae 1PasswordAgent[173]: [HYBI] socketDidDisconnect: Error 
Domain=GCDAsyncSocketErrorDomain Code=7 "Socket closed by remote peer" UserInfo=0x10181e500 
{NSLocalizedDescription=Socket closed by remote peer}
Apr 24 20:56:00 Skara-Brae 1PasswordAgent[173]: [HYBI] socketDidDisconnect: Error 
Domain=GCDAsyncSocketErrorDomain Code=7 "Socket closed by remote peer" UserInfo=0x101a181a0 
{NSLocalizedDescription=Socket closed by remote peer}
Apr 24 20:56:56 Skara-Brae Keynote[9399]: kCGErrorIllegalArgument: _CGSFindSharedWindow: WID -1
Apr 24 20:56:56 Skara-Brae Keynote[9399]: kCGErrorFailure: Set a breakpoint @ 
CGErrorBreakpoint() to catch errors as they are logged.
Apr 24 20:56:56 Skara-Brae Keynote[9399]: kCGErrorIllegalArgument: 
CGSSetWindowShadowAndRimParametersWithStretch: Invalid window 0xffffffff
Apr 24 20:57:00 Skara-Brae 1PasswordAgent[173]: [HYBI] socketDidDisconnect: Error 
Domain=GCDAsyncSocketErrorDomain Code=7 "Socket closed by remote peer" UserInfo=0x101a1ab30 
{NSLocalizedDescription=Socket closed by remote peer}











- grep

- sed

- awk

- any regex

Parsing Tools



Mar  9 08:32:37 Skara-Brae configd[15]: network configuration changed.

Mar  9 08:32:37
Skara-Brae
configd[15]:
network configuration changed.

} Timestamp

} Hostname

} Process

Message

}



Traditionally: /var/log

Apple adds: /Library/Logs
  ~/Library/Logs

Where are Log 
Files Stored?



- Direct file access

- syslog message

How did I get Here?



Direct Write
echo “Starting application” >> /logs/myapp.log
echo “Something happened” >> /logs/myapp.log
echo “Ending application” >> /logs/myapp.log



Direct Write
echo "$(date) ${0}: App started" >> /logs/myapp.log

APPNAME=${0}
LOGFILE=”/logs/${APPNAME}.log”



Direct Write
APPNAME=${0}
LOGFILE=”/logs/${APPNAME}.log”

function log {
  echo "$(date) ${APPNAME}: ${1}" >> ${LOGFILE}
}



Syslog



Syslog
$ grep syslog /etc/services 
syslog              514/udp # 
syslog-conn     601/udp     # Reliable Syslog Service
syslog-conn     601/tcp     # Reliable Syslog Service



Syslog-Messages
Messages are categorized by:

Facility

Severity



Syslog-Facility
notice
authpriv
remoteauth
ftp
install
internal
kern
mail



Syslog-Severity
(aka Priority)
Emergency     (level 0)
Alert             (level 1)
Critical         (level 2)
Error          (level 3)
Warning        (level 4)
Notice           (level 5)
Info               (level 6)
Debug            (level 7)



Syslog
Bash: logger
Obj-C: NSLog
Python: logging module
Ruby: syslog module



/etc/syslog.conf



$ ls -C /var/log/*.log
/var/log/fsck_hfs.log             /var/log/opendirectoryd.log
/var/log/hdiejectd.log        /var/log/ppp.log
/var/log/install.log             /var/log/secure.log
/var/log/ipfw.log                    /var/log/system.log
/var/log/kernel.log             /var/log/windowserver.log
/var/log/launchd-shutdown.log /var/log/windowserver_last.log
/var/log/notifyd.log

Log Routing

/var/log/kernel.log
/var/log/system.log

/var/log/install.log



/etc/syslog.conf
*.notice;authpriv,remoteauth,ftp,install,internal.none /var/log/system.log
kern.*       /var/log/kernel.log

# Send messages normally sent to the console also to the serial port.
# To stop messages from being sent out the serial port, comment out this line.
#*.err;kern.*;auth.notice;authpriv,remoteauth.none;mail.crit  /dev/
tty.serial

# The authpriv log file should be restricted access; these
# messages shouldn't go to terminals or publically-readable
# files.
auth.info;authpriv.*;remoteauth.crit   /var/log/secure.log

lpr.info      /var/log/lpr.log



/etc/syslog.conf
Facility.Priority          /path/to/logfile

ftp.*       /var/log/ftp.log
lpr.info      /var/log/lpr.log
auth.info;authpriv.*  /var/log/secure.log
*.notice;authpriv      /var/log/system.log
*.*                              /var/log/uber.log

install.*      /var/log/install.log
install.*      @127.0.0.1:32376



Syslog-Cleaning Up

/usr/bin/newsyslog



/etc/newsyslog.conf
/var/log/ftp.log   640  5    1000 *     J
/var/log/hwmond.log  640  5    1000 *     J
/var/log/install.log  640  5    1000 *     J
/var/log/ipfw.log   640  5    1000 *     J



Syslog-Cleaning Up
$ ls -1 /var/log/kernel.*

/var/log/kernel.log

/var/log/kernel.log.0.bz2

/var/log/kernel.log.1.bz2



newsyslog[2345]: logfile 

turned over due to size>100K



Syslog-Cleaning Up
$ tail /var/log/kernel.log.0.bz2
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Syslog-Cleaning Up

cat /var/log/kernel.log.0.bz2 | bunzip2 | tail -4



Syslog-Cleaning Up

bzcat /var/log/kernel.log.0.bz2 | tail -4



Remote Syslog

$ grep syslog /etc/services 

syslog              514/udp #



Remote Syslog

Facility.Priority @syslog.server.address:port



UDP?



ASL



defaults write /Library/

Preferences/

com.apple.applepushserviced 

APSWriteLogs -bool TRUE



defaults write /Library/

Preferences/

com.apple.applepushserviced 

APSLogLevel -int 7



odutil set log debug



Search How do i
How do i take pictures
How do i love thee
How do i beat skyrim
How do i win at chess



How Do I Get To 

Carnegie Hall?



You will be fooled by a trick 
if it involves more time, money 
and practice than you (or 
any other sane onlooker) 
would be willing to invest.

-Teller, Smithsonian 
Magazine March 2012

“
“

http://www.smithsonianmag.com/arts-culture/Teller-Reveals-His-Secrets.html

http://www.smithsonianmag.com/arts-culture/Teller-Reveals-His-Secrets.html
http://www.smithsonianmag.com/arts-culture/Teller-Reveals-His-Secrets.html




- cat

- gunzip/bzcat

- tail

- less/more

- syslog (asl)

Utilities



Console



What Have I 

Done?





Splunk













Graylog2













DIY



Language of choice

+ Web service

+ Database

+ Graphing library



Hosted





Statistical 

Analysis



R















 SierraSWoCMon(0x4d)(0xac5ed2c0): +++  :  47  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101854670 {NSLocalizedDescription=Socket closed by 
remote peer}:  30 

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x100352a70 {NSLocalizedDescription=Socket closed by 
remote peer}:  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformAtPlacement: 
Failed                                                                                                                  :  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformsAtPlacement: 
Failed                                                                                                                 :  27  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101a3a8b0 {NSLocalizedDescription=Socket closed by 
remote peer}:  25  



 SierraSWoCMon(0x4d)(0xac5ed2c0): +++  :  47  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101854670 {NSLocalizedDescription=Socket closed by 
remote peer}:  30 

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x100352a70 {NSLocalizedDescription=Socket closed by 
remote peer}:  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformAtPlacement: 
Failed                                                                                                                  :  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformsAtPlacement: 
Failed                                                                                                                 :  27  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101a3a8b0 {NSLocalizedDescription=Socket closed by 
remote peer}:  25  



 SierraSWoCMon(0x4d)(0xac5ed2c0): +++  :  47  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101854670 {NSLocalizedDescription=Socket closed by 
remote peer}:  30 

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x100352a70 {NSLocalizedDescription=Socket closed by 
remote peer}:  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformAtPlacement: 
Failed                                                                                                                  :  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformsAtPlacement: 
Failed                                                                                                                 :  27  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101a3a8b0 {NSLocalizedDescription=Socket closed by 
remote peer}:  25  



 SierraSWoCMon(0x4d)(0xac5ed2c0): +++  :  47  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101854670 {NSLocalizedDescription=Socket closed by 
remote peer}:  30 

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x100352a70 {NSLocalizedDescription=Socket closed by 
remote peer}:  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformAtPlacement: 
Failed                                                                                                                  :  27  

 kCGErrorIllegalArgument: CGSSetWindowTransformsAtPlacement: 
Failed                                                                                                                 :  27  

 [HYBI] socketDidDisconnect: Error Domain=GCDAsyncSocketErrorDomain Code=7 "Socket 
closed by remote peer" UserInfo=0x101a3a8b0 {NSLocalizedDescription=Socket closed by 
remote peer}:  25  



(Other)                                                                                                                                                                            
:1498 
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