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Remember

• Identification

• Authentication

• Authorization

• (and client management)



75 minutes
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Why Integrate with AD

• Access AD's centralized store

• LDAP

• Kerberos

• AD is already there

• AD is ... pretty good



Challenges

• Managed Preferences for Apple objects

• Accessing DFS Shares

• Cleartext



Challenge 1

• No apple objects and attributes



Challenge 2

• DFS



Challenge 3

• Pass cleartext authentication to AD

• Mac OS X Server services



Terminology Sidebar

• Dual Directory/____ Triangle

• Plugin/Connector

• Directory/Folder

• Augment Records/Cylinder of Destiny



What kind of Triangle?

• Magic Triangle

• Golden Triangle

• Dual Directory



AD Users
AD Groups

OD Computer Groups

OD User Groups

AD Computers

OD Computers



Plugin or Connector?

• Depends on who you ask



PHD?!

• Portable Home Directory

• But it is a Folder, not a Directory!

• Oh well















dsAttrTypeNative

• LDAP from OD

• apple-user-homeurl

• homeDirectory

• LDAP from AD

• SMBHome



dsAttrTypeStandard

• dscl says:

• homeDirectory

• NFSHomeDirectory

• SMBHome





Cylinder of Destiny

• Augment Record

• Not standard

• Not really necessary

• Move along



Terminology Review

• Dual Directory/____ Triangle

• Plugin/Connector

• Directory/Folder

• Augment Records/Cylinder of Destiny



Remember: Challenges

• Managed Preferences for Apple objects

• Accessing DFS Shares

• Cleartext



4 Integration Strategies

• Bind to AD only

• Bind to AD and extend AD

• Dual Directory

• Third-party



1: Bind to AD Only

• If you have 

• Robust AD environment

• Many locations

• Implemented AD Sites



1: Bind to AD Only

• Advantages

• Don't need parallel OD systems

• Possible to auto mount SMBHome

• Disadvantage

• Can't apply managed preferences



2: Extend Schema

• If you have Great AD infrastructure

• Manage preferences with WGM



Extending the Schema

• Well documented now

• LDS to compare AD and OD schema

• Edit difference LDIF

• Import LDIF into AD

•  WGM to manage preferences

• dscl/ADSIEDit to create computer lists



Well Documented

• Marczak/Neagle: Page 71-90

• http://images.apple.com/business/solutions\

/it/docs/
Modifying_the_Active_Directory_Schema.
pdf

• Movie gone



22 Simple Steps

• In 3 minutes















































Why NOT Extend

• Reluctance from some at Apple

• AD admins still afraid

• especially with older Windows server

• Computer Lists (not Computer Groups)



3: Dual Directory

• Pretty well known and documented



4: Third Party

• DFS

• Support

• Centralized Management of all objects

• ALL clients must participate



DFS

• DFS is a great idea...theoretically

• Hacks to enable DFS access

• not so great for home folders



Support

• One point of contact



Central Management

• AD Administrator defines policies for all

• Mac Administrator often out of picture



Money

• Must purchase for EVERY Mac

• User ID calculated differently



4 Strategies: Review

• Bind to AD only

• Bind to AD and extend AD

• Dual Directory

• Third-party



Challenges Addressed?

• Managed Preferences for Apple objects

• Accessing DFS Shares



15 Issues with AD

• 12 Knowledge Base articles

• 3 Real-world edge cases



12 KBs

• Specific to Active Directory integration



























3 Edge Cases

• Sites concept not used

• Binding account too big

• Computer password problem



Sites not Implemented

• dnsmasq to LIE about DNS

• only tell client about "close" DCs

• complete hack



Account too big

• Generic Error

• Packet analysis: Kerberos Request too big



Computer Password

• AD Computer object has a password

• One DC out of sync with the others

• Computer password not the same



Which dnsRoot

• sudo /usr/libexec/PlistBuddy -c \

'print dnsRoot' \

/Library/Preferences\

/DirectoryService\

/ActiveDirectoryDomainCache.plist



Which DC?

• dscl . -read \

/Config/Kerberos\:SSH22.COM



bash-3.2# dscl
Entering interactive mode... (type "help" for commands)
cd /Local/Default/Config
/Local/Default/Config > cd /Local/Default/Config
/Local/Default/Config > read Kerberos:ADS.EXAMPLE.COM
AppleMetaNodeLocation: /Local/Default
OriginalNodeName:
/Active Directory/All Domains
RecordName: Kerberos:ADS.EXAMPLE.COM
RecordType: dsRecTypeStandard:Config
XMLPlist:
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://
www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
! <key>KADM_List</key>
! <array>
! ! <string>dc02.ads.example.com.:464</string>
! </array>
! <key>KDC_List</key>
! <array>
! ! <string>dc02.ads.example.com.:88</string>
! </array>
</dict>
</plist>





Extract Kerb ID

• #/usr/libexec/PlistBuddy -c \

'print "AD Computer Kerberos ID"' \

/Library/Preferences\

/DirectoryService\

/ActiveDirectory.plist

• example: sever01$@SSH22.COM



Extract Kerb Pass

• #/usr/libexec/PlistBuddy -c \

'print "AD Computer Password"' \

/Library/Preferences\

/DirectoryService\

/ActiveDirectory.plist

• example: +7gF0oGzdoc70E



Test password

• kinit server01$

• Paste password (+7gF0oGzdoc70E)

• klist

• kdestroy



Don't mask problem

• Unbinding/rebinding only temporary fix



15 Issues Review

• 12 Knowledge Base articles

• 3 Real-world edge cases



What we covered

• Why Integrate

• 3 Challenges

• Terminology Agreement

• 4 Integration Strategies

• 15 Issues unique to AD integration



Thanks

• Questions and Comments

• IM: arekd@me.com

• Email: arek@arekdreyer.com


